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第 3 章 

数据采集、传输与过滤 
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3.1  采集点的取舍 
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£�¤¥�� loadavg ¦§�¨©ª��S«¬" 1 
­C5 
­C15 
­�¤¥

ª ®¯°± 1
­�~rS"²:³´�� 

µ[ �± I/O ¶· ¸¹3ºZ}»"¼½¶· �¾¿bÀ; 5 
­ÁÂ 10 


­�~r¡¢ ÃTÄS0ÅÆÇÈ�ÉDÊ�Ë@ÌÍÎM� 

%ÏÈÐe �Ñ"µq�34 w��q\;�~r�p\Ò:)Ó�� 

£�DÔ�ÕÖ���×Z Squid Ø version 3.2k� "�ÙÚ¹Û��®¯�3

4~rS�Ä� Nginx���Èr~; loadavg %-.ÜÝ�Þß� CPU util%� 

3.1.2  ��	
 

àáâãä���34å:�qæçÈºàáâã»":³´� %>àáâãèD

0Øµéêëìab+,�#tí9".è�12îïs�©ðêëñòóôõök÷ø

.ùúû——üý�½þ§��á�¸¹"ð�bñ��C���������Ä�C

�*AB[��	
  bug�)*Ø:ºZ�Ê�} \Ò��d��àáâãÂ
 3 ©

�*��  

'�� Web���×Z»:�����âã����Þß�}� 

a�Ø Apache5 �? combined ��{´�}� 

LogFormat "%h %l %u %t \"%r\" %>s %O \"%{Referer}i\" \"%{User-Agent}i\"" 

combined 

b�Ø Nginx5 �? main ��{´�}� 

log_format main '$remote_addr - $remote_user [$time_local] "$request" ' 

                '$status $body_bytes_sent "$http_referer" ' 

                '"$http_user_agent" "$http_x_forwarded_for"'; 

c�Ø Squid5 �? squid ��{´�}� 

logformat squid %ts.%03tu %6tr %>a %Ss/%03Hs %<st %rm %ru %un %Sh/%<A %mt 

Ø����E�eàáÊ�} '����«¬ !����w�"E�e�Ê� 

#".$³%§ÏÈ©�& ªó Â
"Ø'()*+,ªó ø��}X�®S"Cookie� 

a�Apache5� Cookie��Ð- 
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%{cookie}n 

b�Nginx5� Cookie��Ð- 

$http_cookie 

Ø Nginx 5 #6.�ÏÈ2/z{0���Ð�æØT*z{&-.�� Cookie

5�1È© key:value �½ T*À;�}ò�23���© value�T� 

$cookie_KEY 

c�Squid5� Cookie��Ð- 

%{Cookie}>h 

3.1.3  ��	
 Syslog 

Syslog"�±àáâã����34k,�ÏÈ�
�ÈÐe"·ý Linux���Q

ú.� OS4e�<=
5G ÏÈÐe Syslog��·ýÈ2AB�¦âã�56 p¬

D;±;7\;¦§�!89:;� Syslog-ngCRsyslog�È<=>?@� Syslog|



^<�� 

�AB½Cw� Linux��� Syslog?~r
^���üý¸�
Ê�} ;7DE

FG¦§@ Syslog½ S0w��Gl:~

^H-� 

�± Syslog 56�& QIJ��b" RFC KL�MN Syslog � RFC KL�
 

��Q'�%>Qú.��&��"Ø RFC3164ìhttp://www.ietf.org/rfc/rfc3164.txtöA

{´��  

�5 3.1 Syslog Message Parts �O"+,�A-.ÜP��
� 

3.1.3.1  PRI 

PRI8QRS�3TU>��A�3T"8VW0UXYZ%>���5V0��?

Facilityì[\ ��ý�] header5� deviceÓ� ;DEX^_ô`aö W0��?

Severityìaú�ö� 

�DE0b´=c�d 3-1)e� 
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Numerical             Facility 

   Code 

    0             kernel messages 

    1             user-level messages 

    2             mail system 

    3             system daemons 

    4             security/authorization messages 

    5             messages generated internally by syslogd 

    6             line printer subsystem 

    7             network news subsystem 

    8             UUCP subsystem 

    9             clock daemon 

   10             security/authorization messages 

   11             FTP daemon 

   12             NTP subsystem 

   13             log audit 

   14             log alert 

   15             clock daemon (note 2) 

   16             local use 0  (local0) 

   17             local use 1  (local1) 

   18             local use 2  (local2) 

   19             local use 3  (local3) 

   20             local use 4  (local4) 

   21             local use 5  (local5) 

   22             local use 6  (local6) 

   23             local use 7  (local7) 

� 3-1 

�aú�0b´=c�d 3-2)e� 

Numerical         Severity 

  Code 

   0       Emergency: system is unusable 

   1       Alert: action must be taken immediately 

   2       Critical: critical conditions 

   3       Error: error conditions 

   4       Warning: warning conditions 

   5       Notice: normal but significant condition 

   6       Informational: informational messages 

   7       Debug: debug-level messages 

� 3-2 
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YZ?f"æ 

PRI = Facility × 8 + Level 

Facility = PRI / 8 

Level = PRI % 8 

�4DE0�aú�0b´T*YZó§ PRI Q°ý 0 Q¸ý 191�ÈgX] 

h�{´�DE0 QDÔ�S" kernel �½þpQi2 üýDE0" 0��{´â

ã½ Èg~; local(0-7)Mj� 

Linux<�Ègl:È©�� logger T;±Ëk�����l Syslog ;-�}� 

ping -c 3 127.0.0.1 | logger -it log4ping -p local3.notice 

k÷+,T*Ø Syslog5m@�}��� 

Apr  4 10:41:01 localhost <157> log4ping[10992]: PING 127.0.0.1 (127.0.0.1) 

56(84) bytes of data. 

Apr  4 10:41:01 localhost <157> log4ping[10992]: 64 bytes from 127.0.0.1: 

icmp_req=1 ttl=64 time=0.029 ms 

Apr  4 10:41:02 localhost <157> log4ping[10992]: 64 bytes from 127.0.0.1: 

icmp_req=2 ttl=64 time=0.023 ms 

Apr  4 10:41:03 localhost <157> log4ping[10992]: 64 bytes from 127.0.0.1: 

icmp_req=3 ttl=64 time=0.029 ms 

Apr  4 10:41:03 localhost <157> log4ping[10992]:  

Apr  4 10:41:03 localhost <157> log4ping[10992]: --- 127.0.0.1 ping 

statistics --- 

Apr  4 10:41:03 localhost <157> log4ping[10992]: 3 packets transmitted, 3 

received, 0% packet loss, time 1999ms 

Apr  4 10:41:03 localhost <157> log4ping[10992]: rtt min/avg/max/mdev = 

0.023/0.027/0.029/0.003 ms 

��5� 157 S"è� local3� 19n* 8o� notice� 5ó@�� 

�¾pM���[\�� SyslogL¾�"�©rq B½�.rs t÷�@ Rsyslog

�O�½þSuv�� 

3.1.3.2  HEADER 

HEADER�
wR TIMESTAMPì½,ö� HOSTNAMEì[\xyzö� 
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TIMESTAMPÈg��ýðMmm dd hh:mm:ssñ Ý³�A²:Þß{| i"�}�

{|�±~+���<�34":³´� )*ØÞß� Syslog��5 :�òß0o�

{| ����ä RFC�È�� 

HOSTNAMEÈgýxyz pTÄ" IPG��Ý³xyz�wR�z�
� 

Ø:� Syslog��5����Ç� HEADER� 

3.1.3.3  MSG 

MSG�
wR TAGì��ö� CONTENTì�&ö�TAGì��ö÷e*ð:ñ
é� 

TAGwRMjÒ Syslog��D� task_name� pid��5 pid�Ø[]5RS� pid�


pT*��� 

üý56?{ Syslog 2��Ä�� 1024B )*� log4j x� Syslog p0§�q

È©YZ
>¹�Mj�Ê���½þ èDS��ÐÑ��2�
^� £�}e��

Syslog� 

Nov 26 15:42:54 LOCALHOST kernel: [    4.235784] cciss0: <0x3230> at PCI 

0000:03:00.0 IRQ 1272 using DAC 

Nov 26 15:42:54 LOCALHOST kernel: [    4.251582]       blocks= 286677120 

block_size= 512 

Nov 26 15:42:54 LOCALHOST kernel: [    4.255582]       heads=255, sectors=32, 

cylinders=35132 

Nov 26 15:42:54 LOCALHOST kernel: [    4.255583]  

Nov 26 15:42:54 LOCALHOST kernel: [    4.263574]       blocks= 286677120 

block_size= 512 

Nov 26 15:42:54 LOCALHOST kernel: [    4.263574]       heads=255, sectors=32, 

cylinders=35132 

Nov 26 15:42:54 LOCALHOST kernel: [    4.263574]  

Nov 26 15:42:54 LOCALHOST kernel: [    4.263574]  cciss/c0d0: p1 p2 < p5 p6 > 

w� UDP ��w�ù #: RFC3195 {´��	À; TCP 56�¦ Syslog %

RFC5425ìhttp://tools.ietf.org/html/rfc5425öf�È�{´�~; TLS 56�¦ Syslog ½

� HEADER���� 

9� RFC5424p{´�È2 Syslog�� T����}� 

SYSLOG-MSG      = HEADER SP STRUCTURED-DATA [SP MSG] 
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 HEADER          = PRI VERSION SP TIMESTAMP SP HOSTNAME 

                   SP APP-NAME SP PROCID SP MSGID 

 PRI             = "<" PRIVAL ">" 

 PRIVAL          = 1*3DIGIT ; range 0 .. 191 

 VERSION         = NONZERO-DIGIT 0*2DIGIT 

 HOSTNAME        = NILVALUE / 1*255PRINTUSASCII 

 

 APP-NAME        = NILVALUE / 1*48PRINTUSASCII 

 PROCID          = NILVALUE / 1*128PRINTUSASCII 

 MSGID           = NILVALUE / 1*32PRINTUSASCII 

 

 TIMESTAMP       = NILVALUE / FULL-DATE "T" FULL-TIME 

 FULL-DATE       = DATE-FULLYEAR "-" DATE-MONTH "-" DATE-MDAY 

 DATE-FULLYEAR   = 4DIGIT 

 DATE-MONTH      = 2DIGIT  ; 01-12 

 DATE-MDAY       = 2DIGIT  ; 01-28, 01-29, 01-30, 01-31 based on 

                           ; month/year 

 FULL-TIME       = PARTIAL-TIME TIME-OFFSET 

 PARTIAL-TIME    = TIME-HOUR ":" TIME-MINUTE ":" TIME-SECOND 

                   [TIME-SECFRAC] 

 TIME-HOUR       = 2DIGIT  ; 00-23 

 TIME-MINUTE     = 2DIGIT  ; 00-59 

 TIME-SECOND     = 2DIGIT  ; 00-59 

 TIME-SECFRAC    = "." 1*6DIGIT 

 TIME-OFFSET     = "Z" / TIME-NUMOFFSET 

 TIME-NUMOFFSET  = ("+" / "-") TIME-HOUR ":" TIME-MINUTE 

 

 STRUCTURED-DATA = NILVALUE / 1*SD-ELEMENT 

 SD-ELEMENT      = "[" SD-ID *(SP SD-PARAM) "]" 

 SD-PARAM        = PARAM-NAME "=" %d34 PARAM-VALUE %d34 

 SD-ID           = SD-NAME 

 PARAM-NAME      = SD-NAME 

 PARAM-VALUE     = UTF-8-STRING ; characters '"', '\' and 

                                ; ']' MUST be escaped. 

 SD-NAME         = 1*32PRINTUSASCII 

                   ; except '=', SP, ']', %d34 (") 

 

 MSG             = MSG-ANY / MSG-UTF8 

 MSG-ANY         = *OCTET ; not starting with BOM 

 MSG-UTF8        = BOM UTF-8-STRING 

 BOM             = %xEF.BB.BF 
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 UTF-8-STRING    = *OCTET ; UTF-8 string as specified 

                   ; in RFC 3629 

 

 OCTET           = %d00-255 

 SP              = %d32 

 PRINTUSASCII    = %d33-126 

 NONZERO-DIGIT   = %d49-57 

 DIGIT           = %d48 / NONZERO-DIGIT 

 NILVALUE        = "-" 

�©��£ RFC3164 5��L.mn�ÞßÃ¹ ���5QÜ�� PRI YZÐ-

"È���)*��h PRI�YZ �}��
���Þ��Sh�� 

3.2  收集传输 

Ø���5 +,«¬��� Nagios � Ganlia �<���q����� ��pS

"<�34�|
�¦�D�i"9� 3.1 )��� <�34�àá34Ø~
,é�

µ�Á� 34p�"i2��ª�%ô¹"~T� K� �½£ê�Ëk¡; Nagios

� Ganglia���X�>
5�� )*-.¢£�¤¥¦� 

Ø�½�.ù�V�§¨} è� scp ©ª rsync {½«� ��
5|
 "¬¸

Linux�#tíQD;�­��i"È®:�êV��½�.ù scp� rsyncS� *Ã

hG�>«�� �½þ+,-.¯°�34�¦5,Z� 

3.2.1  Rsyslog 

�È°O5 +,��� Syslog56�U>�¸±\ÒM�� Syslog�L²9³X

;X´xyG�¦âã�Y�� Syslog�
5|
 "¸?@
��#5µ\��
� 

Ø*¶� Syslog��5 Èg* Syslog-ng� Rsyslog�©<��§�Qý¡·�T¸

Syslog-ng¹²Ä89>ý Syslog� ng——CentOS659�º» Syslog§��" Rsyslog� 

¼± Rsyslog «¬>ý CentOS6 ��½ Rsyslog ��p¾& Syslog �½¿ �AS

�À��Á�ÂÃ�'(½¿�� 
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3.2.1.1  ������ 

Rsyslog ÄF� Syslog �12�� Àk1�3Å§X���}�DX] Rsyslog

ä�� Syslog�DÈr ÞßÔd 3-1)e� 

 

� 3-1�

��8± Parser � Output @Æ»T*úmÇ; )*Á,�À22;±�^ RFC {

´�����Ö>KZ #T*;X?mn�34ÈÉ���ÊF ÁÂT*è� DBI

�kË�Ö@ MySQLCHDFSCElasticSearch�12GÐ� 

)*+,�;¥�Ìo T*Í Rsyslog�@Æ
ý*}Î2� 

�� Input Modules 

IM@Æ"É"Q
� '��&: FileCTCPCUDPCUNIX Socket*NØ TCP'(

�� TLS� GSSAPI�ôÂd�56� 

�� Output Modules 

Ï´� OM@Æ Ð�Q'�� File*� #:;±5Ê� FWD Pipe Snmptrap 

;±ÖÑ� MySQLCPgSQLCLibdbiCHDFSCMongoDB��9� ÒÓ#: RedisCZeroMQC

ElasticSearch� Solr� OM@ÆÓÔ� 

�� Parser Modules 

�©@Æ"Ø 5.3.4 Õ�k÷Öol��Øk�� Rsyslog 5 � Syslog 56���
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�^�·"ËkØÛP»×5�> �Tòô����@$�ýØ Ï´��� PM@Æ

�¹ Ð� RFC �^�*� &:È© pmlastmsg @Æ ¯°;X�^ Syslog 5DÔ�

®Ùðlast messages repated n timesñ� 

�� Message Modification Modules 

MM @Æ��S"Ø¬´� PM ©ª OM �����$�� Rsyslog »×ÈÚ
M�

MM @Æ:æAnon @Æ ;XÊÛÞß� IP G�@ A xG�ÜNormalize @Æ ;XW

Syslog��� contentÊÛ>ý CEE/Lumberjack ��� �©@Æ"Ø OM���� )

*µÝØ action "·÷ÞÄÇ;ÜJsonparse @Æ $�p� normalize @ÆÈr ��ü

ý Lumberjack ����S" JSON )*�©ËkS�^> JSON �ÜSnmptrapd @Æ 

Ø im�'(� 6.�aú�034�ºÛÈÉßÄ� 

�� String Generator Modules 

SM @Æ�·;"ý Rsyslog � file � forward 6. template ßÄ�+,T*è�

template{´��à.��&r��Ý³��0��@ Syslog���56<=� 

3.2.1.2  �	
� 

3.2.1.2.1  template 

template:�2�- Ø 6.0Õ�k� &ÄÀ;}e�2� 

$template name,param[,options] 

k÷ #T*!>áâÀ;�2� 

template(parameters) { list-descriptions } 

��$� CentOS6��� RsyslogÕ�êW �?23ãä�å &ÄÀ;�e�È

2�-� 

ØÖÕ Rsyslog5 template:æ2xyælistCsubtreeCstring� plugin� 

a�list 

��Ê�} template À; listX¦§L²F�34 £� ommongodb abpT*

¦§>K���}ý Rsyslog���K�¦§��� 

template(name="FileFormat" type="list") { 

  property(name="timestamp" dateFormat="rfc3339") 
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  constant(value=" ") 

  property(name="hostname") 

  constant(value=" ") 

  property(name="syslogtag") 

  constant(value=" ") 

  property(name="msg" spifno1stsp="on" ) 

  property(name="msg" droplastlf="on" ) 

  constant(value="\n") 

  } 

b�subtree 

À; subtree ¦§> CEE/Lumberjack ��ì7.1.4 Õk÷ö�tree *ð$!ñçu�H 

&;>è½ subtree� JSON34 eé�}� 

set $!usr!tpl2!msg = $msg;  

set $!usr!tpl2!dataflow = field($msg, 58, 2);  

template(name="tpl2" type="subtree" subtree="$!usr!tpl2") 

c�string 

À; string ¦§>T� �� ab�� list �Ö>KZ � string "�ê� k�

6@���� FileFormat@ë ~; stringxyì�f�}� 

template(name="FileFormat" type="string" 

  string= "%TIMESTAMP% %HOSTNAME% %syslogtag%%msg:::sp-if-no-1st-sp%% 

msg:::drop-last-lf%\n" 

) 

stringxy·ý��xy #T*~;íÕr�ì� �}� 

$template FileFormat, "%TIMESTAMP% %HOSTNAME% %syslogtag%%msg:::sp-if-no- 

1st-sp%%msg:::drop-last-lf%\n" 

d�plugin 

À; pluginfîï plugin6.�ð3ì� �}� 

template(name="MyTemplateName" type="plugin" string="mystrgen") 

qrT*~;íÕr�ì� �}� 

$template MyTemplateName,=mystrgen 

3.2.1.2.2  rules 

Rsyslog � rules Ø Sysklogd ��¤<�5�? selectors�ç© rule 5»:È© filter
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�ñ�© action�filterT*"'± Syslog� PRIX?� pT*"mn�x�ò�óô�

cõ�� 

È© rsyslog.conf5T*�¹© rules çº syslog<=0��@÷¬8d� rules¿ö

÷  ÐhØ�D58 discard action 6�ø§� 

�± rsyslog rule"µÝÖØ� ç© input»µÝ bind@ rule��ab pØ�}

½¿ATÄm�@ üý Rsyslog5ÖØ:�� rule� 

}e"È© rule�eé� 

ruleset(name="remote10514"){ 

  action(type="omfile" file="/var/log/remote10514") 

} 

ruleset(name="remote10515"){ 

  action(type="omfile" file="/var/log/remote10515") 

} 

ruleset(name="remote10516"){ 

  if prifilt("mail.*") then { 

   /var/log/mail10516 

   stop 

  } 

  /var/log/remote10516 

} 

input(type="imptcp" port="10514" ruleset="remote10514") 

input(type="imptcp" port="10515" ruleset="remote10515") 

input(type="imptcp" port="10516" ruleset="remote10516") 

3.2.1.2.3  ��� filter 

Rsyslog6.�¨2�qxy��H�� 

ù�'± úùûüýþ��þû����H��

RainerScript "È©¯°[Y;X÷ ��YZ�ò�óô 2008 {Ú Rsyslog ç�

ÙÚ RainerScript�Áx.è��	CZ
�T� ¶·�cõ�X�H QD;�Ü�

TS" if eé�}� 

if $programname == 'prog1' then { 

   action(type="omfile" file="/var/log/prog1.log") 

   if $msg contains 'test' then 

     action(type="omfile" file="/var/log/prog1test.log") 
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   else 

     if $syslogfacility-text == 'local0' and $msg startswith 'DEVNAME' 

and not ($msg contains_i 'error1' or $msg contains_i 'error0') then /var/log/ 

somelog 

     *.err /var/log/errlog 

} 

��)e Ø RainerScript xy��H�5 pT*��¤xy��H�� 

b�'±DE0�aú��FG� 

selector "��� Syslog �HÐ- &Äw� PRI ?§"hä�V��ðÔ�é5Q

÷Èº� 

*.err /var/log/errlog 

c�'±����H� 

���H�" Rsyslogd3:� T*�12�����H� 

���H��ç�»*ð:ñì
Söçu b÷�]��z^��S k�"£ê¶

·���S Q÷";�Sw���&�Ý³��"�¸°���� eé�}� 

*.* /var/log/allmsgs-including-informational.log 

:msg, contains, "informational"  ~ 

*.* /var/log/allmsgs-but-informational.log 

�A;ð:msgñX�H msg5wb informational Tr�<= ÷e�ð~ñf" action

¶· t÷��� 

£ê¶·�wR: containsCisemptyCisequalCstartswithCregexCereregex �¾�

Ó
¸°� fØ¶·�÷oð_iñ� 

������ regex��� POSIX BRE �	
���
�� grep � sed ����	


���� ereregex �� POSIX ERE �	
���� egrep � awk ����	
��� 

Ï 8± CentOS� grepCsedCvi� awk���»" GNUÉÕ�� Ø9f�ôý

�� £�ð+ñCð?ñ*Nð\1ñì[�;ö�ÙÚ��)*��� GNU���tTÄ0

�ý Rsyslog5 regex�À;¿b£ê��� 

3.2.1.2.4  action 

Øk�� rule�O56@È© rule5T*:¹© action Ý³�� actionµÝ
�� 
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ç©È��²Ö filter� action .*ð&ñýç��£�Waú��äý CRITICAL�3

4q½Mj� rger;7Croot;7�/var/log/critmsgs KZ �-�}� 

*.=crit :omusrmsg:rger 

& root 

& /var/log/critmsgs 

�2�-£}e�2�¨� rule�Ð��Ä.h� 

*.=crit :omusrmsg:rger 

*.=crit root 

*.=crit /var/log/critmsgs 

action5QDÔ�S"�Ö>K�KZ��A+,T*�; template X�"
�âã�

�Eâã0¿�ð/ñç� %"E�âã0¿*ð?ñç��eé�}� 

$template logFormat, "%rawmsg%\n" 

$template DynaFile, "/var/log/%$YEAR%-%$MONTH%-%$DAY%.log" 

user.info            -?DynaFile;logFormat 

ÏÈ2DÔ� actionS"ÊM@�¤������Ãi2 ð@ñceÀ; UDP56 

ð@@ñceÀ; TCP56 ðz*ñceÀ;1ä�� gzip���¦ eé�}� 

*.*    @@(z9)192.168.0.1:1470 

rule 56@� discard Ø action 5 Ç; discard hD&  S"È©ð~ñ�£�}

e��³�Sµa± Rsyslogd�d²��� 

*.*   ~ 

9� action#T**ð:ñçuÇ;£� ommysqlkx�!Z *ð^ñçuÇ; shell

����eé�}æ 

:ommysql:dbhost,dbname,dbuser,dbpassword;dbtemplate 

^program-to-execute;template 

shell�A Rsyslog0Í¬� template½;>�L¾�"���·ý#Èð3� 

3.2.1.3  �
���� 

3.2.1.3.1  Apache �� 

Apache��ÙÚè� SyslogMj$%âã +,åT*è� Pipe&� ' SyslogM

jàáâã� 
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Apache½¿�}� 

CustomLog logs/access_log combined 

CustomLog "|/usr/bin/logger -t httpd -p local6.info" combined 

ErrorLog syslog:local7 

Rsyslog½¿�}� 

if $syslogfacility-text == 'local6' and $programname == 'httpd' then 

/var/log/httpd-access.log 

if $syslogfacility-text == 'local6' and $programname == 'httpd' then ~ 

if $syslogfacility-text == 'local7' and $programname == 'httpd' then 

/var/log/httpd-error.log 

if $syslogfacility-text == 'local7' and $programname == 'httpd' then ~ 

3.2.1.3.2  Nginx �� 

Nginx���ÙÚ Syslog ©ª Pipe Ð� ��()M*� tengine ÙÚ��2Ð� 

eé�}� 

logformat syslog "syslog:local7:info:192.168.0.2:514:nginxlog"; 

�5 nginxlog W��Ø DEVNAMET�� 

9� ttM*� ngx_http_accounting_module ���w�l+��E×� Syslog �

Y¦§�,- Nginx½À;--add-module=/path/to/ngx_http_accounting_module ð3�T� 

Ø Nginx5&-.��½¿� 

http{ 

  http_accounting  on; 

  server { 

    http_accounting_id  server_string; 

    location / { 

#     http_accounting_id  location_string; 

   } 

  } 

} 

��0ç 10.­Mj�Y34@�y� Syslog b÷Ø�y� Rsyslog5½¿�}%

� �TØ�y��Dk|@'±Þß�zÁÂÞß URL�àáÊ��Y� 

$template NADailyLog,"/var/log/NgxAccounting/%$YEAR%/%$MONTH%/%$YEAR%- 

%$MONTH%-%$DAY%.log" 
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$template SSFormat,"%timegenerated%||%msg%\n" 

 

if $programname == 'NgxAccounting' then ?NADailyLog;SSFormat 

if $programname == 'NgxAccounting' then @192.168.0.2;SSFormat 

if $programname == 'NgxAccounting' then ~ 

QR�Ö�âãeé�}� 

Apr  5 14:41:43|| pid:10295|from:1365144073|to:1365144103|accounting_id: 

youdomain|requests:250|bytes_out:788668|200:237|404:11|403:2 

3.2.2  message queue 

Syslog/h i�"²:0� Þß�}� 

1���Ø UDP@�}� Syslog"0�34�� 

2��À��Ø TCP @�}����w�á� Syslog � PRI wR TAG �Ð�¿b

1-2
3 ¸¹3Ê�}��q4��q34�é5-ù� 

�2Ê�} 6=7=�8PSß�§X��x� RabbitMqCZeroMqCStoMpCQ4M

9Â Redis� ��«¬Ø4�:�¬;�;� MQUZ pS<P�l��#<��=>� 

6=7= "×Z�D?� ;*�D, ÁÂ:D,è<�UZ Ã¹½þ»"¶

·<�©ª\;��ØÀ;���+,�A.]� "YZyk,�C´���CÏ´�

6=7=5,Z� 

6=7=6.�"È©É�è<56 6=;>�ÈÐ�6@�ÈÐ�.ùq��

A %"W6=�&è�7=X��Ê� pS"] 7=��-.Þ:ÖÑ�Äï� 

çB�6=7=5,Z:Ã¹ :z�S: JBoss MessagingCActiveMQCQpid 

RabbitMQCBeanstalkdCHTTPSQSCQ4M�� 

QC�6=7=5,Z Sun DE� JMS ?=&: Java � API T*sçMªF�

SQLÈrÀ;6=7= ��$��2?-«¬�Àx� a�x��6=7=5,Z�

�:¨© *}��Þß��� 

3.2.2.1  Advanced Message Queuing Protocol�AMQP� 

AMQPä JMS�Ó�Ø± AMQP{´�"* 8TOý20�34����Ø AMQP
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5 34�'�20"G�AMQP5ÈH:I2GæopenCbeginCattachCtransferCflowC

dispositionCdetachCend� close� 

34�¦* attach Gç� detach GLJÜ6=è� transfer GKLØÈ©#È�

direction �ÜflowG;XM x� ÐÑNOÜ6=�P��¦�EòF fè� disposition

GX�A� 

�e� 5©Gxy»ä34�¦µÜ �¤ 4©fQúP�k,�Lk��e]@È

© transfer G"R{ØÈ© direction ���i"P��P�k, T*:¹© direction 

�� direction XØÈÚ� session 8 begin� endGX�ST' session�U�F�RØ�

ôVÈ4 ¹© session #T**¹�m;�Lk&� 1�3ÅGÖØØµq��©P

�k, �©Lk "8 open� closeG�S�� 

AMQP�x.�� : RabbitMQCQpidCActiveMQ� p"6=7=5,Z�x�� 

3.2.2.2  Message Queue Telemetry Transport�MQTT� 

MQTT{´�¦� "VWy34 x.;±Wl+�°y[\XX�MQTT���

5 ¸¹3" IBM�YZ�Z4F:[ � WebSphere MQ�� 

3.2.2.3  Streaming Text Oriented Messaging Protocol�STOMP� 

STOMP \z�´"'±K��6=�¦56�ÁØ TCP4�{´�È©x� HTTP

�Ð- 34�¦ÈHwR]2æCONNECTCSENDCSUBSCRIBECUNSUBSCRIBEC

BEGINCCOMMITCABORTCACKCNACK� DISCONNECT� 

34�¦qr"*Gý20���� STOMP �G ��S"¹�K���È�"Þ

ß%�z ���ç�"* key: value ��ÖØ� headers � HTTPÈrç© headerÈ��

b÷È©^o_�÷"fg��&ß�Q÷*È© NULLT�LJ� 

����`7Pk,�è< fè�Ï�¨2G�> Á," MESSAGECRECEIPT

� ERROR�G���34�¦G��Èr� 

STOMP 56�&hDi2 )*1"Eóô»:���\��� ActiveMQ �

RabbitMQp:µÜ!Z� 

¨©�����»� HTTP�·ØqÈ©4e � TCP'(����p:È��� 

£� Amazon� SQS "Ø HTTP56�'(��>�� 
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Ð�����6=7=5,Z*� #:�©:[µÝÈ6� 

È©" ZeroMQ Ò�$ÚUp"îï AMQP ��aM� iQRûb� AMQP %

��MN>�Ø�2ôQ'��ècd�&��â�ez� PAAS fYZYZ Dotcloud

g©f5�6=�¦ »"è� ZeroMQX�>�� 

ÏÈ©f"Ø NoSQL ?�hDhz� redis�redis 6.�£��i Memcached ôo

mn�34L² Ø key:value'(�:� listCset� zset�Ø list'(��bT*KÅ7

= è� zset åÄÃjkG�>8`ä��� )*lmÈ���� AMQP �VäßÄ

.ù�¹��$ ç�Ê'À; RedisXno�i2�Ñp�ÁÂ:� Resque�r* Redis

ý'(qÃ�>�6=7=�$� 

+,T*Ëkè����X�>i2� Redis7=ßÄNe�çr 3©RPsË Ø

� 1�� 2©sË5`r"k|�� b÷��©5¦lMj�� �}� 

# redis-cli publish topic testmsg 

(integer) 2 

Ø��©sË5T*m@�}¦§� 

# redis-cli subscribe topic 

Reading messages... (press Ctrl-C to quit) 

1) "subscribe" 

2) "topic" 

3) (integer) 1 

1) "message" 

2) "topic" 

3) "testmsg" 

T*m@ �±MjPtu>ßk|�©3ì2 ©ö k|P¦§�"æ6=xy

ìmessageöCNOå�ìtopicö�Þß�&ìtestmsgö� 

Redis Ø1óô5»:@Æ6. çMÀ;»×pØ]�*��}e" Perl Õ��e

é�MjP�}� 

use Redis; 

my $redis = Redis->new(server => '127.0.0.1:6379'); 

$redis->publish('topic1', 'test4'); 

k|P�}� 

use Redis; 
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my $redis = Redis->new; 

$redis->psubscribe( 

  'topic*', 

  sub { 

    printf "Msg: %s, This topic: %s, Subscribe topic: %s\n", @_; 

  } 

); 

$redis->wait_for_messages(10) while 1; 

��­�o�vw�xy K6�#tí»\Ò���À;È} Redis� 

3.2.3  RPC 

~; RPC 56��#<�:[$��"Ã¹�©t�z"üý RPC èD;Ø:£ê

mn�34L²�X{5 âã34#"|¤�T� }¹�ab Ø�¸?@�A~�

�45 34�~
��¦�22"�è�<��àáâã ôú.�"÷ ���4�

;734 ���&:;�4�\;�� �bÞ:êýmn�34L²�)*+,m@ 

Ø[YX{ôý¬;��$5 ��0À; Thrift���çM��� 

Thrift" FacebookçB@ ApacheÒÓ��$ Þ:�g� RPC�� &-.{´h

�È�34L²½¿ Thrift 0�J;>���è<µÜ�»× %Ø1�O�� T*

À; C++CJavaCPHPCPythonCPerlCRubyCJavascriptCErlangCGolangCSmalltalkCHTML

�12óô� 

Thrift �gß�²�d 3-2 )e�mÚX£êmn ��èDÊ�}&-.���Q

�4�ðYour Codeñ�
 b÷08 thrift ��;>ðFooServiceñ������

ðFoo.write/readñÐ- Â±ô}4�56� I/Oè< Sô�;½½ÜP�� 
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È©i2� Thrift½¿�}� 

struct CacheProfile { 

    1:string key, 

    2:string value 

} 

service CacheStorage { 

    i32 cache_set(1:string key, 2: string value), 

    string cache_get(1:string key) 

} 

b÷È���ST*;>�\óôÕ��»×��� 

# thrift --gen py example.thrift 

# tree gen-py/ 

gen-py/ 

��� __init__.py 

��� example 

    ��� CacheStorage.py 

    ��� CacheStorage-remote 

    ��� constants.py 

    ��� __init__.py 

    ��� ttypes.py 

 

1 directory, 6 files 

3.2.4  Gearman 

Gearman "È¡
*�DE�� T*;Ø12XX ä Hadoop µ£ Gearman ô

Q'±«�
MßÄ�Á�«�
MhDi2 i2óT*&-.;ò�SÄ�>�Gearman

QU;± LiveJournal�d� resizeßÄ 8±d� resize-.6�¸�YZ�B ü9-.

Ço@÷P¹������ �>«�k÷Àtu�P��@�e�k÷ Gearman¬;�

;±12
*�XX £�����C�Z÷ C×ZW�ÁÂ34d
�» � 

�ìk��� Nagios�
*�Ç8½ «¬6@� GearmanØ«�
MÐe�\;�

%Ø34~
�¦Ðe GearmanT**È2x� MQ�Ð� Ú@x�!>ôvw�·;� 

3.2.4.1  Gearman�� 

È© Gearman�ù�÷ �DMN¨©Ì�æClient -> Job -> Worker��± Clinet�
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Worker!��SÀ;Èr�óô )*:�±¹óô<�k,�
>� 

�� Clientæ�ù�MÚª T*" CCPHPCPerlCMySQL� UDF�� 

�� Jobæ�ù�Çoª ;X��5ÇÍ ClientM§��ùÊM�X³� Worker� 

�� Workeræ�ù�÷ ª T*" C PHP Perl�� 

gearmanDE�è;�D�d 3-3)e� 

 

� 3-3�

3.2.4.2  ���� 

Gearman�U�Õ�"; Perl�����$�«¬É> CóôÕ��)*Qi2�À

;Ð-"Ëkè����X�e� 

Ëkè� apt ©ª yum ÂÃ gearman-job-server ©ª gearmand b÷+,T*m@Ø

�y 4730PË��� gearmandDE� 

�Ø+,ST*ì� Worker� �}� 

# gearman -f example -w -- wc -l 

b÷Ï�r"È© Client �A�"È©KZ�&�}� 

# gearman -f example < /etc/passwd 

47 

S�¯i2� 

Ý³ �A�"�"/etc/passwd ��& %�"ð/etc/passwdñ�©T� �ý��

��©Y� +,T*W Client ����ØÏ�È�[\��mm¦§L¾"�"�
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WorkerµÜ q½p�� Gearman�´���·Äï� 

Ö Worker��Ø 192.168.0.100 � �}� 

# gearman -h 192.168.0.2 -f example2 -w sh 

Ö Client��Ø 192.168.1.21 � �}� 

# echo 'ifconfig eth0|grep inet' | gearman -h 192.168.0.2 -f example2 

        inet addr:192.168.0.100 Bcast:192.168.0.255 Mask:255.255.255.0 

T*m@ 192.168.1.21 �¦§�" 192.168.1.100 � IPG�� 

3.2.4.3  ��
� 

Øâã÷ Ðe DÔ� GearmanÀ;�Dd�d 3-4)e� 

��������	
�����
��

�������
���

��������
�

�������
���

��������
�

�������
���

��������
�

������
���

�
��������
�

�������	
� �������	
��������	
�

������
�	


��
���
�	


������
���

�
��������
�

������
�	


��
���
�	


��������

�����������

����� !"���#

��
����	
�

�
��$���%���

&�'�����(

��
����	
�

��
���	���	�	

�����
�
����	�	

 

� 3-4 

Ø��âã�½÷ Ðe GearmanQi2pQDÔ�È©�; "�������� 

Ø2y�
^âã +,»0À;�}��X�Y Web âã5àá�Q¸��]©

URL� 
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awk '{a[$6]++}END{for(i in a){print a[i],i}}' access.log |sort -nr|head 

®¯Ø�������
�� �	ABGØÎ
­��Y§��34�� 

�A:È2��@�� MR�YÐ- �}� 

Øç�âãÖÑìÁÂS"ç�âã:;ö�y��+,`YZ1��'z� 100�

URL b÷è� Gearman�K@ÈÚ À?QR�� 10'E� 

ÈgX] �2��YZ�L¾ Ø�©X{}«¬ !/z� 

3.3  日志收集系统框架 

:��O���12�¦56��Þ +,«¬T*i2Gè�È� Shell � Perl ò

� ?@�"F34|
�¦��i"j�34XB�2xcXc¹ ©ª�¦÷�
^

¤�cXc¹ ��"­�ò�0"ÈZcXc�!�"F���YÊ��½þ +,-

.È� ! Ä��� Xº+,�>�©�·� 

Y�� �Î{X 1¸A~�DE�x.çBU¡¢£»D*����34|
�

¦÷ �� £êhz�: Twitter� StormCLinkedin� kafkaCFacebook� ScribeCCloudera

� Flume� Hadoop� Chukwa�� 

�� *��$¸¹"8çMtíLX��§¨l�É�§X� ¸¹3:*}�©

$� s�#�D¤£ê�*�­� 

�� À; JavaCScalaóô,��%�#tíô¹À;�¥¦�" PHPCPythonCPerl

����óôÜ 

�� ¿§ Hadoop ;E§¨�����¸¹-.6.÷+�÷ 
^ßÄ '��»

~;� HDFSÖÑ34CMap/Reduce÷ CZooKeeper��VT;�È¡H-�

���g©��L²µamn U�?@pÉD¨¸ �#>�£êV� 

}e���©x��<����0qr<§z° ¹êhG©W��#l­��o 

q½6.����ßÄ� 

3.3.1  Flume-ng 

Flume-ng "Ø�` Flume �'(�MN%X��ÁªÐ��`�²5mn�
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ZooKeeperVT;�UZ &>�$��©£êj��L²� 

Flume-ng x.wR source sink � channel ¨©�
�a source X�¹©BG�©ª

��½ S"èD)]�
5�âã|
Üa source«k��¬"�È© Flume-ng � sink

½ ³­��"È©345®��D��r Flume-ngST*´c�� ÈäÈäGÍg

©34� ~ÚX���Dd�d 3-5)e��p" Flume-ngQDÔ�;-� 

 

� 3-5�

[�X �¾2È� source �\�"¹© channel � sink �d 3-6 )e ST*Í

È|34mS@¹©$�G�©ª��� *�>�q$��
^÷ � 
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}e"È|i2� Flume-ng½¿KZeé� 

# Name the components on this agent 

a1.sources = r1 

a1.sinks = k1 

a1.channels = c1 

 

# Describe/configure the source 

a1.sources.r1.type = netcat 

a1.sources.r1.bind = localhost 

a1.sources.r1.port = 44444 

agent.sources.r1.interceptors.i1.regex = (\\d):(\\d):(\\d) 

agent.sources.r1.interceptors.i1.serializers = s1 s2 s3 

agent.sources.r1.interceptors.i1.serializers.s1.name = one 

agent.sources.r1.interceptors.i1.serializers.s2.name = two 

agent.sources.r1.interceptors.i1.serializers.s3.name = three 

 

# Describe the sink 

a1.sinks.k1.type = logger 

 

# Use a channel which buffers events in memory 

a1.channels.c1.type = memory 

a1.channels.c1.capacity = 1000 

a1.channels.c1.transactionCapacity = 100 

 

# Bind the source and sink to the channel 

a1.sources.r1.channels = c1 

a1.sinks.k1.channel = c1 

*�½¿¯ó£êi° ± µ<�Ñ"²:k²� Flume-ng ��ªpT*³W§

�©½¿�´¾ ®S"æ 

Ø�yçrÈ© 44444 PËk|34Üa345è½[0-9]:[0-9]:[0-9]½ Wµ¶�¨

©3T
�ÖlL²F�{"one":1,"two":2,"three":3}34ÜQ÷¦§@<�âã5� 

eé���}� 

# bin/flume-ng agent --conf conf/ --conf-file conf/example.conf --name a1 

-Dflume.root.logger=INFO,console 

# echo '[9:8:7:6:5:4] 321 flume test' | nc 127.0.0.1 44444 

2013-05-09 16:49:45,149 (SinkRunner-PollingRunner-DefaultSinkProcessor) 

[INFO - org.apache.flume.sink.LoggerSink.process(LoggerSink.java:70)] Event: 

图书订购连接:http://book.douban.com/subject/25844628/



� � �� � ���	
��
���

� 125 � 

{ headers:{} body: 5B 39 3A 38 3A 37 3A 36 3A 35 3A 34 5D 20 33 32 [9:8:7:6:5:4] 

32 } 

3.3.2  logstash 

£�ÈO� Flume-ngô�È� }e��È©h Java��$� 

Logstash "8 Loggyì� Splunk í�²KØ·¸¹ AWS f'(��º��Q¸��

¨Ðâã
^÷ ��Zö»¼�çB�$��½�G�" http://logstash.net/� 

Logstash8 JRubyóô,��%Y�� ÐçÈ°�
À; Jodad÷ ½,��	 

*NÈ©~; RPC 56Lk ElasticSearch �!Z �¾):»×»T*Ø MRI ����

%À;��� Rubyd DateTime·ýºÛ phD& �¿ªSÈËÀ; MRI� 1.8.7�

1.9.3Õ�
���� Logstash� 

üý"~; Ruby,�� )* LogstashÒÓhDwÀ �Ø«¬Á:k� 100©½

¡!Z�ä Flume-ng © Rsyslog �L²x� Logstash qr8 inputCfilter � output ¨©

�ZU>�Â¸¹3�#tí»T*�Á¨¸�!Zd5£@��Ã~�¥¦�UZ X

ÄAÅK�> Logstash<��Logstashd�!Z=c�}� 

�� input 	
��
amqpCdrupal_dblogCeventlogCexecCfileCgangliaCgelfCgemfireC

generatorCherokuCircClog4jClumberjackCpipeCredisCrelpCsqsCstdinCstompC

syslogCtcpCtwitterCudpCxmppCzenossCzeromq� 

�� filter 	
��
alterCanonymizeCchecksumCcsvCdateCdnsCenvironmentCgelfifyC

geoipCgrepCgrokCgrokdiscoveryCjsonCkvCmetricsCmultilineCmutateCnoopC

splitCsyslog_priCurldecodeCxmlCzeromq� 

�� output 	
��
amqpCboundaryCcirconusCcloudwatchCdatadogCelasticsearchC

elasticsearch_httpCelasticsearch_riverCemailCexecCfileCgangliaCgelfCgemfireCgraphiteC

graphtasticChttpCinternalCircCjuggernautClibratoClogglyClumberjackCmetriccatcherC

mongodbCnagiosCnagios_nscaCnullCopentsdbCpagerdutyCpipeCredisCriakCriemannC

snsCsqsCstatsdCstdoutCstompCsyslogCtcpCwebsocketCxmppCzabbixCzeromq 

3.3.2.1  ���� 

LogstashÒÓhDúÆÖt��­�oá� ÁÂ:ÈÙå�?ðsÖ­ý��á�
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®S"© bugñ�)*À; LogstashhD& � 

a�Qi2�À; 

+,���¦l stdinT� ðtestdatañ s LogstashÊÛ@��¦§� 

$ wget https://logstash.objects.dreamhost.com/release/logstash-1.1.9- 

monolithic.jar 

$ yum install java-1.7.0-openjdk 

$ java -jar logstash-1.1.9-monolithic.jar agent -e 'input { stdin { type => 

"stdin-type"}}output { stdout {}}' 

testdata 

2013-04-07T13:20:36.806Z stdin://localhost/: testdata 

b÷+,À� stdouto� debug_format => "json"ð3 T*m@¦§�}� 

{ 

"@source":"stdin://localhost/", 

"@tags":[], 

"@fields":{}, 

"@timestamp":"2013-04-07T13:22:07.460Z", 

"@source_host":"localhost", 

"@source_path":"/", 

"@message":"testdata", 

"@type":"stdin-type" 

} 

�¾+,À� agent�o�-vvð3 T*m@ô¹ Logstash����D�T*M� 

Ø Logstash�� "� event ��������Logstash5�ÇÀ;ð�ñ�©�� 9

"üýÁ0W34ò> json g© event»"Ø÷  json�È�" : filterT*Í¹�X

!>È© json 8È© eventX�Ê}ª� 

b�
�5�ÉyÀ; 

LogstashQÉy�À;X{ "è� Logstash|
\;
��âã@¯;���� 

!���H�÷ ���D�d 3-7)e� 

&.q½: input � output �!Z »T*·ý broker �� £� AMQPCRedisC

ZeroMQCStompCTCP ��Logstash C`áâÀ; RabbitMQ i"üý RubyGems µÜ

@Æ�ÙÚ�ï Ø¸?@À;½¬D>ýÊË)Ø�)*� 1.1.5 Õ�¶÷ ½Ðáâ

«¬Éý Redis�� 
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� 3-7�

shipper½¿�}� 

input { 

  file { 

    path => "/var/log/*.log" 

    type => "clusterlog" 

  } 

} 

output { 

  redis { 

   host => "192.168.0.2" 

   data_type => "list" 

   key => "logstash" 

  } 

} 

indexer½¿�}� 

input { 

  redis { 

    host => "192.168.0.2" 

    type => "clusterlog" 

    data_type => "list" 

    key => "logstash" 

    format => "json_event" 

  } 

} 

output { 

  elasticsearch { 

    host => "192.168.0.3" 
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  } 

} 

broker½¿�}� 

yum install redis-server 

storage½¿�}� 

Logstash���l:È©�Ì� ElasticSearch����Ø°?@X{} storage�


�d1Ý[¿�Ø?@ê¸�Ê�} Þ-.����
*� ES 
��Í�Ü± ES �

� C½¿��#8F t÷0W:¯°�ÖÑ�OX��� 

3.3.2.2  Grok� � 

@�OýØ Logstash �Î!²:ß�§Ï¯$��GÐ �Ø���S" Logstash

QÄ¸�ßÄÐÐGrok filter� 

Grok "È©34L²F�Þ�&-.è�i2Gò�{´ +,ST*WK���

�T�  ÊÛ>ýÞß�L²F�34�Logstash ��l:�Ñ© Grok ò� +,T

*ËkÀ;©ªtÒÉ�>���Ö Grokò�� 

£�}eÈº��� Apacheâã� 

10.2.21.130 - - [08/Apr/2013:11:13:40 +0800] "GET /mediawiki/load.php 

HTTP/1.1" 304 - "http://som.d.xiaonei.com/mediawiki/index.php" "Mozilla/5.0 

(Macintosh; Intel Mac OS X 10_8_3) AppleWebKit/536.28.10 (KHTML, like Gecko) 

Version/6.0.3 Safari/536.28.10" 

+,À;}e�� filterXÊÛ� 

filter { 

        grok { 

            pattern => "%{COMBINEDAPACHELOG}" 

            type => "apache" 

        } 

} 

ó@34L²�}� 

{ 

  "@source":"file://chenryn-Lenovo/home/chenryn/test.txt", 

  "@tags":[], 
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  "@fields":{ 

    "clientip":["10.2.21.130"], 

    "ident":["-"], 

    "auth":["-"], 

    "timestamp":["08/Apr/2013:11:13:40 +0800"], 

    "verb":["GET"], 

    "request":["/mediawiki/load.php"], 

    "httpversion":["1.1"], 

    "response":["304"], 

    "referrer":["\"http://som.d.xiaonei.com/mediawiki/index.php\""], 

    "agent":["\"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_8_3) AppleWebKit/ 

536.28.10 (KHTML, like Gecko) Version/6.0.3 Safari/536.28.10\""] 

  }, 

  "@timestamp":"2013-04-08T03:34:37.959Z", 

  "@source_host":"chenryn-Lenovo", 

"@source_path":"/home/chenryn/test.txt", 

  "@message":"10.2.21.130 - - [08/Apr/2013:11:13:40 +0800] \"GET 

/mediawiki/load.php HTTP/1.1\" 304 - \"http://som.d.xiaonei.com/mediawiki/ 

index.php\" \"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_8_3) AppleWebKit/536.28. 

10 (KHTML, like Gecko) Version/6.0.3 Safari/536.28.10\"", 

  "@type":"apache" 

} 

Øj÷�½¿��¤÷ 5 +,ST*j³À;�©34L²5��&·ýò�÷

 � £�ð%{clientip}ñ�� 

���¿ò�=cÔæhttps://github.com/logstash/logstash/tree/v1.1.9/patterns� 

��{´½ '�T*Ø��ò�'(��� £� Nginx�àáâã T*{´>

*}�r� 

NGINXURI %{URIPATH}(?:%{URIPARAM})* 

NGINXACCESS \[%{HTTPDATE}\] %{NUMBER:code:int} %{IP:client} %{HOSTNAME} 

%{WORD:method} %{NGINXURI:req} %{URIPROTO}/%{NUMBER:version} %{IP:upstream}(: 

%{POSINT:port})? %{NUMBER:upstime:float} %{NUMBER:reqtime:float} %{NUMBER:size: 

int} "(%{URIPROTO}://%{HOST:referer}%{NGINXURI:referer}|-)" %{QS:useragent} 

"(%{IP:x_forwarder_for}|-)" 

3.3.2.3  !" Kibana��#�$%&'()*+, 

�é5 +,&6@�	À; output@ÖÑ5 �Ø��	6.ôVä%>ÐÑ�Ó
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ÔÕcßÄ�Logstash��� WebUI£êi2 ÒÓ'�»ØÀ;ÏÈ© �qrÎÎ"

çÖ�;� Kibana�$ X�> Web interface UZ� 

�$½�æhttp://kibana.org/� 

Kibana"È©��� Rack�$ }�B× ÂÃ¿§@Æ ÈÉ KibanaConfig.rb 5

� ElasticSearch��� IPG� ST*��� �D�}� 

git clone git://github.com/rashidkpc/Kibana.git 

cd Kibana 

bundle install 

ruby kibana.rb 

Kibana0�"ÓÔ ES���5*ðlogstash-%y.%m.%dñ�z�Ô� À;ª&-.

àá http://localhost:5601 �T�àá´¾�d 3-8)e� 

 

� 3-8 

Ø2© field�T*�×Ø2 FG(mÒ=�£é
^ìTermsöCMNOPìTrendö

�Z
�YìStatsö��d 3-9)e� 

���Terms �������	
��
� Stats ������	
��� 

Ød 3-9)e1 fields5 responsetimeCupstreamtimeCsize�±3ª��ÜurlCdomain
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��±T� � 

 

� 3-9 

_`(m�\½,��YÊ� �d 3-10)e� 

 

� 3-10 

T*m§ Q� 15
­� ÈH�>� 1144559ö�\ ¤¥�\½,ý 0.348. 

Q¸�\½,ý 610. ÐÙ" 14.33 ç].�¥ªÚP]u���Ä²:�¸Û"� 

b÷(m£é
^Ê��$�£é
^²:´¹©Ô��� �¾î Logstash���

½¿ \Ò"ç��"
�Ô� pS"&Ä(ma��£é �d 3-11)e� 

#:OP
^�$�OP
^ "�)FG½,�ì��"Q� 15 
­ö�ç��

LJk,FG 2000© event���£ �d 3-12)e� 
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� 3-11 

 

� 3-12 

*�
^ »"ÓÔd�<=�L¾�Ø�e�P#:ÓÔÜ +,T*è�Á`�

°�ù=Ý� 

¥¦ Lucene��ª T*Ëk¦l Lucene DSL��¾�¥¦ è�2×Ø fields=

��d� pT*�>È��ù�£�d 3-13 ý%{2È�zC2ÈBÞ��6} �

Xà IP��YL¾� 

 

� 3-13 
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Ü± Logstash ÖÑØ ElasticSearch 5�34 �¾à.ó@£ Kibana ôvw�÷ 

­��NeL¾ �O�k÷�34ÖÑNe�O� 

3.3.2.4  !" graphite��#�-./
+, 

�"):�34»-.÷ >mn�L²F34!6.de�
^�YßÄ�:½

þ +,ôØÎ�"�51È©3ª�MN ©ª�1©Ü�ß�²M��½+,S²:

µ.r; ElasticSearch+Kibana %�dT*;�¤!Z�>� 

}e*È©�};éX]u Logstash"�	gX12�#�Þ�� 

CDN
��°KZ4���� ~; COSSKZ<��� squid:����ª,»e

à COSS � rebuild �½Ã~ "áÎ©°½�+,-.��
�1���� rebuild B

o !Øç©y��> rebuild÷èe�#tí� 

-ù!�mn tÒ¥â��#tí»T*è� while true ©ª crontab���Ð��

>�©��ò� Q¹Ø|
NeÐeTÄtÒmnÈ��i"�¾è� LogstashX�> 

g©½¿0hD�i° ±� 

input { 

    file { 

        path => "/var/squid/logs/cache.log" 

        type => "squid-error" 

    } 

} 

filter { 

    grok { 

        match => ["@message", "COSS: /%{WORD:disk}/stripe: Rebuilding 

\(%{NUMBER:pct}"] 

        type => "squid-error" 

        add_tag => ["rebuild-report"] 

    } 

} 

output { 

    graphite { 

        host => '10.2.21.100' 

        type => "squid-error" 

        metrics => ["Rebuild/%{@source_host}/%{disk}", "%{pct}"] 

        tags => ["rebuild-report"] 

    } 
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    email { 

        match => [ "rebuild", "%{pct},100" ] 

        to => "chenlin.rao@renren-inc.com" 

        tags => ["rebuild-report"] 

    } 

} 

3.3.2.5  01 Nginx��2345 Grok67 

k�+,ÈËØÄÇæLogstash ��D5 "* json &�X�ÊÈ© event ��i"

+,eà Linux DE�A"'±K���ìUNIX ã/¨¸�fkÈö )*Ø Logstash

� input5 Ãú.�ÈZYÊS"ØÊÛK�> JSON��� 

��Ê�} input� file!ZìpwR TCPCPipeCStdin�ö 0W¦lK��ÖØ

jsonA�@messages�ª�5�b÷Àè� filterCgrok�H-�@messages5;>@fields

�@tags�ÞßéqØk�«¬�§�� 

�È<="· »"£ê6� CPU �B��F Nginx àáâã�x3�å¸C��

åmn� event 2Û CPU��;¢¬D0ä@ 50%*��Ø;:4����� üý�

#-ù���¯¸��� �"Ï¯hY�)*+,\ÒàH-©W�©�ï� 

Logstash ÐK���*� #ÙÚÏ��2Ð��¦l �? json � json_event �

Ëk�" JSON 34�Logstash �;À�^K����F¶· Ëk�ÊYZ��rT*

¸¸©W CPU�À;� 

Í Nginx���âã��tÒ?È}Éå ò>}e�r�{´� 

logformat json '{"@timestamp":"$time_iso8601",' 

               '"@source":"$server_addr",' 

               '"@fields":{' 

               '"client":"$remote_addr",' 

               '"size":$body_bytes_sent,' 

               '"responsetime":$request_time,' 

               '"upstreamtime":$upstream_response_time,' 

               '"oh":"$upstream_addr",' 

               '"domain":"$host",' 

               '"url":"$uri",' 

               '"status":"$status"}}'; 

access_log /data/nginx/logs/access.json json; 
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b÷��`� Logstash½¿KZoÈ���[¿ �}� 

input { 

    file { 

        type => "nginx" 

        format => "json_event" 

    } 

}  

output { 

    amqp { 

        type => "nginx" 

        host => "10.10.10.10" 

        key  => "cdn" 

        name => "logstash" 

        exchange_type => "direct" 

    } 

} 

�r+,ST*��Çmn�µ�W´� Grok filter Ëk�>Wqr���34�

l ES �HÕæ�"·�� 
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