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o W% USG IIANIE J7 2k Password, i AN IEMAT 1045, A2 F g nr 178N
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e  WIH USG HAIE Ty 8 None, WIAE s b H# Eon i 2 #ERfF<USG>,

1.1.2 B2 &3 Telnet B F 241
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ERER
Wik 1-5 s, USG LAKMEZ 1 GigabitEthernet 0/0/0 (1) TP itk >4 10.10.10.10/24.
SV 192.168.1.0/24 W B H 3 Telnet 5% 2 USG.
BRI 440 userl, #45y passwordl, 24 level3.
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3. M%) Telnet & 5% USG.
BRIEGE

FIE1 LEE 1-5 @I EER:, FUFK g PC A1 USG BTk, HAR DB,
T2 HE R SE.

# ENRGME

<USG> system—view . . ‘. . .@ Ait% E{E

# LTS 2 uml.org.cn
SCHARRCA 01 (2010-10-27) R FET 1R e T A TR B 1-5

LT A © Rl T A o BT 18k SE RHEAT B2 )



Secospace USG2200/5120/5150
1 R G H R & 50 JITC A

[USG] interface GigabitEthernet 0/0/0
[USG-GigabitEthernet0/0/0] ip address 10.10.10.10 24
[USG-GigabitEthernet0/0/0] quit

# fic & LAK M2 1 GigabitEthernet 0/0/0 I trust 42 4= X35,
[USG] firewall zone trust

[USG-zone-trust] add interface GigabitEthernet 0/0/0
[USG-zone—-trust] quit

# e B ) A g R

[USG] firewall packet—filter default permit interzone local trust
# P& ACL 2000,

[USG] acl 2000

[USG-acl-basic—2000] rule permit source 192.168.1.0 0.0.0. 255
[USG-acl-basic—2000] quit

# BEA R AL

[USG] user-interface vty 0 4

#E AAA AIETT 5.

[USG-ui-vty0-4] authentication-mode aaa

#TCE VTYO 2] VTY4 ] P A A SRS Telnet Bl

[USG-ui-vty0-4] protocol inbound telnet
[USG-ui-vty0-4] quit

# L E H AUF 192.168.1.0/24 WER R %8 3% USG.

[USG-ui-vty0-4] acl 2000 inbound
[USG-ui-vty0-4] quit

# kN AAA PLE

[USG] aaa

# N IN—AH P userl, B6UEH 424 passwordl, HAA7EfiE 7 X % 30T (cipher)
[USG-aaa] local-user userl password cipher passwordl

BC B A H PRS2 Telnet.

[USG-aaa] local-user userl service—type telnet

P B A ARG 2 level 3.

[USG-aaa] local-user userl level 3

—-45 3R
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3. i USG BB FIAE TG, BInfge A K, BRI T
° ﬁn%‘%USG FIAIE T RO AAA, SN IEMH T 204G, £ EERamd

ITPRFF<USG>,
o IR USG HIWIIE ) 5k Password, AN IEMIRINA )G, 7840 ERnar 1T
INF<USG>.

o IR USG ALy 54 None, WI7EL S HA% W iy @ LR fF<USG>.

BB
USG it & JHIAS «

#
sysname USG
#
acl number 2000
rule 5 permit source 192.168.1.0 0.0.0. 255
#
firewall packet—filter default permit interzone local trust direction inbound
firewall packet—-filter default permit interzone local trust direction outbound
#
interface GigabitEthernet0/0/0
ip address 10.10.10. 10 255. 255. 255.0
#
firewall zone trust
set priority 85
add interface GigabitEthernet0/0/0
#
aaa
local—-user userl password cipher passwordl
local—-user userl service—type telnet
local-user userl level 3
#
user—interface vty 0 4
acl 2000 inbound
authentication—mode aaa
protocol inbound telnet
#
return
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1-7 Web E 3240 M

GE0/0/0
10.1.1.1/24 \@
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uUsG

10.1.1.2/24

1. FE Web H ).
2. FFJS Web & HIfE.

$E1 Jil'E USG LUK GigabitEthernet 0/0/0 [ IP udik, BiZdk AN 24Xk, JFidE

sl ) e g ) o

<USG> system—view

[USG] interface GigabitEthernet 0/0/0

[USG-GigabitEthernet0/0/0] ip address 10.1.1.1 24
[USG-GigabitEthernet0/0/0] quit

[USG] firewall zone trust

[USG-zone-trust] add interface GigabitEthernet 0/0/0

[USG] firewall packet—filter default permit interzone local trust

i & Web H ).

[USG] aaa

[USG-aaa] local-user webuser password simple web12345
[USG-aaa] local—user webuser service-type web
[USG-aaa] local-user webuser level 3

JT 2 Web & BRI fE .

[USG] web—manager enable

-

1. 1E PC i) Web 3 50 284N http://10.1.1.1, HI PRSP G S DT o 6 S5 L 1 2 )
1'8 F)?i—\‘o

1-8 Web EIRE FE T H

mPE | | =B | | Lo

2. AN 44 webuser FI% 60 web12345, i “38A07 =
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#
sysname USG
#
web-manager enable // FFEVebEHIThRE
#
firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#
interface GigabitEthernet0/0/0
ip address 10.1.1.1 255.255.255.0
#
firewall zone trust
set priority 85
add interface GigabitEthernet0/0/0
#
aaa
local-user webuser password simple web12345
local-user webuser service—type web
local-user webuser level 3
#
return

1.1.4 BL & SSH 2K im PR 55 B A058iE 757 3 54451

SSH #& Secure Shell (‘Z44h7%) [IfEIFK. SSH & — AUl L, B8 K1%
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1-9 SSH Z 33 E A R H M [E
SSH Client SSH Server
Untrust RS
—
GEO0/0/0 Eeflitiye
192.168.1.1
e 92.168 USG
192.168.1.2
(T8
1. FCE USG UKL L H) 1P sk, Kede I n N 224X 8k,  FFic E s n) kg, v
SSH Client i 1] SSH Server.
2. AR . ) ) p
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RESR

$®1 % USG LUK EE L GigabitEthernet 0/0/0 [1) IP #iik, 43 AN Untrust 5, JFACE
Untrust 5 Local f[R] i€, 14 SSH Client i il SSH Server.

<USG> system—view

[USG] interface GigabitEthernet 0/0/0
[USG-GigabitEthernet 0/0/0] ip address 192.168.1.1 24
[USG-GigabitEthernet 0/0/0] quit

[USG] firewall zone untrust

[USG-zone-untrust] add interface GigabitEthernet 0/0/0
[USG-zone-untrust] quit

[USG] acl 3001

[USG-acl-adv-3001] rule permit ip source 192.168.1.2 0
[USG-acl-adv-3001] quit

[USG] firewall interzone local untrust
[USG-local-untrust] packet-filter 3001 inbound
[USG-local-untrust] quit

S 2 E A X
(1 368
4o R AT O T AR AR AL B AART 0GB E, ST AR AT IR 4R AE

<USG> system—view

[USG] rsa local-key—pair create

The key name will be: USG Host

Confirm to replace them? [yes/no]:y

The range of public key size is (512 ~ 2048).

NOTES: If the key modulus is greater than 512
It will take a few minutes.

Input the bits in the modulus[default = 512]:

Generating keys..

........................ LI

LR

B3 G SSH .
(11 +mm
4o R SSH A P #9iAiEH XA password, sbsR B E R 4 #9 local-user F F .

#WCE VTY H ) .

[USG] user—interface vty 0 4
[USG-ui-vty0-4] authentication—mode aaa
[USG-ui-vty0-4] protocol inbound ssh
[USG-ui-vty0-4] quit

# Fret I ' 444 sshuser [ SSH H 7, HAMIE 7 A password.

[USG] ssh user sshuser authentication—type password

# 3 SSH )™ sshuser it & #%1°4 password1 .

[USG] aaa
[USG-aaa] local-user sshuser password simple passwordl
[USG-aaa] local-user sshuser service-type ssh

(1] 35268
SSH #93aEAZ B B 18] . XK A BIRS- 35 40 AT AT 9] T AR IR R e BRAMA. X SL B B 7R VA

J&, MR ALEC 5 USG 480948k £, 1247 L3 SSHI1.5
%% 2 passwordl, 5 ¥) USG 7. . ' '. . 8 wigR - E{E
© uml arg.cn

$B®4 il ® SSH Client.
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#WiC'E Client LA IP Huhik 5 USG #21 GigabitEthernet 0/0/0 [ IP Hulil7E [A]— M B, X HL

BE AN 192.168.1.2.

# 3575 SSH Server 3%,

(1] sem

CF3d LA PuTTYO0.60 M. )

B PwHMARR, BAREE SR ARG T S T EA TRE.

1. 4TJF Putty.exe F2/7, HILWIE 1-10 &) bnll & L. /& “Host Name Cor IP
address) 7 SCAHERH N SSH k45451 1P Huhil.

1-10 SSH % Fimbc & 7 H

.'_-S-’*jv. PuTTY Configoration

Cateqany:

=~ Session
Logging
=~ Terminal

- Keyboard
- Bell

- Features
= Window

- Appearance
- Behaviour
- Tranzlation
- Selection
- Colours

[=- Connection

- Data

.

- Telnet

- Rlogin

- 55H

- Senal

Ahout |

| B azic options for pour PuT T session

— Specify the destination pou want to connect to
Host Mame [or IP address] Fart
[192.166.1.1 |2z

Connection type:

" Raw  Telnet © Rlogin  55H ( Seral
— Load, save or delete a stored sezsion

Saved Sessiohs

Default Settings Load

Save

idg

Delete

Cloze window on exit:

© Alwaye O Mever % Only on clean exit

Open I

Cancel

2. il SSH % /7 e B AR/ H kb “Category” D HH IR MR
( “Connection” ) ] “SSH” , HILME 1-11 Ftifi. 7& “Protocol options” X
i, EF “Preferred SSH protocol version” Z4LME N 2.

P@@O0_ wre -¥@
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i e =

1-11SSH Z FixEc B R E (2)

ﬁPuTTI Configoration EI
Cateqgary:
[=- Temminal ;I | Options contraling SSH connections |
geﬁbﬂard — Data to gend to the server
. Features Bemate command:
[=]- Window Il
- Appearance .
. Behaviour — Protocol ophions
- Translation ™ Don't start a shell or command at all
- Selection [T Enable compression
- Colours Freferred S5H protocol wersion:
= Connection Clony 1 v 2 2 only
- Data _ _
.. Prasy — Encroption optiohs
o Telnet Enciyption cipher selection policy:
— Rlogin AES [55H-2 only]
Blowfizh
- Bl 3DES —
Kex - warn below here - D
At ducfour [S5H-2 only] =0 |
LLTTY DES
#11 || [ Enable legacy use of single-DES in SSH-2
i Tunnelz
..... Bugs ;I

About | Open I LCancel |

3. fEE 111 H, il “Open” o WU E # WAHL R AT /7 44 sshuser, %
fi5h Passwordl. WA 1-12 iR, TAUECENJE,  RIAT 6 sk 30 Ik 45 48 it o

& 1-12 SSH & FPimiMERINE R R E

’“* 90009, xuz -um
h)\\*)\ﬁ@ uml.org.cn
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1.1.5 Bt & SSH & imAR 5% RSA IGiE /7R, 55451

2 F P AN AN RERAIE 22 45 1 I 23 R 8 S B USG I, kg B K PR b (R E i 15 8
Tz 4t R RSA ETr 20, A H SSH RSz H 1.

BN TR
W 1-13 fis, PC & (SSH Client) IZ4T3#F SSHL.S %/ wikft, 5 USG
(SSH Server) @i AHIER:.
# 1-13 it & SSH A& isREZANE
SSH Client SSH Server
Untrust §%
—
GE0/0/0 L=l
128.18.196.208
PC USG
128.18.196.7
[T s is
1. M USG LKL W IP Muhil, Bide o in N 224X 8, Jffc &k m) m kg, v
SSH Client /7 in] SSH Server.
2. ERAS H B
3. QAP JFES SRR A RSA
4. B RSA AdtesdH,
5. Md'E SSH Client.
RIES B

$I®1 il E USG LLAM B [ GigabitEthernet 0/0/0 [¥) IP uhil:, Kf#2 100N Untrust 3, JfiC &
Untrust 55 Local 38y, 4 SSH Client V7 1] SSH Server.

<USG> system—view

[USG] interface GigabitEthernet 0/0/0
[USG-GigabitEthernet 0/0/0] ip address 128.18.196.208 24
[USG-GigabitEthernet 0/0/0] quit

[USG] firewall zone untrust

[USG-zone—untrust] add interface GigabitEthernet 0/0/0
[USG-zone—untrust] quit

[USG] acl 3001

[USG-acl-adv-3001] rule permit ip source 128.18.196.7 0
[USG-acl-adv-3001] quit

[USG] firewall interzone local untrust
[USG-local-untrust] packet—-filter 3001 inbound
[USG-local-untrust] quit

S22 A NAH T .
(1] 35268

PRI A SSH B Tty B ZHRMER: BB IT/™ AR RSA FHAS. WHAMITHE SSHREZ
B, 406 %A% rsa local-ke

y-pair create At &, A M A E AT
B R AT Q009 _ wie -wE

<USG> system—view : Uml .0 rg .Ch
[USG] rsa local-key-pair create 7
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The key name will be: USG Host

Confirm to replace them? [yes/no]:y

The range of public key size is (512 ~ 2048).

NOTES: If the key modulus is greater than 512
It will take a few minutes.

Input the bits in the modulus[default = 512]:

Generating keys..
bt

i & 7 sshuser, 15 B HOE SR IGAE 77 200 RSA.
# WCE P S AR AAA, FF HANSZ FF SSH #his.

[USG] user—interface vty 0 4
[USG-ui-vty0-4] authentication—mode aaa
[USG-ui-vty0-4] protocol inbound ssh
[USG-ui-vty0-4] quit

# 613 AAA ) sshuser, ¥ B 200k Password2. Es i SSH. Pk 3.

[USG] aaa

[USG-aaa] local-user sshuser password simple Password2
[USG-aaa] local-user sshuser service—type ssh
[USG-aaa] local-user sshuser level 3

[USG-aaa] quit

# 52 H /7 sshuser B8 56 UE 77 4 RSA.

[USG] ssh user sshuser authentication—type rsa

i & RSA A JLa4,

# 0 E A ISR T B SSH % At ] SSH % /s 4t: (CF S0 A PuTTYGen.exe A
BIBEAT UL 2B RSA #8015, WS WL F P, 4.1- 58K 4.4,

(1) sgmm

BB RE, BARELE FHRARE TS TEHFRR.

1. 7£ SSH % /i PC _Fiz4T PuTTYGen.exe, JEFEA BRI AN . i
“Generate” , FEASHNT. SHECE WE 1-14 FiR.
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B 1-14 £ E Pim = AT

FuITY Eey Generator

2. AEPAEEI R RS R B bR, SRS B AR B P R b iC R
FAMOMTT o MRS RS, BPDPR s 7, e 1-15 B

, ' keRR -EiE
: A urmlorg.cn

SRR AR 01 (2010-10-27) U Ik =R il =Y G 15
FRAUITA © Rl Ak F8 1 1k rd R R 2 )




Secospace USG2200/5120/5150
1 ARG IR S = A JIPC A

SN

B 1-15 £ EPimZHART (2)

FulTY Eey Generator

Public and private key generation for PuT T

—key
Fleaze generate zome randomness by moving the mouze over the blank area.

-]

—Achions
Generate a public/private key pair | [EEerErate I
Load an exizting private key file L |
Save the generated key e e puElic ey | Have Evate ke |
— Parameters

Type of key to generate:
& S CHT RS € SSH2ZRSA O GeHT e

Humber of bitz in a generated key: |1 024

3. XA, 7E “Key passphrase” izl—(ﬂ:qjiﬁﬁ\yﬁ% JEE “Confirm
passphrase” SCASHE R PR IS AN Z %0, VEN SSH %Ki F P& sk USG 1%,
i “Save publickey” , HIALFE NI A4 pubhc, Wy “fRAE” . i “Save
private key” , ’iﬁﬁ)\ﬁﬁ%‘ﬂ@ﬂﬁ@iﬁ% private, fLifRAE. WIE 1-16 Jirs.

'i.i'@ YR - B8

uml.org.cn

1-16 R FET 1R e T A TR B CRYRRAS 01 (2010-10-27)
WA © G T4 R 8T 18k s BHE A B A ]



Secospace USG2200/5120/5150
PR R A 1 ARG IR S = A

B 1-16 £ R E iR ZAX (3)

FulTY Eey Generator

Public and private key generation for PuT T

—key

Public: key far pasting into authorized_keys file:

12399821 762994208227 7ER7E00211 22871 41375884 2973965792934837 21897661 3
3075545446238 4245557 4969591 33420671501 579767 7551 42367 00763581 003363
121EEE7RE0804 752331 6842682959841 9290239869059307 412891 47952420451 021 LI

1024 37 -
14674834851 22152717171 41321 473721 337047 454 363500837 3328 2629656584 385 j

F-ey fingerprint: |1 024 de:7d:4d:14:72:00:5d:00:d1:e0:07: Fo:d2:28: 43:5b
K.ey camment: Irsa-ke_l,l-EEIEIEIEIEIEE
k.ey paszphrase: I“““““““

Confirm pazzphraze: I“““““““

—Achions
Generate a public/private key pair Generate |
Load an exizting private key file Load |
Save the generated key Save public ke Save private key |
— Parameters

Type of key to generate:
" SEH1 [RS4) " 55H2 RSA  55H2 DSA

Humber of bitz in a generated key: |1 024

4. LR ‘ljaﬁiﬁ’]ﬁ SSH #& U 38X, TRkl RSA 4. i ] ssh key convert.exe I
B, ¥ ORAEH public LR, By “H4” , fF SSH R UR 3 E 0 4t i RSA
*f)% wmE 1-17 s .

'i.i' YR - B8
O uml.org.cn

SCRSRRAS 01 (2010-10-27) TRV e T AR (R R 1-17
WOBUFTA © RRARTIT A B8 1k v BB A B2 7



1 REE T

SR

Secospace USG2200/5120/5150
e 3y JLIPC A

B 1-17 $ 3 5 RSA %A

&szh key conwvert

SEHZ-FHIC M B3 () |

_ R )
III Shpublic

— i fERRS A EH

30513602 316000FA 01796464 FC499055 ASZ9BAEE 3E446115
JZCE4D60 CTEER3IES TASZ3060 D40FOCES C12A1TST 4EEDITSH
FIOBBEAT 152ATF13 DC9204EE 525350E9 34736797 OBTTAIF4
AATOOFE4 ETCCATIDG 02164F52 1S6EB4TT FSEBEALD 95AATISAG
JES34A50 FZE4F4AE ZTITBFEZ TETS0192 9SBBIEOA E4EDNS45A
BEZCOAEF 9CDAF349 S2F3EASD 4ATIOZ01 25

&7 &) |

[]

O = TR A

1024 37 146T433485122152T1TIT1413214T3T21353T04 745436350083 T3323263965658 -
4355129995321 TRZ99420522TTASTR00Z1 122571 4137585429 T5963T929.3483T21 3976619
J0T5545446829521 424555 T4969591.394206T 15015 TATETTES 14236 TO0TESIT]1 0033631216
BETSI0304T523316642552958541959023935905990T 412591 4T3524580451031 2T 165500
DE6TTI120TTIRI051 IF42TEGA543T rea-ley— 20090925

# 75 USG g4k fl, HEANAISHGENIE, BAE% ) b L7 RSA AL
N#USG I,

[USG] rsa peer—public—key public

Enter “RSA public key” view, return system view with “peer—public—key end”
[USG-rsa—public—key] public—key-code begin

Enter “RSA key code” view, return last view with “public—key-code end”.
[USG-rsa—key-code] 30818602 8180DOFA 01796464 FC499055 A929BAEE 3E446115
[USG-rsa—key-code]32CB4D60 C7BE63E9 7A529060 D40FOCES C12A1757 4BED9756
[USG-rsa—key—-code]FDI66BAT 152A7F13 DC9204BE 525850E9 34786797 0B77A1F4
[USG-rsa—key—code]9ATDDFE4 27CCADD6 02164F52 186EB477 F5BBEA10 95AAD5A9
[USG-rsa—key-code]9E834A50 F2E4F4AE 27176FB2 76750192 95BBOEOA B4ED548A
[USG-rsa—key-code]662C5ABF 9CDAF349 82F82A3D 4A7D0201 25
[USG-rsa—key—code] public—key—code end

[USG-rsa—public—key] peer-public-key end

# JyH J* sshuser 73 it 2~ %41 public.

[USG] ssh user sshuser assign rsa-key public

fii & SSH Client.

#ICHE Client EHL IP Hihl 5 USG #2111 GigabitEthernet 0/0/
BE A 128.18.196.7,

.i.@ KR - 1B

uml.org.cn
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J I S A 1 ARG H IR S = A

# 77 5 SSH Server [FJi%E#:,  CF3CHLL PuTTYO0.60 4. )
[ARETY?
BPRHATR, LR E S RARE TS TiA P RE.

1. FTJF Putty.exe #2)7, HILUIE 1-18 Frnss ) imlic & A . 76 “Host Name Cor IP
address) 7 UAHEH T N SSH 45 #511) TP Hudil:.

B 1-18 SSH & Rin L ER |

= - oy -
BE PuTTY Configuration

Cateqgary:
= S_essiu:un | Bazic optionz for pour PuT T session |
) Specify the destination you want ta connect to
= Terminal
Hoszt Mame [or [P addresz) Pot
- Keyboard
Bl |126.18.196.205 =
- Features Connection type:
=1 Window i~ Baw  Telnet © Flogin ™ S5H 1 Serial
- Appearance N i
.. Behaviaur Load, save or delete a stored session
- Tranzlation Saved Sessions
- Selection
E':'l':'f'"s Drefault Settings Laad |
= Connection =
- Drata Save |
- Prosy
- Telnet Delete |
- Rlagin
[+ 55H
- Sefial Cloze window an exit:
O Alwap: 0 Newver @ Orly on clean exit
About | Open I Cancel |

2. EFF SSH %57 e B St Aol H s ( “Category” D IRIEREBMY
( “Connection” ) ") “SSH” , LMK 1-19 Fi. £ “Protocol options” X1,
Hh, JEFE “Preferred SSH protocol version” ZELFE A 2.

P@@O0_ wre -¥@
O uml.org.cn
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1 ARG IR S = A J I A

B 1-19SSH ZRisEcE R M (2)

ﬁPuTTI Configoration EI
Cateqgary:
[=- Temminal ;I | Options contraling SSH connections |
geﬁbﬂard — Data to gend to the server
- Features Bemate command:
- Window [
- Appearance .
. Behaviour — Protocol ophions
- Translation ™ Don't start a shell or command at all
- Selection [T Enable compression
- Colours Freferred S5H protocol wersion:
= Connection Clony 1 v 2 2 only
- Data _ _
.. Prasy — Encroption optiohs
o Telnet Enciyption cipher selection policy:
— Rlogin AES [55H-2 only]
Blowfizh
=- 5;5H DES Up
K - warn below here - D
Auth Archour [S5H-2 arly) =own
TTY DES
=11 | [~ Enable legacy use of zsingle-DES in S5H-2
Tunrels
i Bugs ;I

About | Open I LCancel |

3. AREREFE “SSH” FIM “Auth” , HILWIE 1-20 Fros s, i “Browse” , SA
LEA PR FAH SC A private.

.-.l'@ R - B

uml.org.cn

1-20 MR Ve B AR B SCRYARA 01 (2010-10-27)
WAUITA © BB A 0 81 1k e B AT B 2+



Secospace USG2200/5120/5150
PR S B 1 R G B & 50

B 1-20SSH Z FisBcE R M (3)

& PulTY Configzuration

Cateqaory:
—|- Terminal ﬂ Optiong contraling S5H authentication
¥.evboard
Bell [ Bypass authentication entirely [SSH-2 anly]
Wi Eeatures Authentication methodz
m.-’-‘-.?pvearan-:e [+ Attempt authentication using Pageant
B ehaviaur [ Attempt TIS or CroptaCard auth [S5H-1)
Tranzlation [v Attempt ''keyboard-interactive' auth [S5H-2]
EE:EE:EH Authentication parameters
2. Conmechion [ Allowe agent forsarding
Data [ Allow attempted changes of username in 55H-2
Prosy Private key file far authentication:
Telnet |D:"~|:urivate | Browse,
Rlogin
—- 55H
F.ew
Atk
TTY
=11
Tunrels
Bugs ﬂ

About Dpen | Cancel |

4. W5 “Open” o W EEIEF N ESHERH PN P 4R CREIHR P2 h
sshuser, #0048 4.3 W) o WA 1-21 Prox, ANERIDE, BRI &3]
% 55 25 i o

& 1-21 SSH & PimiMERINE R R E

Without the
no decompiling or
* Notice:
* Thi= i= a
Tnauthor =g . it ion. *

&%

Note: The max number of VTY users is ! ﬁQOOQO :ktEE j %{E

| O
of VTY users on line i= 1. f’l‘\ FaY /lx _./J‘\ AN uml'Drg'Cﬂ

FEEEE

CRYFR A 01 (2010-10-27) HN TRV e B R Z AR B 1-21
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| RS I 40 R R A
-

1.2 B EXHEE

USG ARG BT Re e BIAF il e 2, JESCIFRAFAEAE AR B . USG H BTS2 R
[RIA7 fiki BE 45 4 Flash.

1.2.1 g &SP D124
MAFRGEAT LI USG A fifi st & 1 HsidE AT a0 . MHBR . B o, XScrrstfr#s 0. #
2y MIER, BLRSCHE P

1.2.2 fiL & FTP 2545

FTP #pYAE TCP/IP S0 & T N 2 008, 3B F o et 5 a R R L el 1) Se A
liZe

1.2.3 fil & TFTP 2545

TFTP & —Fhfa] s SCA AR, &G T8 LRSS w2 (0 A8 TN 24 IR R85

1.2.1 B & T2 D1 =445

MAFRGEAT LIS USG il st & 1 H s AT A . IHBR . B W SCrrstfr#s . #%
gy MilkR, BLRSCHEA B .

WA 1-22 iz, F i@ Console & 5% USG, TS E Hxk flash:/test, # U1 USG
RIS E2fR e HX R .

1-2 BEE X HRFEW

; RS-232 [ Console [ > -
RS-23214% i
UsSG
BB B
1. AgEdEE Hx.
2. U R4EE H .
BRIETCE
P11 e H%.
<USG> mkdir flash:/test
%Create directory flash:/test...... Done.
B2 W ET H R TR SUHE R Al
B Q0@ *rg -&E
Directory of flash:/ , @ LHTI| .0 rg .Ch
1-22 N ZET T A R A B SCREARAS 01 (2010-10-27)
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R R A | RS I i 4
0 -rw— 20143323 Jul 01 2009 00:11:15  sup.bin
1 -rw- 16 Jul 10 2009 22:08:46 private—data. txt
2 -rw— 3697 Jul 10 2009 22:08:55  ssl vpn cfg.zip
3 -rwe 7760 Jul 10 2009 22:09:14  cfgl23. cfg
4 -rw- 4462  Jul 07 2009 21:23:17  0onl1029252 20vfw200vpn. dat
5 drw- - Jul 15 2009 12:37:20  test
57277 KB total (37581 KB free)
SB35 U SO private-data.txt M flash:/F] flash:/test/.
<USG> copy flash:/private—data.txt flash:/test/private-data. txt
Copy flash:/private—data. txt to flash:/test/private-data. txt?[Y/N]:y
100% complete
%Copied file flash:/private—data. txt to flash:/test/private-data. txt...Done
s,
“
S RIIE

WRET H S P RSHE R, TR RS ey R s e Hx T .
<USG> cd flash:/test

<USG> dir

Directory of flash:/test/

0 -rw- 16 Jul 15 2009 12:38:02 private—data. txt

57277 KB total (37580 KB free)

1.2.2 Bt & FTP 545

FTP Pp3AE TCP/IP Bt b & 1B R Wb, 2 ) P S B e L T i S A
ko

HR TR
& 1-23 Fion, YE4 FTP %7 i () USGA FIE A FTP AR5 251 USGB % Hi Al ik .
7£ USGB ¥ % & FTP " %0 user, #0474 passwordl .
USGA M USGB "' F 2k sup.bin X1, AT flash: H3 R
1-23 it & FTP AR 224HM
GE0/0/0 GE0/0/0
10.1.10.1/24 10.1.20.1/24
3 IP Network }@:
USGA USGB
FTP client FTP server
[T 85
1. JlE FTP &S%s.
5 B 9 .
2. [E FTP %/ . 99 jﬁﬁ %1@
3. M FTP %5 58] FTP %58 KB it e
SCRSRRAS 01 (2010-10-27) TRV e T AR (R R 1-23
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| RGP K ST RE P 51
EEEW

BRIESTER

TR1

FE?2

HEAT R R B R R IF USGA A1 USGB % rlik .

il & FTP R85,

# it & USGB LUK 11 GigabitEthernet 0/0/0 ) TP ik, #4210 Untrust 1, JFHEC
B Untrust 5 Local 380t y&, ¥ FTP client 5] FTP server.

<USGB> system-view

[USGB] interface GigabitEthernet 0/0/0
[USGB-GigabitEthernet 0/0/0] ip address 10.1.20.1 24
[USGB-GigabitEthernet 0/0/0] quit

[USGB] firewall zone untrust

[USGB-zone-untrust] add interface GigabitEthernet 0/0/0
[USGB-zone—untrust] quit

[USGB] acl 3001

[USGB-acl-adv-3001] rule permit ip source 10.1.10.1 0
[USGB-acl-adv-3001] quit

[USGB] firewall interzone local untrust
[USGB-1local-untrust] packet—filter 3001 inbound
[USGB-local-untrust] quit

#7F USGB JF)3 FTP, [t & &R NITE G 30 4.

[USGB] ftp server enable
[USGB] ftp timeout 30

#BCE FTP H P B UE E B, BT SR A H %,

[USGB] aaa

[USGB-aaa] local-user user password simple passwordl
[USGB-aaa] local-user user service—type ftp
[USGB-aaa] local-user user ftp—directory flash:
[USGB-aaa] quit

Bl FTP 2% ) i o

# i & USGA LUK K210 GigabitEthernet 0/0/0 f) IP Huhik, B2 0N Trust 5, JFAcE
Trust 5 Local i) £, i &

<USGA> system-view

[USGA] interface GigabitEthernet 0/0/0

[USGA-GigabitEthernet 0/0/0] ip address 10.1.10.1 24
[USGA-GigabitEthernet 0/0/0] quit

[USGA] firewall zone trust

[USGA-zone—trust] add interface GigabitEthernet 0/0/0
[USGA-zone-trust] quit

[USGA] firewall packet-filter default permit interzone local trust

#1540 USG 477 TAF %154 flash:.

<USGA> cd flash:
<USGA> pwd
flash:

# M USGA %8 FTP k%5%% USGB.

<USGA> ftp 10.1.20.1
Trying 10.1.20.1 ...
Press CTRL+K to abort
Connected to 10.1.20. 1.
220 FTP Server ready.

'i.i'@ JHER - BB

User (10. 1. 20. 1: (none) ) :user LHTI| ] rg Ch
331 Password required for user
1-24 N ZET T A R A B SCREARAS 01 (2010-10-27)
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P CE S A

1 R G00 B M R R B 1

£ RIIE

Password:
230 User logged in

# BECE U S AL —HE IR
[ftp] binary

# )\ USGB F F &t

[ftp] get sup.bin

200 Port command successful.

150 Opening data connection for file.cc.

226 File sent ok

FTP: 20133443 byte(s) received in 69. 012 second(s) 291.74Kbyte(s)/sec.

—HETR

7E USGA LT dir i & & F: M HARSCE A7 /E T USGA € Hx 1o

<USGA> dir
Directory of flash:/

0 -rw- 16 Apr 02 2000 06:44:46 private—data. txt
1 “TW— 1736  Apr 02 2000 06:44:57 ssl _vpn_cfg. zip
2 drw- - Apr 02 2000 01:16:53  test

3 —rw- 1638 Apr 02 2000 06:45:18  vrpcfg. zip

4 —rw— 27270484 Apr 02 2000 00:07:30  supl.bin

5 —rw— 20133443 Apr 02 2000 00:10:52  sup.bin

1.2.3 fit & TFTP %4451

RS

BB B

RMESR

$EE1 i USG LUK B GigabitEthernet 0/0/0 [f] IP $thhil, =

TFTP j&—FfRf SR S, 3E M 120 P UM 55 4% 2 (A AN 2R (3R 55

i 1-24 iz, TFTP RS54 USG LUK $EZ T GigabitEthernet 0/0/0 AHi%. TFTP Jiik
225ty TP Hiuht 4y 10.111.16.160/24, $%21 GigabitEthernet 0/0/0 [1) IP ity
10.111.16.150/24. it PC (PR A6 5% ] USG, M TFTP f4s#s NS supl.bin,
AT flash: H3E F o

1-24 Ec & TFTP A

TFTP Client TFTP Server
GEO0/0/0
\@ 10.111.16.150 -
LS —
o~

10.111.16.160
USG

1. 1F TFTP MR&#siiia T TFTP KA1, I3 B IR SCAFAE RS 25 AL E
2. {FEUSG LA TFTP wy4 F#ECHE.

P@@O0_ wre -¥@

uml.org.ch
) e S 2
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1 R G00 BE  R C  E 1

A CE S A

<USG> system—view

[USG] interface GigabitEthernet 0/0/0

[USG-GigabitEthernet0/0/0] ip address 10.111.16.150 24
[USG-GigabitEthernet0/0/0] quit

[USG] firewall zone trust

[USG-zone-trust] add interface GigabitEthernet 0/0/0

[USG] firewall packet—filter default permit interzone local trust

JA ) TFTP ik454%, WE TFTP JR45#511 “Current Directory” i 3CfF supl.bin Fr7ER) H

3% “Server interfaces” & TFTP JR45-#% 1) TP #hbik. %0 &E WK 1-25.

1-25 18 E TFTP BREEHMB R

“s Tftpd32 by Ph. Jounin

Current Direchany |D:"atest

Browze
_ ShowDir |

Server interfaces |[ENTRERIET= Shiows Dir

Titp Server l Titp Client ] Syzlog server

Current Action |Listening on port B9

About | Settingz | Help |

B3 W AN LT R B USG, I LU T i N EOC

<USG> tftp 10.111.16.160 get supl.bin flash:/supl.bin
Transfer file in binary mode.
Now begin to download file from remote tftp server, please wait for a while...

\
TETP: 20133443 bytes received in 42734 second
File downloaded successfully
R
“
A g
PAT dir 2 EH: NN BRI R EAAAET USG 4RE HR T
<USG> dir
Directory of flash:/
0 -rw- 16 Apr 02 2000 06:44:46 private—data. txt
1 —rw- 1736  Apr 02 2000 06:44:57  ssl_vpn_cfg. zip
2 drw- - Apr 02 2000 01:16:53  test
3 —rw- 1638 Apr 02 2000 06:45:18  vrpcfg. zip
4 -rw— 27270484 Apr 02 2000 00:07:30  sup.bin
5 —rw— 20133443 Apr 02 2000 00:10:52  supl.bin
l-.--@ JHER - BB
1-26 T B TR 70 L A AR (5 SCREARAS 01 (2010-10-27)
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J I S A 1 ARG FIR T S =

1.3 EBEEFERF O

fH B H0aE USG BN P AT B K — 8B 5y, E4E2 USG [Mfi BRI A7 7. 15 8
OO K2 RN B, JFXHME ST AN S 23 SR

1.3.1 fie & [n) H & R 45 it syslog H & 2541

76 USG 1, BuhiBhive. sl A bbb gr e =4 H GG BN, R
syslog 77 20 LASCAHE b AT o

1.3.2 B ) H & U R H 2841

XMFEERERANMHE, 1 NAT/ASPF Hid, USG $&fit 7—Fh « —dtH]” it =,
TR H S EE R R HEENL L, EHRE RO S S,

1.3.3 P il 5 o R M 25491

FTHF A EA IR K] Debugging FF 65, A2 2E Debug 15 H.. 85T i
PAE BT DURERY 25 s ATk #E, AR ) I il . USG k(5 B T Ll it 0 5
console {i5 Fl & i ) BIA A H 5

1.3.1 BcE m H &R F =5 syslog HE 24

£ USG ™, Bubifiie. Wim b, M bt ge e A H G SR, PR
syslog J5 sULASCAAS AT i

AW Tk
WA 1-26 iz, USG [ Hi&EFHL (UNIX AR Ki%H PPP BLEURT IP itk p=A4z, @
F2E2 k) notifications [ H EE R .
1-26 B & 17 H A BR S a2t syslog B &54H W [
% -
—
4l GEO0/0/0
192.168.1.1
USG
Log server
192.168.1.2
B B
1. JFRERTO.
2. Mo HE&EENSER
3. fREH &GN P bk, @ e L R -
4. WA OR S VF A R OB = © uml.org.cn
SCREARAS 01 (2010-10-27) BV e AR A R 1-27
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Secospace USG2200/5120/5150

=

PAYCE S A

RESR

S %A 1-26 S USG AL TP Muhik, O I e 4 X, S Pic it e ) 4 il e

£ RIE

o BRI

®2

e B A B TR .

BC Bt PPP BLHRAN TP A=z ™ EE 554N notification ¥ syslog H & &IZ 2 H & 3

HlL (UNIX TAE®RD .
# A Bt

<USG> system—view
[USG] info-center enable

# BCE H & FHL2RTY S UNIX,

[USG] info-center loghost type unix

# 0 E HAE TN TP Mkt 192.168.1.2, H&ETHLE S T HAE ] locald,
EVES®

[USG] info-center loghost 192.168.1.2 facility local4 language english

# Wt E P E 220 N notification],  FU VRSN H 5 BB 4 PPP AT 1P,

[USG] info-center source ppp channel loghost log level notifications
[USG] info-center source ip channel loghost log level notifications

BT

1E USG L#4T display info-center iy %, #rF CARCE 1 HEFHL.

<USG> display info—center
Information Center:enabled
Log host:
192.168. 1.2, channel number 2, channel name loghost,
language english , host facility local4

Console:

channel number : 0, channel name : console
Monitor:

channel number : 1, channel name : monitor
SNMP Agent:

channel number : 5, channel name : snmpagent
Log buffer:

enabled, max buffer size 1024, current buffer size 512
current messages 256, channel number : 4, channel name : logbuffer
dropped messages 0, overwritten messages 156
Trap buffer:
enabled, max buffer size 1024, current buffer size 256
current messages 12, channel number:3, channel name:trapbuffer
dropped messages 0, overwritten messages 0
logfile:
channel number : 9, channel name : channel9, language : english
Information timestamp setting:

log - date
trap - date
debug - boot

Sent messages = 431, Received messages = 430

#
sysname USG
#

H S il v

.i.i'@ JHER - BB

uml.org.cn

1-28

MR Ve B AR B SCRYARA 01 (2010-10-27)

LT A © Rl T A o BT 18k SE RHEAT B2 )



Secospace USG2200/5120/5150
J I ZE A 1 ARG H R S =

info—center source PPP channel 2 log level notification

info—center source IP channel 2 log level notification

info—center loghost type unix

info—center loghost 192.168.1.2 facility local4
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.1 255.255.255.0
#
firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#
return

1.3.2 BL & [a) H & E 41560 H Z HEHI H 5266

SEFAE EER K H &, W NAT/ASPF Hi&, USG 247 —Fh « 381”7 &t =
THERR HEEEE R B HE YL, B E R O ERNE S,

ERITER
ﬁul@lnﬁﬁm USG b= ﬂ&ﬁéJElua% SER AL H BN . e
PN TS H AT TR H AT, Bl AR HEER, e AR Ak .
B 1-27 BLE @ H A EN 6 Z 5% B S E W E
N\
~ L~
o [T~ GEO0/0/0
192.168.1.1
USG
Log server
192.168.1.2
[T =583

1. JFAfE RO,
2. e HE TN IP Mk,
3. BOE HERIH G AL HE L.

BRIESER

1 EE 127 o 'E USG AR IP Mok, 40 N 24 X, - Hc B4 ) 4,3 i
Mo AR B L RN o

P2 FCER R H AR R H B L.

# IR L P00 _ wig -&m

<USG> system-view uml.org.cn
[USG] info—center enable
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1 RG0S = J I ZE A

#CE HA&E AL IP Mk 192.168.1.2, H&ECKI1iE

[USG] info—center loghost 192.168.1.2 language english

# WO H S S O —HER), JFRCE H S AR 1P Mk A H S 1

[USG] firewall session log-type binary host 192.168.1.2 9002

TR

ERESE

45 RIE

7£ USG L1 47 display info-center 174, A &M E M HEEN.

<USG> display info—center
Information Center:enabled
Log host:
192. 168. 1. 2, channel number 2, channel name loghost
language english , host facility local7

Console:

channel number : 0, channel name : console
Monitor:

channel number : 1, channel name : monitor
SNMP Agent :

channel number : 5, channel name : snmpagent
Log buffer:

enabled, max buffer size 1024, current buffer size 512
current messages 54, channel number : 4, channel name : logbuffer
dropped messages 0, overwritten messages 0
Trap buffer:
enabled, max buffer size 1024, current buffer size 256
current messages 4, channel number:3, channel name:trapbuffer
dropped messages 0, overwritten messages 0
logfile:
channel number : 0, channel name : console, language : english
Information timestamp setting:

log - date
trap - date
debug - date

Sent messages = 58, Received messages = 57

ECERIA
USG Bt &' A«

#

sysname USG

#

info-center loghost 192.168.1.2
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

firewall session log—type binary host 192.168. 1.2 9002
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.1 255.255.255.0
#
firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#
return

."i'® JHER - BB

uml.org.cn
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P CE S A

1 R G001 MR G B R 1

1.3.3 B & 24 & i iER S R 2445

ST R Z R BIR ) Debugging JTX 5, ZEAFBILL 7/ Debug 15 8. i i
WU T LURE L &5 3 787, ke 5 . USG TS BT LU 0 5
console 13 FTLE i th B A I & .

HMTK
WP 1-28 fiizs, PC M5 USG ) Console FIMIE . ZRELE USG [ ¥ 4 4 H PPP A
Bl B o
& 1-28 EL & 4% H & 4 L AR E R AN E
N Console —
e YIREN =
- =~ Cecc
USG PC
[y
1. JFEE R L.
2. BUE R A S DL R BalTE .
3. BCE AR VFRIAE S  H REE
4. FTIFAHCBEER BT OC
BRIESE
PB1 HFEEETL.
<USG> system—view
[USG] info-center enable
P$E2 E B GG R, (58MiE4 N console.
[USG] info-center console channel console
PR3 ALE VB IEE console [5G ARP B IHE(E R, Hf H I E SR EI Y
debugging.
[USG] info—center source arp channel console debug level debugging
$E4 FTIF ARP BRI TITC.
<USG> debugging arp packet
s
45 RIIE
7£ USG 1 47 display channel 0 #y%, & & 1 IESE B
<USG> display channel 0 . .
channel number:0, channel name:console
MODU ID NAME ENABLE LOG LEVEL ENABLE TRAP LEVEL ENABL_,— . ' . Ait% E{E
ffff0000 default Y warning Y debugging Y LHTI| Drg CHl
810000  ARP Y informational Y informational Y
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Secospace USG2200/5120/5150
1 ARG PR G & S0 J I S

1.4 ECE NTP

NTP J&F N Z P kT UDP f&fa, AL 150 123) 5 HERIERD &% b oA
TN T ik 5545 A5 7 i < T8] AR IR T, A 0 2% v ) B0 8 S A 18— INF TR 2 RSk T

&b
He o

1.4.1 i & NTP % 5451 2841
NTP = 2 75 2/ 45 v fir g B ALk s 45 I AP R FE— 33 & o

1.4.2 B & NTP | R 28451

FEJRIE M, NTP | #E AR 55 25 I FE 2 F2 1 FE HAPEsth img | F ikt 255.255.255.255 KIS
BRRDSARSC. NTP J 3% ity B 2 #2 L TWT IR 45 2 AR I NTP | #8394 B, JExA
H IR ] 2D

1.4.3 T2 NTP 4 3k X 28451
LE R, NTP 4L 3E IR S5 2% I FE 2 2 11 S5 390k b o) 2H 4% bk 224.0.1.1 i i ) 25
L. NTP 4% % 7 viig WFR G2 He LT AR 45 2 AR I NTP A% S, IR A i s

A2

1.4.4 BB A5 K] NTP R4S 28/ 1 s X 2441
LE—Sos e A PR B SR AR (M 2%, 384T NTP Vs N 7528 15 I IE RS . AW T
HIGAE ) NTP IR 4528 /% 7wt A o

1.4.5 JiR & IIF (0 NTP | #2545
1E— e e A P B R A i R I 2 v, 3BT NTP sl S22 8 I IETh g . AN T
MEISIE I NTP ) 3R,

1.4.1 L E NTP 3 ZE{R{EX 2651

NTP 2 W 15 EE R 2% AT BN e & I e bR Fr— S35 & .

W 1-29 FioR, fER—ANRER b =4 USG, ZsKLL USGA HIASH IS b A 3= sk h itk
AT R 2D

e USGA ¥ H A £h % 4 NTP 44, JEH0h 2.
e USGB ¥ USGA %4 H Ol NTP iIR%5 2%, Bl USGB £ 4 NTP %/ i
e USGC ¥ USGB &~ H C.i 8 shx 454k, Bl USGC 154 NTP Eax 454K,

P@@O0_ wre -¥@
= —O uml.org.cn
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Secospace USG2200/5120/5150

I B =) 1 RGN E 25
1-29 Bit B NTP k45X 2H W
USGA
:@s
GE0/0/0
192.168.1.3/24
GE0/0/0 GEO0/0/0
192.168.1.5/24 192.168.1.8/24
5‘@: :E
USGB USGC
[T s
1. BdE NTP ERMER, NTP %577 5 n) NTP R85 a1 R i g A 25
2. A{FE NTP L3625 F AR @ sl S84, 3 Bl S5 ) 1 50 o) 2 A4 SR IR ) 20
BIETER

PR LA 1-29 BUEACHE R 1P Huhik, JEE NN 22 A, SR C I ) A SR .

HAKRC B R0 o
P2 JE NTP IR R S5 A/ % ) b

# 75 USGA 4R @i A QAR B E S K e, 2500 2.

<USGA> system-view
[USGA] ntp-service refclock-master 2

# 7t USGB 1552 USGA /£ 4 H & NTP ik 4545 .

<USGB> system-view
[USGB] ntp-service unicast—server 192.168.1.3

it & 5 pin, USGB [ ] 25 %) USGA .

15 USGB [ NTP JR#&, W LUE BN EIRAA “synchronized” , B, &5

AP JEECh 3, LRSS 2% USGA 1% 1 2.

[USGB] display ntp—service status
clock status: synchronized
clock stratum: 3

reference clock ID: 192.168.1.3
nominal frequency: 60.2384 Hz
actual frequency: 60. 2384 Hz
clock precision: 2718

clock offset: 0.0000 ms

root delay: 29.24 ms

root dispersion: 15.30 ms

peer dispersion: 10.00 ms

reference time: 02:04:48.984 UTC Oct 16 2009 (CE825340. FBECEDD4)

FIR3 MLE NTP R 5

P@@O0_ wre -¥@

uml.org.ch
75 USGC L4572 USGB 4 1 O Bzt 2 1. 2
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1 ARG HEL R C & %01 PAYCE S A

o BRI A

<USGC> system-view
[USGC] ntp—service unicast—peer 192.168.1.5

USGC %A & Eer, 28T USGB, Fibl USGC [ USGB [Fl:E,

BT

{£ USGC _ 4447 display ntp-service status 7%, 7 USGC ff) NTP R4

[USGC] display ntp—service status
clock status: synchronized
clock stratum: 4

reference clock ID: 192.168.1.5
nominal frequency: 100.0000 Hz
actual frequency: 100.0000 Hz
clock precision: 2716

clock offset: 13.5770 ms

root delay: 34.06 ms

root dispersion: 7.49 ms

peer dispersion: 14.45 ms
reference time: 02:04:19.393 UTC Oct 16 2009 (CE825323. 64AAEAFA)

A LA B USGC [IBIRZS A “synchronized” , B, & sgmlalb. WarrZ5h 4,
EL 454k USGB 115 1 2.

USGA B & A .

#

sysname USGA
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.3 255.255.255.0
#
firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#
ntp-service refclock-master 2
#
return

USGB [t & il 4 .

#

sysname USGB
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.5 255.255.255.0
#

firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0

A P@@O0_ wre -¥@
ntp-service unicast—server 192.168.1.3 @
# uml.org.cn
return
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P CE S A

1 R G001 M R G B

USGC Bt & A

#

sysname USGC
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.8 255. 255. 255.0

#

firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0

#

ntp—service unicast—peer 192.168.1.5

#

return

1.4.2 B & NTP &&= 26450

LR

BB

BB

LEJRIRMN R, NTP ) #E RS54 TG 2 2 O S P im) ) bk 255.255.255.255 ik
BRRIDHRSC. NTP ) #5& 7 i W Fi e 32 T IR 452 AR I NTP ) #8VH S8, XA
Hhy R ]2

& 1-30 Fron, USGA 1 USGB fE[R—NM B, USGC 75— 1MW B, USGD #EHiX
A B .

USGA fE4 NTP | #5545, AEFHARRUE S /E D) NTP =040, 240h 2, WE:N
GigabitEthernet 0/0/0 4t K% 3% S o

fic & USGD Hl USGA 43 5] 4% F 142 11 GigabitEthernet 0/0/0 WEWT ) #% Bl
1-30 B2 & NTP | #5+& 348 M &

GEO0/0/0
192.168.1.1/24

GEO0/0/0

USGA \@ 192.168.2.2/24 \%s
GE0/0/0 lting liing

192.168.1.2/24 USGD USGC

=

uUSGB

I/

L 7E AL NG E NTP ) Rk 5545
2. FEREIMLIENRCE) 3R i

I.'.l@
ST TR RLE AT 4 USG 2 718 H ik ' U g eh

kiR - i
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Secospace USG2200/5120/5150

1 AR G5 R i B S A CE S A

RESR

P A 1-30 e B AL O 1P Mokl FE 0N e A Xk, R C S e ) A )

£ RIE

®2

HARAD & i FENE o
1 USGA ERl'E NTP ) RS 25 .
# ML E USGA ff AL B/E ) NTP Tmf8h, 250N 2.

<USGA> system-view
[USGA] ntp-service refclock-master 2

# 7F USGA 410 LRCE NTP | #E AR %5 % .

[USGA] interface GigabitEthernet 0/0/0
[USGA-GigabitEthernet0/0/0] ntp-service broadcast—server

e 5 RS54 A0 R — B NTP ) #6% 7 4ii USGB.
<USGB> system-view

[USGB] interface GigabitEthernet 0/0/0
[USGB-GigabitEthernet0/0/0] ntp-service broadcast—client

e 5 IR S5 2 AEAN A P BL ) NTP | 4% % / iity USGC o

<USGC> system-view
[USGC] interface GigabitEthernet 0/0/0
[USGC-GigabitEthernet0/0/0] ntp-service broadcast—client

R

e 7t USGB #1T display ntp-service status 7i7%, 714 USGB [f) NTP K7,

[USGB] display ntp—service status
clock status: synchronized

clock stratum: 3

reference clock ID: 192.168.1.1
nominal frequency: 60.2384 Hz
actual frequency: 60.2384 Hz
clock precision: 2718

clock offset: 0.0000 ms

root delay: 29.24 ms

root dispersion: 15.30 ms

peer dispersion: 10.00 ms
reference time: 02:04:48.984 UTC Oct 16 2009 (CE825340. FBECEDD4)

A LA RN BRA A “synchronized” , Ell, USGB BEWS[F2D 3] USGA. oI 2%
M3, LRSS %% USGA K 1 24,

e {E USGC T display ntp-service status 7%, #r7& USGC [] NTP IRz

[USGC] display ntp-service status
clock status: unsynchronized
clock stratum: 16

reference clock ID: none

nominal frequency: 60.2384 Hz
actual frequency: 60.2384 Hz
clock precision: 2718

clock offset: 0.0000 ms

root delay: 0.00 ms

root dispersion: 0.00 ms

peer dispersion: 0.00 ms
reference time: 00:00:00. 000 UTC Jan 1 1900 (00000000. 00000(_i=

AT LUE B ERA A “unsynchronized” , B, USGC
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Secospace USG2200/5120/5150
it i 1 ARG HIRC S = A

XAE Y USGC #1 USGA AFEF—ANM B, WA R USGA K #&6; i
USGB F1 USGA TE[F]—AN M B, BE#SILE] USGA K1) # .

BB
USGA it & JHIA :

#

sysname USGA
#

firewall packet—-filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.1 255.255.255.0

ntp-service broadcast—server // FEEOLEENIP FRS S
#

firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#
ntp—service refclock-master 2
#
return

USGB Bt & i A«

#

sysname USGB
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.2 255. 255. 255.0

ntp-service broadcast—client // ZER—MBIUSGE: O _ERCENTP & 5k
#

firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#
return

USGC Bt & A«

#

sysname USGC
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 2.2 255.255. 255.0

ntp-service broadcast—client // TEAFMBMUSGE: O LB ENTPT K ) I
#
firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#
return

1.4.3 E2 & NTP HiFiE =244

eI, NTP gL e Aty OQ@Q@OQ_ wiR - #18
HRSCe NTP 4L 25 3 AR s 00T R 252 Bk ) NT-

uml.org.ch
e :
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Secospace USG2200/5120/5150

e S 1) A CE S A

6 P 7oK

BERR

EEEM

RMESR

& 1-31 fios, USGA 1 USGB 7E R —AM B, USGC 7E5— /MM BL, USGD ZEHIX
PN B

USGA 1E0 NTP B IRSo%, A HAHIS 2 4E y NTP Eitsl, 280k 2, MWD
GigabitEthernet 0/0/0 4} A% 21 1 BB

fi & USGD il USGA 735l W% E {1432 11 GigabitEthernet 0/0/0 I Wr 20 4% 4 & o

1-31 Bt & NTP 4RiEtE 2 MW E

GEO0/0/0
192.168.1.1/24

%“ GE0/0/0
USGA Sy 192.168.2.2/24 [

GE0/0/0 ’@: ”@“
192.168.1.2/24 USGD USGC

I/

L ERR IR N ECE NTP 485545 -
2. AEHEIRLIE T RCE AR ) i

HEAT N R ECE I PR UE S USG Z IA]#% H Tk .

R 1-31 BB AN SCHE i TP ik, ORI 22 DB, IS B4k e A0 i SR
HARPCE R

7F USGA FFCE NTP 4B Ss o .
# L E USGA ff AL B /E ) NTP mf8h, 250 2.

<USGA> system-view
[USGA] ntp-service refclock-master 2

# 1F USGA 1411 FHc'® NTP Z414% i 55 2%

[USGA] interface GigabitEthernet 0/0/0
[USGA-GigabitEthernet0/0/0] ntp-service multicast—server

B B 5 IR 55 s £ | — 9 BE ) NTP 414% % P 3t USGB.

© - @O0 _ wnP -¥E
<USGB> system-view @
[USGB] interface GigabitEthernet 0/0/0 =/ Uml.org.cn
[USGB-GigabitEthernet0/0/0] ntp-service multicast—client

1-38
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it 7 P | R IR E R H

N

PB4 HCE SRS AEA M B NTP 4145 7% ) 3 USGC.
<USGC> system-view

[USGC] interface GigabitEthernet 0/0/0
[USGC-GigabitEthernet0/0/0] ntp-service multicast—client

R

ZERIIE

e 7 USGB /4T display ntp-service status 175, 7 USGB [f] NTP R4

[USGB] display ntp—service status
clock status: synchronized

clock stratum: 3

reference clock ID: 192.168.1.1
nominal frequency: 60. 2384 Hz
actual frequency: 60.2384 Hz
clock precision: 2718

clock offset: 0.0000 ms

root delay: 29.24 ms

root dispersion: 15.30 ms

peer dispersion: 10.00 ms
reference time: 02:04:48.984 UTC Oct 16 2009 (CE825340. FBECEDD4)

A LLE BN BR S N “synchronized” , Rl USGB figf% [0 51| USGA. I4H 2%
h 3, HeRZS#E USGA K 1 44,

e {E USGC T display ntp-service status 7%, #r/& USGC ] NTP IRz

[USGC] display ntp-service status
clock status: unsynchronized
clock stratum: 16

reference clock ID: none

nominal frequency: 60.2384 Hz
actual frequency: 60.2384 Hz
clock precision: 2718

clock offset: 0.0000 ms

root delay: 0.00 ms

root dispersion: 0.00 ms

peer dispersion: 0.00 ms
reference time: 00:00:00.000 UTC Jan 1 1900 (00000000. 00000000)

A LAE B ERRZS4 “unsynchronized” , EJf USGC ANfEWS [H] L #1) USGA.

IXAE A USGC #1 USGA AFEF—NM B, WA R USGA K 4l #6; 1
USGB Fl1 USGA TE[f]—AN M B, BE#SILE] USGA Kk 4l # .

ECERIA
USGA it & JHIAS :

#

sysname USGA
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.1 255.255.255.0

ntp-service multicast—server // EEO _FREENTPABRE 22
#
firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0

P ) P@@O0_ wre -¥@
ntp—service refclock-master 2 @
# uml.org.cn
return
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| RS HE I 40 R R A
USGB fiil &' JHIAs :
#
sysname USGB
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168.1.2 255. 255.255.0

ntp-service multicast—client // FEF—M B IUSGEE O _EFC ENTPA B % P i
#
firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#
return

USGC Bt & A .

#

sysname USGC
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192. 168. 2.2 255.255.255.0

ntp—service multicast—client // EAF M B HUSGE: O _-Ft ENTPA B % /i
#
firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#
return

1.4.4 BLEHIEIFRY NTP BR % 88/% Pin & 24l

1E—Sos 22 A PR B SR AR i (K M 2% T, 384T NTP VN 75 2 55 I IE D RE . AW T
ISR NTP 4S8/ 7 v =

& 1-32 fizn, USGA & &AM EE N NTP L4, E#0h 2, USGB LL USGA 1E
IS TE) AR S5 s RIS P s il B NTP 53 .

1-32 Be BT I IERT NTP BR$5 28/ & FumtR U LE M

USGA },%_’
o L~
GEO0/0/0
| 192.168.1.3/24
GEO0/0/0
192.168.1.5/24
P@@O0_ wre -¥@
© uml.o rg.ch
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YU P 1 | RS BN B 0
[TA=gdi

1. WL NTP RS 2%, 7RS4 LACE NTP KAk,
2. MCE NTP &) i, E% 7 i FACE NTP Kk .

BER1 LA 1-32 BUE A CHE TR 1P Huhik, N 22 A X, RGBS A Al SR
HAANC & I TR0 o

$IE 2 {F USGA FiE NTP %48, 38 HEALF.
# VB A HI AP E S NTP 08, 230k 2.

<USGA> system-view
[USGA] ntp-service refclock-master 2

# JA8) NTP G4y iE IR -

[USGA] ntp-service authentication enable

# WE MDS S iEE 4, %9 ID 54 42, #4524 aNiceKey.
[USGA] ntp-service authentication-keyid 42 authentication-mode md5 aNiceKey
# 45 B R E .

[USGA] ntp—service reliable authentication-keyid 42

S 3 (£ USGB LEHE NTP 2/, 38 HEAE.
# ¥4 USGA 1E Ky I 8] R 55 2% -8 2 5 AIE 1D,

<USGB> system-view
[USGB] ntp-service unicast—server 1.0.1.11 authentication—keyid 42

# JA8) NTP G4y iF N R -

[USGB] ntp—service authentication enable

# BUE MD5 S IIEE Y, % ID 504 42, #H) aNiceKey-
[USGB] ntp-service authentication-keyid 42 authentication-mode md5 aNiceKey
# HRE P ATE 1

[USGB] ntp-service reliable authentication—keyid 42

s

S5 RIIE
7f USGB _[-#4 T display ntp-service status 7%, 1/ USGB ] NTP R4

<USGB> display ntp—service status
clock status: synchronized

clock stratum: 3

reference clock ID: 192.168. 1.3
nominal frequence: 250.0000 Hz
actual frequence: 249.9992 Hz
clock precision: 2719

clock offset: 0.66 ms

root delay: 27.47 ms

root dispersion: 208.39 ms

peer dispersion: 9.63 ms
reference time: 17:03:32.022 UTC Thu Sep 6 2001 (BF422AE4. 05AEA86
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1 RGP G S0 P CE S A

B E R

1.4.5 fic

ERER

Al LA BIERZS A “synchronized” , B, USGB REMS[H %] USGA. WH8IZECH
3, HblRSs% USGA i 1 2.

USGA [t & B A .

#

sysname USGA
#

firewall packet—-filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.3 255. 255.255.0
#

firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#

ntp—service authentication enable

ntp—service authentication—keyid 42 authentication-mode md5 <—+XYME-P$WQ="Q MAF
4<1!!

ntp-service reliable authentication—keyid 42

ntp-service refclock-master 2
#
return

USGB [t & A«

#

sysname USGB
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—-filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.5 255. 255. 255.0
#

firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#

ntp—service authentication enable

ntp-service authentication-keyid 42 authentication—mode md5 <—+XYME-P$WQ="Q MAF
4<1!!

ntp-service reliable authentication—keyid 42

ntp—service unicast—server 192.168. 1.3 authentication—keyid 42
#
return

ETHIIER NTP B &R 564

16— SN2 A PSR I N 4% T, 384T NTP Pl 5352 5 I UE DB . ATiN4E T
YIS NTP | 4% i,

Wi 1-33 fir7n, USGA 1B NTP | #IR% 4%, 1H ztxﬂﬁa%wﬁﬁ NTP EEHT%EF F;ﬁ j]
2, M GigabitEthernet 0/0/0 #h &I 4k 1 EAL. ~
Wiwr) T%/#],:ia I - WipE - B

. e N ‘ uml.org.ch
LA AP TR G, BRGEAT NTP Wbl 1% J
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J I ZE A 1 ARG FIRC S = A

B 1-33 BLEHIER NTP [ iR A W E
USGA

S NTP § 8
S s [rE- -

GEO0/0/0
192.168.1.1/24

GEO0/0/0
192.168.1.2/24

NTPJ™ J% :@.,

=1
~ M=
o~

% s
USGB
(T s 8
1. FROWE NECE NTP ) #EHRSS 2% .
2. EHOAE TECE R
3. {ENTP " #EIRSS 2 AR 7 i b2 S EC B NTP 5600E
BIEDER
S A 1-33 P E A D 1P Huhl, FE N e Ak, R e a) A i )

SRS o R
$IE 2 7F USGA [ICE NTP | 3EIRS4L, If 5 FUAE.
# ICE USGA i FHAHU B0 4E 9 NTP I8, 2508 2.

<USGA> system-view
[USGA] ntp-service refclock-master 2

# Ji FH NTP %iF .

[USGA] ntp-service authentication enable
[USGA] ntp-service authentication-keyid 42 authentication-mode md5 aNiceKey
[USGA] ntp-service reliable authentication-keyid 42

# L& USGA N NTP ) 3EHRS 2%, MA% 1T GigabitEthernet 0/0/0 3% NTP | #&31 E 44,
IFi e %50 1D 42 i .

[USGA] interface GigabitEthernet 0/0/0
[USGA-GigabitEthernet0/0/0] ntp-service broadcast—server authentication—keyid 42
[USGB-GigabitEthernet0/0/0] quit

$IE3 £ USGB W 'E NTP ) 3&& /i, 58 L.
# J3 F NTP %31iF o

<USGB> system-view
USGB] ntp—service authentication enable

P@@O0_ wre -¥@

[USGB] ntp-service authentication—keyid 42 authentication—mode md ur‘r‘|| d rg_l:rl
[USGB] ntp—service reliable authentication-keyid 42
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1 R G IR & 50 J I ZE A

# it USGB Jy NTP | #&% /i, M4 1 GigabitEthernet 0/0/0 i NTP | #3148

[USGB] interface GigabitEthernet 0/0/0
[USGB-GigabitEthernet0/0/0] ntp-service broadcast—client
[USGB-GigabitEthernet0/0/0] quit

-

SLRIIE
e 7E USGB #4T display ntp-service status 7%, 7t/ USGB 1] NTP RZ

[USGB] display ntp—service status
clock status: synchronized

clock stratum: 3

reference clock ID: 192.168.1.1
nominal frequency: 60.2384 Hz
actual frequency: 60.2384 Hz
clock precision: 2718

clock offset: 0.0000 ms

root delay: 29.24 ms

root dispersion: 15.30 ms

peer dispersion: 10.00 ms
reference time: 02:04:48.984 UTC Oct 16 2009 (CE825340. FBECEDD4)

AT LA BINER AN “synchronized” , Bf, USGB fgfE [V E] USGA. WEPII)ZEL
3, LEARZ 4% USGA K 1 44,

ELERIZA
USGA Pt & I A :

#

sysname USGA
#

firewall packet-filter default permit interzone local trust direction inbound
firewall packet-filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168.1.1 255. 255.255.0

ntp-service broadcast—server authentication-keyid 42 // FEEO FRRENTP, BRERBIe e FHE
HID 42/m#%
#

firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0

#

ntp-service authentication enable
ntp—service authentication-keyid 42 authentication-mode md5 <-+XYME-P$WQ="Q MAF
4<1 1!

ntp-service reliable authentication—keyid 42
ntp-service refclock-master 2
#
return

USGB it & A :

#

sysname USGB
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.2 255.255.255.0

ntp-service broadcast—client // EBO _EEREENTPT % F b
#

firewall zone trust

P@@O0_ wre -¥@
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J I S 1 ARG H IR S =

set priority 85

add interface GigabitEthernet0/0/0
#

ntp—service authentication enable

ntp—service authentication-keyid 42 authentication-mode md5 <-+XYME-P$WQ="Q MAF
4<1!!

ntp-service reliable authentication—keyid 42
#
return

1.5 Be & M &5

HAT, THEHLIZS B A5 72 11 W9 2445 BB 1302 1] o W9 28645 BP0 SNMIP ( Simple
Network Management Protocol) , ‘el &%) 12 ¥e52 AN 1) Tl brk

1.5.1 it & SNMP 2443
i 'E USG 1E k) SNMP Agent, AbFE NMS A K (1) £ v SC 1% 0] g W 4% 30

1.5.1 Bt & SNMP 2445
Bt & USG 1) SNMP Agent, AbFE NMS % 3k i 28 13K S0 I3 [0 0 5 AR 3 o

BRI TR
W 1-34 s, M TAERE (NMS) 5 USG i@ LUK MAHE, M TAEsL IP Hihk K
192.168.1.2, USG PLKMEZ 1) 1P $ihil 4y 192.168.1.3,
1-34 SNMP B¢ & 2515125 /¥
NMS
: 192.168.1.2
GE0/0/0
192.168.1.3/24
PC
[T 8is

1. Wi USG EAEA.
2. USG [fic & SNMP,
3. Bd'E NMS.

l-.i' JHER - BB
uml.org.cn
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Secospace USG2200/5120/5150

e S 1) A CE S A

RESR

B A 1-34 BOEANSCHE DR IP Mudik, 04 I 2 A D, JFIC S ) A g R o

B ERIZA

®2

FLARHCE R
7E USG fic & SNMP,
# BCE trap HOCHIHEE O,

<USG> system—view
[USG] snmp-agent trap source GigabitEthernet0/0/0

# Ja ) SNMP Agent, Bt B A SNMPv1.

[USG] snmp—agent sys—info version vl

# IC AR 44 R ) SRR

[USG] snmp—agent community read public
[USG] snmp—agent community write private

# A E W RRR T
[USG] snmp—agent sys—info contact Mr.Wang-Tel:3306

# Bl USG WHfT .

[USG] snmp—agent sys—info location telephone-closet, 3rd-floor

# N E SOV A& R I% TRAP R 3.

[USG] snmp—agent trap enable

# JiC B AR SNMP SRR A AR 1 1P Mudik s S 15 HAAA TR
LG E T 5 NMS #IR Trap i H A E CREF— 3.

[USG] snmp—agent target-host trap address udp-domain 129. 102. 149. 23 udp—port 5000 params
securityname public

BL'E NMS,  HARECETE 2 WA OGN 7= i 19 P F bt
[ARETE?
. E NMS 49 SNMP i A5 4 SNMPvl.

s

USG it & A .

#

sysname USG
#

firewall packet—filter default permit interzone local trust direction inbound
firewall packet—filter default permit interzone local trust direction outbound
#

interface GigabitEthernet0/0/0

ip address 192.168. 1.3 255.255.255.0
#

firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#

snmp—agent

snmp—agent local—engineid 000007DB7F00000100000FC3

.i.i. JHER - BB
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JRITC S

1 R G001 M R G B 5 1

snmp—agent
snmp—agent
snmp—agent
snmp—agent
snmp—agent
snmp—agent

snmp—agent
snmp—agent
snmp—agent
snmp—agent
snmp—agent
snmp—agent
snmp—agent
snmp—agent
snmp—agent
snmp—agent
snmp—agent
snmp—agent
snmp—agent

#

return

community read public
community write private
sys—info contact Mr.Wang-Tel:3306

sys—info location telephone-closet, 3rd—floor

sys—info version vl
target—host
ams securityname

trap
trap
trap
trap
trap
trap
trap
trap
trap
trap
trap
trap
trap

public
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
source

trap address udp—domain 192.168. 1.2 udp—port 5000 par

ldp

ipsec
configuration
system
standard

lsp

vITp

ospf 2

ospf 1

bgp

flash

srm
GigabitEthernet0/0/0
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