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My Background

* OOM & Model Engineering, TU Vienna

@ ENTERPRISE

e 2011 PhD: Model Versioning, TU Vienna
e Sparx Trainer & Consultant

* LieberLieber Product Manager
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Agenda

e ,Safety needs models”

@ ENTERPRISE

* Challenges for EA
* Notation and Profiles
* Tracability
* Configuration & Change Management

* And how they are solved at Vector Informatik GmbH
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Managing Complexity

@ ENTERPRISE

We will target Companies manufacturing
Cyber Physical Systems

o AN -
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ISO 26262 Adaptation of IEC 61508

IEC 61508
Functional Safety for E/E/PES Safety Related Systems

@ ENTERPRISE

IEC 61511 IEC 62061 IEC 61513 ISO 26262
Process Industry Machinery Nuclear Road Vehicles
ISO 13849-1
Machine Safety
ISO 25119
Tractors...

ISO 26262 is “State of the Art” For Automotive
Developed with OEM
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Complexity on the one Hand and Safety on the other

/

Growing Complexity of Environment and Solutions

Complex Processes, Distributed Teams

@ ENTERPRISE

4 Safety in General and Safety Standards in Particular

*|EC 61508 - Functional Safety of Electrical/Electronic/Programmable Electronic Safety-related Systems
*|SO 26262 - Road Vehicles Functional Safety

*|EC 62304 - Medical Device Software

*EUROCAE ED-12B European Airborne Flight Safety Systems

¢|EC 61513 - Nuclear power plants

*|EC 62061 - Safety of machinery

*EN 50128, 50129 - Railway Industry

SIPARX
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ISO 26262 Parts relevant for Modeling

Other Standards are similar

SYSTEMS

fE |

e Handles Hazard Analysis and Risk Assessment
has impact on development process

e Tracking and Traceability of ASI-Level from
requirements to tests is necessary

—[4,5,6 }

* Nested V-Model process highly recommended

e Comprehensible and traceable documentation of
all decisions

e Collaborative development of models necessary

L |

e Configuration Management and Change
Management for all artefacts relevant to

development
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Document-centric approach?

AR creates System configuration/

“ Variant definition

Variability Engineer

——
“ creates (=1 use
System

ENTERPRISE

creates >

System Architect architecture FMEA Analyst
. System- A
writes > ;Z‘;‘;:;i?j;‘; use “ creates > | Tests
Requirements 7
Engineer Requirement System tester
document
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' : 3-8 3-8 preliminary | .14-8 vehicle
'functional . . i > . .
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Modeling Approach?

- “Safety needs models”

‘ design ) ‘

re |6-10 software
1 safety
A verification

—<.lware unit
testing
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Model-based (Systems) Engineering

Basis: Graph-based Structure

|
I
@ ENTERPRISE

—>Automation \
W A
—>Tool data integration -
\8'Y

- Model transformation

<)

Work Products
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Methodology is your Responsibility

we provide tools and consulting

Notation (Language) _Tools

@ ENTERPRISE

. * EA

. gyhs/lll\'/l L / * MS Office
. C# \ * Doors

. * etc.

etc.
\

O O Development Process
Methodology > ° @ @ « Agile
* Harmony ~* V-Process
e FAS e etc.
e SYSMOD — Roles, milestones, artifactA
* etc. \ /

* Modeling Methodology

Modeling process
Model structure
UML Profile

sm etc.

SYSTEMS

Central Europe



O uml.org.ch

Time and Cost Reduction of MDE

Reduction of time effort for
whole project

@ ENTERPRISE
ARCHITECT

C: +23% ""‘"..,,‘»Requiremen"t"*a_,‘__ ______ Test Cases . System 0%
T: +18% "*»:.,,ﬁAnaIysis Tests 5%
“OURORRRRP——. _. _A— ' -10%
C: .\ 10% System _ ~ _T_es_t Ea_se_s_ _ > In tegra tiOn -15%
T: +6% ~ Architecture Tests -20%
lllllllllllllllllllllllllllllllllllllllllllllllll S 259%
< o Test o y - 309
) . Cases . S {C:-99 ’
C: +37% . Design —2%% I\{Irodltjle C:-9% .
T: +25% ests o T-12% 10w

Implementation C h a | | en ge S
C: -46% . More effort at the beginning - positive effect later

T: -45% Modeling qualification of employees is required

C: Costs
T:Time

Multiple Tools and Methods are required

Sascha Kirstan:

Kosten und Nutzen modellbasierter Entwicklung eingebetteter Softwaresysteme im Automobil. Verlag Dr. Hut Technical
University Munich 2011, ISBN 978-3-8439-0121-5, pp. 1-374
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Modeling Methodology gives the Answers

//

In what order to do
what?

N

What diagrams
should | use for
what purpose?

Where to store
what model
elements?

-

SIPARX
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e

How to prevent
redundancy in the
Model?

A

-

Why SysML/UML
does not help me to
solve these
problems?

e

.

What does mean
Traceability in term
of UML model?

p

Why does
everybody models
differently?

?7?

@ ENTERPRISE



Standards in

Model-based Systems Engineering

@ ENTERPRISE

* UML — Unified Modeling Language
* SysML — Systems Modeling Language
* AUTOSAR Virtual Function Bus modeling

* ReqlF — Requirements Interchange Format
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What is SysML ?

* The Systems Modelling Language (SysML) is a standardized graphical language to describe and specify technical
systems of all kind, consisting of hardware and software components

@ ENTERPRISE

* SysML is based on the software modeling language UML (Unified Modeling Language) and reuses parts, but also
extends and adds some new possibilities
TR Sy

MODELING

e With SysML you can specify LANGUAGE L

the structure/the architecture
the behavior
the regirements

of a system and bring them into relations to each other.

e SysML supports the concept of Systems Engineering

SIPARX
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Main Challenges for MIBE for FSM

* Missing Methodology

@ ENTERPRISE

 UML Profiles
* Traceability
* Configuration & Change Management
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@ ENTERPRISE

Tagging

UML and UML Profiles

SIPARX
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SysML extensions for FSM/ISO 26262

SIPARX

SYSTEMS

Central Europe

Request :
Motor
Request

Fault

Assignment of ASIL levels to components and ports

|

MCC :Motor Control Chain

B]—[ﬁ Motor

D C :Motor Control
Reqguest :

Re(uest

R :Register Bj—[ﬂ R: Current

l:,L/ICC :Motor Current

Controller
I In :Motor

Register

| Out :Motor
Current

'Z

.VISC :Motor Safety
Controller

Fault

Information [} [¢] Information :Control :
Motor Fault

State

Motor Fault Register
State

A\

A

Supervision
| Out :Motor
HControl : Current
Register | out -
Motor
Current

\

.\/ICS :Motor Current

D M :Motor

Current

1 Out :
Motor
Current

Trqg :Motor
Torque

S0

\

Coloring of Safety Mechanisms

Trq :Motor
Torque
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AUTOSAR VFB Modeling with EA

* Tool extension enables AUTOSAR VFB modeling in EA

AUTOSAR AUTOSAR Demo /

SeatSwitch )]

SHDial :HeatingDial

Position

SHCD :SeatHeatingControlAndDriv ers

]
SHC :SeatHeatingControl

P>| SeatSwitch HeatingElement

PowerManagement |«

(zl HeatingElement

SH :SeatHeating

10

/\

nj
A

F‘ PowerManagement

<| calibration

10 Calibration |<] C
[~}
NV ECU Mode
1
f
~ [~}
(W 1A 1
&= = ) b=
= g 3 3
s S = o
a) =4 S £
Q o B
w T
©]

ENTERPRISE
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UML Profiles

ENTERPRISE

Profile Stereotype @ 3 TaggedValue

‘ - _image ‘ - namel: EnumerationTypes
*
- name2: Value

«enumeration»
EnumerationTypes

literall

«metaclass» literal2

Element
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LLJ
o
MDG Technologies * z
Ll
D f' Technology Enabled * LieberLieber AUTOSAR Endi
e I n e Simple UML Views v e _ e ngineer
Core Extensions v Version 2.3
. MDG Technology Builder v
@ P f | Database Engineering v
ro I eSI (E] ArcaIs™ B
% Archetype Modeling Language v
. [E] ArchiMate® [
¢ D I a g ra I I l S a n d [E] ArchiMate® 2 (&' MDG Technology Creation Wizard ®
[E] ArchiMate® 3
% BPMN™ 1.0 MDG Technology Wizard - Contents
BPMM™ 1.1 Select the information to be included in your technology
* Toolb
OO Oxes % BPMN™ 2.0
Business Rule Model
% CodeEngineering Metaml:n?lel Code
@ Data Flow Diagrams | Profiles Code Modules
EAScriptLib Pattems DDL Modules
ﬂ Entity Relationship Diagram | Diagram Types MDA Transforms
Eriksson-Penker Extensions | Toolboxes
for central deployment | &« Taoged Ve Tipe
(51 erRa-UML RTF Templates
Gang of Four Patterns Cther Linked Document Templates
mw [COMIX |
mages
Kanban Seri Modal Views
&\ | icberlieher AUTOSAR Engineer cripts Semrches
=_| MindMannina Workspace Layouts
Set Active Advanced...
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@ ENTERPRISE

Tracability

... the models intelligence
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How to ensure consistency?

Traceability-Tables?

Requirement 1

Requirement 2

Requirement 3

Requirement 4

Requirement 5

Requirement 6

Requirement 7

Requirement 8

Requirement 9

Requirement 10

Requirement 11

Requirement 12

Requirement 13

Requirement 14

Requirement 15

Requirement 16

Requirement 17

Requirement 18

Requirement 19

TestTl

X

Test T2

X

Test T3

Test T4

TestTs

Test T6

Test 17

Test T8

TestT9

TestT10

TestT11

Test T12

Test T13

TestT14

TestT15

Test T16

Test T17

Test T18

Test T

Test T20

TestT21

Test T22

Test T23

TestT24

Test T25

Test T26

Test T27

Test T28

TestT29

Test T30

Test T31

Test T32

TestT33

TestT34

Test T35

Test T36

Test T37

SYSTEMS

TacrTam

ENTERPRISE
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Traceability is the Model Intelligence
IRequirement <4 realif/jgijOmponent 2

7
@ ENTERPRISE

Requirement P

y \
A1V S~

~~|'\ " Traceability = Intelligence

Disconnected Cells ™ NOT INTELLIGENT
Disconnected Model ® NOT INTERPRETABLE

SIPARX
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Traceability in EA

* Connectors
* Different Traceability Views

e Relationship-Matrix

SIPARX

SYSTEMS

Central Europe

Traceability
. 2 |[Z[2l2]7] 22 TR ]
@
i g 5 | B-@ withdraw Money
§ o = g g El [=l---+ implements
2|z E E|la |z |@ i continous usage
o=
L S| |B|l=|2|3|° 4 good usabitty

“ o|3 5|2 |55 |% duration of money wd

E |2 |k 2= g E|& ey wd.

= EIE|B g 2|2 |3 L4 reduce # of employess

a|lo|8|a|m|alE|® = links to

-0 perform Authentification
load cellular :
T %= links from
load chip T i -9 Customer
. (-3 print recsipt
perform Authentification T St needed by
print receipt /T -3 Perfomance Test "withdraw money”
support Materials T T
withdraw Money . /f /f /f /T
Project Management
HEHRXe BE
Resource Role Resource: | Digtmar Steinpichler + | Completed (%): - 10 - : Allocated Time: - 1,000000
Role: Business Analyst * | Expected Time: -EI . Time Expended: 0
Franz Maier Project Manager T |
Start Date: 11.10.2010 = End Date: 20.10.2010
Description | History
B 7T UM iZi= %@

-

4 | [ | 3

Finish the specification and get signature for this LG!

4 4 F Pk %*Resource Allocation # Effort 4 Risks A Metrics

ENTERPRISE



Model and View

* In case of graphical languages, it has to be distinguished between the model and various views

* Aview is a projection of a model that shows it from a specific perspective or position and omits objects that are not
relevant for this perspective.
e 0/.

=1 .

@ ENTERPRISE

User Views / Diagrams Model-Repository (e.g. database)

SIPARX
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Navigierbarkeit einrichten

A Y oo

SYSTEMS

uc System-UCs Authentifizierung /

i
uc Business Use Cases Haupﬁélleﬁ"

Geld abheben

— Chip aufladen

Kunde

Telefon aufladen

E i Use
Cases :
P Business Use
Au?lir;tll‘ffl;:‘errel:lng Karte einziehen Cases
«extend» ) FELEElR
Kart «include»
{Karte n}/ - 5 -
! N gespen
Bankomat (from Busineds Use CaseE)\ P / A
| _- «extend» {3x falsch

«extend»

~
~

«includexy

«include»

=7

-
_ «include»

-

Quittung drucken

Authentifizierung

Betriebsmittel
handhaben

durchfiihren
oo

O

Betreuer

I N
«include» gﬂcﬁjdg»
|

Karte lesen

I
«include»
I

Priifsumme checken

T\\

~
«extend» .
{Karte

defekt}

N 1%

eingegben}
4 Protokoll schreiben

71

«extend» 4
{Abbruch-Taste} //

PIN abfragen

S /
~ /

«include» ~
|

Y manuell abbrechen

Vorgang abbrechen

ENTERPRISE
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@ ENTERPRISE

Configuration Management

Mit Auszug aus IEC 61508 - Functional Safety of Electrical/Electronic/Programmable Electronic Safety-related
Systems

SIPARX
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IEC 61508 and Version Control

ENTERPRISE

5.26 Die Dokumentation muss: ”Die DOkumentation Oder
= genau und knapp sein; der Informationssatz...” #
— von denjenigen Personen, die sie verwenden missen, einfach zu verstehen zu sein; i* .

- den Zweck erflien, wofiir sie erstellt worden ist;

verfigbar und pflegbar sein.

5.2.7 Die Dokumentation oder der Informationssatz muss Titel oder Namen haben, die auf den Anwen-
dungsbereich des Inhalts hinweisen, und eine Art von Registereinteilung, die einen sofortigen Zugriff auf die “ muss ei nen
nach dieser Norm erforderlichen Informationen erlaubt. o

5.2.8 Die Struktur der Dokumentation darf firmeneigene Verfahren und die Arbeitspraxis von speziellen REVISIO”SI ndex
Produkt- und Anwendungsbereichen bericksichtigen. ” f
haben... I \

5.29 Die Dokumentation oder der Informationssatz muss einen Revisionsindex (Versionsnummern) ha-
ben, um die Identifizierung der verschiedenen Versionen eines Dokuments zu erméglichen.

5.2.10 Die Dokumentation oder der Informationssatz muss entsprechend gegliedert werden, um die Suche
nach relevanten Informationen zu erméglichen. Es muss moéglich sein, die letzte Revision (Version) eines
Dokuments oder Informationssatzes zu identifizieren.

ANMERKUNG Die physikalische Struktur der Dokumentation kann auigrund mehrerer Faktoren varieren, wie zum Bel-
spiel des Umfangs eines Systems, seiner Komplexitét und organisatorischer Anforderungen

“...effektive Mallnahmen fir das
5.2.11 Alle relevanten Dokumente missen unter einem angemessenen System der Dokumentenienkung . ”
{iberarbeitet, geandert, Gberpriift und genehmigt werden Versionsmana geme nt... ,"‘\
f

o

ANMERKUNG Werden automatische oder halbautomatische Werkzeuge fir die Erstellung der Dokumentation verwen- 1
det, kdnnen spezielle Verfahren notwendig sein, um sicherzustellen, dass effektive MaBinahmen fir das Versionsmana-
gement oder anderer Kontrollaspekte der Dokumente vorhanden sind.




Configuration Management,
Change Management and Collaborative Modeling

@ ENTERPRISE

Versioning for EA

Working collaboratively Models is hard and Tracking Changes in

on a model is hard Models is very complex
error-prone

SIPARX
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Versioning in EA

* File Copy

@ ENTERPRISE

* Baselines
* XMI Export/Import
* Integration with VCS on package level (Lock/Modify/Lock)

SIPARX

SYSTEMS
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LemonTree © by LieberLieber
T

“In general, standards such as IEC 61508 demand the application of

o F i n e_g ra i n e d 3 _Way m O d e I configuration management. This refers to all artifacts, including UML

models.
Der LieberLieber Model Versioner is our key to revealing the changes that

d iff i S n e Cessa r‘y have been made to a revision.” , ,

TOP

ENTERPRISE
ARCHITECT

TOOL

* Change tracking is essential (¢

“Generell fordern Normen wie IEC 61508 die Existenz eines Configuration

() Fe at u re S Of VCS a re mir(;aeﬁe;wents. Das bezieht sich auf alle Elemente, also auch auf die UML-

Der LieberLieber Model Versioner ist fiir uns dabei der Schlissel dazu,

necessary for today’s = et
challenges

LemonTree®

Fresh Model Versioning
lemontree.lieberlieber.com

SIPARX
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@ ENTERPRISE

..and how it is solved by Vector

Traceability
Notation of safety-related elements

Configuration management

SIPARX
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Traceability

Tool-internal link 1.%
> TCASE

ENTERPRISE

N

1
1
1
1
1
T
1
1
1
1
1
\trace CREQ-ID :
1
1
1
1
1
na

ceRef DSGN-ID 0.*
= TCASE

\trace DSGN-ID

TraceRef CDD-ID

0.*

Source Files
0..*

\trace CREQ-ID

Implementation

Central Europe



Traceability

esignFea «Module»

° -’cA . . -
T oo 2 N
e Trace Dependency

* Trace EA->X

e Textually within notes \trace CREQ-1234, SPEC-5678

@ ENTERPRISE

* Trace X->EA

* |dentifier
* GUID
* Ownldentifier (DSGN-<Module><Id>)
* Automatically calculated (based on EA ID)
* Might be specifically defined by user (Alias)

\trace {2C0069A7-1AEB-4a70-B1l66-091A3A75AC43}

\trace DSGN-EcuM1234,
DSGN-EcuMInitInterface

SIPARX

SYSTE MS

C

‘entral Europe
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Traceability

ENTERPRISE

e Specification Overview

./ CREQ Traceability

SPEC CREQ CAD CcDD TCASE

SPEC-17394 [aLM] CREQ-1094 (Service) SubModule LinSM_General ServiceFunction LinSM_Init TCASE-6074 (CREQ-based)
Trigger LinSM _Init ServiceFunction LinSM _InitMemory

SPEC-17364 [aLmM]  CREQ-1096 (Service) SubModule LinSM_General ServiceFunction LinSM GetVersionInfo TCASE-6075 (CREQ-based)

SPEC-17356aLM] CREQ-1098 (Service) DesignFeature Mode Request Confirmation Timeout Handling TCASE-6060 (CREQ-based)
DesignFeature Mode Request Handling TCASE-6073 (CREQ-based)

SubModule LinSM ModeRegquest Handler
Trigger LinSM RequestComMode(FULL COM)
Trigger LinSM ReguestComMode{NO COM)

SPEC-104257aLM] CREQ-1100 (Service) SubModule LinSM ModeReguest Handler ServiceFunction LinSM GetCurrentComMode TCASE-6072 (CREQ-based)
SPEC-52068 [aLm]  CREQ-1251 (Service) DesignFeature Full Communication Mode Request Repetition TCASE-20432 (CAD-based)

TCASE-20484 (CAD-based)
TCASE-20485 (CAD-based)
TCASE-20486 (CAD-based)
TCASE-6049 (CAD-based)

TOACT A frAT lhmandAY

SIPARX
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Safety Notation

@ ENTERPRISE

* Where?
* Functionality (TSR, CREQ)
 Module
* Function
. How? g I
. SafetylLevel as Property (TaggedValue) Egig%

e Additional

* ShapeScripts Overlay
ol

SIPARX

SYSTEMS
Central Europe



Safety Notation

ENTERPRISE

e Why?

* |dentify elements for safety analysis.

Failure Failure . Prob. of  Prob. of ) . .
Cause Mode Failure Effect & curence Detection SV Rationale Risk  Measure
Shutdown

EcuM_AL_Reset (ASIL D)

ResetMode is wrong

Unintended Reset is performed 3 4 8 handled in callout SMI-145

behavior in a wrong way. because wrong passed
parameter.

Unintended Reset is not ResetMode is not
Invalid input . 3 4 8 handled in callout SMI-145
behavior performed. . )
implementation.

Unintended Unintended reset is

Inconsistent  Unintended Reset is potentially 1 4 5 ResetMode is not SMI145

configuration behavior not performed. handled in configuration.

Invalid input

SIPARX

SYSTEMS
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Configuration Management

@ ENTERPRISE

 What are the changes? (e.g. relevant for review, impact analysis)
e EA mechanism
e Audit
e Baseline
* Simple mechansims Crested 20170214 110941
° Create/MOdify date Modified 0170214 111727
e Extended mechansims Verson 10000
* Create/Modify version -
» DesignlLog/SafetylLog ] Loos
El Ij Changes
¢ L. [ BswmdChangelo
* Export & Compare - 3 Designlog o
* Focus on ,relevant” data. Lg Z;?;E;g

SIPARX

C

SYSTEMS
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Conclusion

* Model-based development uses a central model repository to
integrate all relevant development data

* You can create relations between all the model elements and so
fulfill the process requirements for traceability and consistency

* Tool data integration enables the reuse of existing data as basis
for further tools in the development tool chain (e.g. FMEA-tool)

* Model-based development with SysML in a context of 1SO26262
helps to ensure the process requirements and leads to consistent
system and safety specifications at the end of the day and a
improved time-saving workflow.

@ ENTERPRISE
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