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[* error.php

<?php

echo "<p>Error: " . $ GET['msg']. "</p>";
7>

<p>Error: file not found</p>

<p>Error: <script>alert(123)</script></p>
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victim’s
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hello.cgi
executed
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HTTP/1.1 200 OK

Date: Sat, 5 May 2007 11:52:25 GMT
Server: Apache

Content-Length: 39

Content-Type: image/jpeg

<script>alert(document.cookie)</script>
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K HEBHE— NS EE JavascriptiJURL,
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k55 =x 2Bk Rz AR [E % E /Y Javascript.
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<I-- test.html -->

<body>

<script>
document.write(document.location.hash);
</script>

</body>

R
http://a.com/test.html#<seript>alert(1)</script>
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<img
src="http://a.com/addfriend.php?id=123"/>
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> ?id=(BENCHMARK(100000000,
MD5(RAND()));




$sql = "SELECT name FROM users WHERE id =",
$_GET[|id|] . ""l;

LidBRYE A: 1 or1=1 --

&EifiER]: SELECT name FROM users WHERE id = ‘1’ or 1=1 --’

$sql = "SELECT * FROM admins WHERE name ="".
$ GET['name']."™ and pass=".9% GET['pass']. "";
ZHnamelJ{EA: ‘or 1=1 --

&EifiE4q]: SELECT * FROM admins WHERE name =" or 1=1 --'
and pass="
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$xml = "<USER role=guest><name>“ . $ GET['hame’] .

"</name><email>“ . $ GET['email] . "</email></USER>";

JR AR IZ = — FIX RIS R :

<?xml version="1.0" encoding="UTF-8"7?>
<USER role=guest>
<name>useri</name>

<email>useri@a.com</email>
</USER>
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user1@a.com</email></USER><USER
role=admin><name>test</name><email>user2@a.com
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<?xml version="1.0" encoding="UTF-8"7?>

<USER role=guest>
<name>useri</name>
<email>

</email>
</USER>
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http://m.yahoo.cn/log.php?c=web&u=http://www.163.com

http://test.aliyun.com/user/index.php?pre_url=http://www.bai
du.com
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$fp = fopen("image/{$ GET['filename']}", 'r');

* %O00%&) 112

echo file_get contents($_GET['filename'].".txt');
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passthru( ), popen( ), shell exec( ), system( )
system("ls -1 ${ GET['dir']}");
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Cookie

Cookie httponly flag
Cookie secure flag
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