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Armitage & metasploit ¢ & L1

e 12 WEERAAFER, thabang.

THZ 5, By T RARMBIRIHE g — AN N8 1, i/
NG 2 A B B, AE M Z SRR IR, Bl ai M, — Bgo A
RIS, ISR MGG A2 an 5 7. BEEAA REHRTIX
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E=EHEME
3.1 #iahfE BEE (R4 fE BUcEe)
3.1.1 whois 7]

aidu.com
15 baidu.com

Whois Server Version 2.0

Domain names in the .co
with many different co

al URL: http:

Name: BAIDU.COM. S

3.1.2 Netcraft
Netcraft f&— A~ jT FL i i1 TH Chttp://searchdns.netcraft.com/)
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Site http://www.baidu.com Last reboot unknown EA Uptim
Domain baidu.com Netblock owner CHINANET Beijing provin
IP address 220.181.111.147 Site rank 457
Country = Nall] Nameserver dns.baidu.com
Date first seen November 1999 DNS admin sa@baidu.com
Domain Registrar markmonitor.com Reverse DNS unknown
Organisation Beijing Baidu Netcom Science Technology Co., Ltd., 3F Baidu Nameserver Beijing Baidu Netcom Sci
Campus No.10 Shangdi 10th Street Haidian District, Beijing, Organisation Campus No.10 Shanadi
100085, China 100085, China
Check another site: Netcraft Site Report |+ Google
Gadget [More Netcraft Gadgets]

3.1.3Nslookup

mail
mail
baidu.com mail

Authoritative a

A AE I 55 2%
%i: rﬂX‘ﬁﬂﬁ%: $3#¥H&9§%§ﬁ3§%
A sk IE R RNT

3.2 3 HUdE

3.2.1 f ] nmap BEAT i 1114

A AR TIR AN B AR S5 M2 R AR SR Y
-S i & R AT — IR BRI top F14
-Pn ANEAE ] ping TR LKA

NMmap . org
.mshome . net

101 (Unknown)

(1 host up) scanned in 4.3




0 (SSDP/UPNP)

e could not find at least 1 open

rfo:microsoft:windows

rect results at http:

3.2.2 {£ Metasploit =/ i Ko ¥ 2

nm

XHEA f/NgER, B R, ESE 2 )E 3l postgresql £
FEHE msf Bk % 82 postgresql %4 72, (B IR bts HLE A msf
FUERIAIERE T postgresql $odi 72 . BE I R AE 25 3 31 postgresql

i&ﬁfﬁﬁﬂ‘ﬁﬂiﬁt&ﬁ%ﬁ o

connected to msf3

ﬁ)u TR BEE W E R BT I .

A B RO
root@bt:~# /etc/init.d/postgresql-8.3 start

msf > db_connect postgres:toor@127.0.0.1/msfbook (]
1.4 nmap it (1) 45 2R F N\ metasploit

i FH -0 X LI HEATFI48 4 huting.xml F) SC 1

(J5 ) postgresql il /)

32 postgresql Zidk e
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root : nmap

it HE OEF FTE O=®
rootgbt: -# nmap -Pn -sS -A -oX huting 192,168.137.0/2

(SSDP/UPRY

we could not f

«z LA 137mﬁxlﬁﬁi’ﬂﬁﬂ
Xml ﬂﬂﬁiﬁw: ﬁamﬁﬁ db |mport uwhﬂﬂﬁ%)\ﬁéﬂ&rﬁﬂ

f = db_import hu+1n|

VE; BART A A BLTH 2 db_hosts, $21X B )& hosts, hosts -c address 1X /& & & 4.
XA, BB, B AR YL TR
WA IR VRE msf il GERA db_autopwn , EATRT? |

WRpe] © ANAE X B PEAN B S
http://hi.baidu.com/%D5%F1%CF%A3/blog/item/92¢c32a4816fc759db3b7dc76.html

B ESos ok 1.


http://hi.baidu.com/%D5%F1%CF%A3/blog/item/92c32a4816fc759db3b7dc76.html

name 05_nName

comments

huting-PC.mshome.net Microsoft Windows
Linus

ttpp.mshome . net Microsoft Windows

e w2 msf> db_autopwn -p -t -e

B MRS R B S RO S

2.5 2% nmap FIHEE T tep R
AR RELETRATE 80— & FHLE ip Huhk, X HARUEAT A R )4 o
B SR top 28 R ER IS N L

ia anner/ip eq

> Use al

mst
msf auxiliary (ip

Module options (auxiliary/scanner/ip/ipidseq):

Mame

INTERFACE
RHOSTS

RPORT 6 yes

SNAPLEN 65535 The n
THREADS The n
TIMEOUT 500 The

msf auxiliary (ipidseq) =

BB R
vE: RHOSTS J&H#x, L& —&FEN, Wbl —PMME,
XHE—AMEr, THREADS &4k, X H %% A 50.
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msf auxiliary(ipidseq) = run

execution ex |:'i|";."
execution ex |Zli|"i"

s
#4540 192.168.137.142 X & FHLAF A, v HILAE N 25N BV H b EHLIEA T H4

Incremental

La el 8
filtered ports

MNmap:

MNmap:

Mmap

MNmap :

Mmap

MNmap ) @ ziblos-55

IETE C 1 hit Microsoft HTTPAPI hitpd 2.
Nmap: of + I iy

T | “0:00:01 (Unknov

MNmap:
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name 05 _name
info comments

huting-PC.mshome.net Microsoft Window:

Linux

ttpp.mshome. net Microsoft Windows

name state info

Microsoft s RPC

Microseft HTTPAPI httpd 2.0 S5

Microsoft HTTPAPI httpd 1.0 S5

AE 21 FE LRSS
3.2.3 1 f] metasploit 347 5 34

XL HSIE metasploit HEZEHE AL 1y st 748 T 5,
S A metasploit [ SYN i 6 28 %0 BN EHLEE T — UK fa) B i 41 41
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= use auxilia
auxiliary

Module options (auxiliary/scanner/portscan/syn):

Mame Current Setting Required Descrip
BATCHSIZE

INTERFACE

PORTS 1-10000

Ves

i
set THREADS 50

TER DPEN
TER BPEN

WESH, BT
3.3 B PEFI 4
3.3.1 RSG5 AR I BB (smb) 4
Msf Fl H] smb_version #iE kit [ X 2% 3+ 3R H window & S8 A 5

nsf on

WEZH, 81T, (F: LS4 THREADS nJLLIRE M), BROIAZE 1, ®EBK
AR O
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msf auxiliary(smb_version) = hosts

mac nName 05 _name 0s_flavor os_sg aurpose  info  comments

auxiliary

XHRAEEN, RXBEARAAMEKRT? 22272

3.3.2 R B A 4 f¥) microsoft SQL Server

ql_ping
v options
Module options (auxiliary/scanner/mssql/mssql_ping):

Mame Current Se

e MS sql 222 f5 BRIA R T tep (1) 1433 i 1

HIX B TSR R, BT, LIRS E .

U0 £04.0F4 144 LT£. LU0, L3700 e T e e ot uur 43 oUWl LE PUl L. 2/433 LeEsLl
659 284 .097377 192.168.137.60 SENE0 RITIRT upp 43 Source port: 39287 Desti
660 284 .097720 192.168.137.60 58.20.53.249 upp 43 Source port: 47231 Desti
661 284.097929 192 .168.137.60 58.28.53.253 Upp 43 Source port: 34554 Desti

662 284 .098301 192.168.137.60 58.20.53.250 Ubp 43 Source port: 34921 Desti

RORRANM L, HATHERSATIDR Y, Br DA ST . P AIRGEAS il RE2 M
X IR i) L

3.3.3 SSH AR 4544t
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Module options (auxiliary/scanner/ss

MName Current Setting Required

The target address range or CIDR ider
‘ The target it
THREADS . The number of concurrent threads

TIMEOUT 3C yes Timeout for the SSH probe

(ssh_version) = set THREADS S0
> set RHOSTS 19
= run

" wersion: S5H-1.99-0OpenSSH_3.5pl

X AR g, WIS A

P XA RS VRRAT, AR PRS2 %% TANFE AN T
SERIA, G AR BB — MR 8 AR Y openssh ik &5 #2 17, B4 dx 4t
i I ssh_version $1415 21 11 25 F ] BEXHRIEH A M E

3.3.4FTP 94

Mame

FTF

) > set THREADS 50
version) = run

19 1 FTP Banner: '220-Microsoft FTP Service'xOdxl 0 http://hi.baidu. com/Mxd
Shflhcf xOd\xla’

ﬁi%%:E%ﬂw@ﬂ%ﬁ%%%Fﬁﬁﬁ%,ﬁ%%ﬁ%ﬁﬁ,ﬁmﬁ%—
sk, A ftppass F1 ftpuser, Xt e FHRERE I H F 2 R85

3
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3.3.5 fj B L (SNMP) 94

msf = use auxiliary/scannerssn
msf auxil )

Module options (auxiliar ner/snmp/snmp_login):

Name

opt/framework/msf3/data/wordlists/snmp_default_pass.txt

The nun

= set RHOSTS 10.2.27. 254

np iuiln = Fun

LGLSHHP - [001/118] - 10.2.27.254;16L - SWP - Trying public.
[+] ShMP: 10.2 communit ‘publi i
‘161SNMP - [002/118] - 10.2.27.254:161 - SNWP - Trying private...

iSpirits624GX XX AN H BEalE A3 a— 1, fHA1IX 2

F-TiSpirito624GXa73ad]l, - BRtB - Tles GRHlD BRAT

ww_lenovonet .comdaspiproductdetail asp?productid=195 - T HRES
B AEE TiSpintab24GXa FAyRsdm O ik BRI RS 2 AR BHiER
Ao RAlFAATHTESEHEFEAETEETRE, AnikiEAE

P EJEIC: SNMP A REGE BE B (8 2 2%, (A HI L T 3&E AR E 14
W o SNMPVL Flv2 RAEMEHE 248G, (FPajAms T —2RiE)

vl fllv2 BARGE A E AR, 35 B, 1% 5L S B (R 2 0k T
] ] !

3.4 %5 3 A2

HTA NG, 0L ruby JIATE S0FRCH I, RE 04, s
FEFEMEA T T o DI HL A S T8
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AN SH=FYFAIBA T, KMAE . #14, HEXEARE,
AT, BEIAT A SRR PRI 5 25 AT AR T EAHET,
AEIEA LR IR SRR, &0 VP E R RO BT . AR,
B AT VRN T

ERE o R EER ]

4.1 FEAR PRI
XA AU C )

4.2 fiff 1] NeXpose

ARG NS, 78 BTS A Ao RN 2811,
‘©A window FRAFN linux filgAs
XAE N, B LBEEIT!

http://www.rapid7.com/vulnerability-scanner.jsp

XHHA AL T, FHIEL

-

The installer is comparing your system settings to re

X NEXPOSE

Hardware requirements
< Intel 1 Core(s) @ 2,394 MHz processor was detected.,

x 1,864 MB RAM detected. 2,048 MB is required, 4,096 MB is r

Welcame

* System check .
Software requirements

«F Ubuntu 10.04 operating system was detected.

License agreement
LUser details .
o A supported kernel version 2.6.39.4 was detected.
Type and destination . ) .
< SELinux is not active,
Account details

WAEAE, R TR B3 4G MNAE, R —IEA 46, —MEUNIE 4G,
MY FRA- AT AR | IR B AT F A2 2 i TH T, HERE A aE X R PRI oy LLA,
AN A ] DL R A, B EERT DR, XA Z T .
TR — s RSERUG, AR T RRARAR RS ANAITE I B 3 B e, WTHT L e I T HRRAT]
JEHEN AN THEANL . 25 G, RaT T FF— MRS, FA Qb
https://<you ip address>:3780 T .
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4.3 {# ] Nessus 347494

XA THIM BTS H Ax, XATAMEA 2 RBMF AR, (BIHRBELEN, He2%.
E o LB PRI AUAE SR, 85— B — R 3t ok 1o

JFUEIE L 252 5 hitp IR45EN apache start

k| trac

t apache start

t apache stop

®

ck Linux j Off

/e Security §,Exploit-DB M Aircrack-ng SESEORG.org [mMu

Nessus’

Username

Password

Login
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i
o

&  ® 102168.137.60  https://192.168.137.60:3834 @ |[&] - ==

[+

& MNessus

@ poad

Status Last Updated

ot e un e

Completed Feb 28, 2012 22:36

1hack29

R RAEANLEST IR, LA RIS 95, XA T H Bt Al 5. 20 mise
W B RE 7, WORARSCAEAJIIE v A2 W B LT AL

4.35 ¥4 45 L 3\ metasploit HE4E
JeERE, NIRRT Report, IXANARPGHIRELAE .

msT atus
| connected to msf3

msf > db_status

[*] postgresqgl connected to msf3

A S T IEREAR I, ARG, A& HARE ip Huhik, 2R3 k55 #ow LL A Nessus
75 H b5 LRI 2

4.3.6 7E Metasploit P58 H Nessus #EAT 474

for Metasploit 1.1

r mmand listing
us

AT load nessus fir & Nessus i, X FLIRGAFE L EX 2M, HT M N IX BR
ARG T, SR LI —
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4.4 & il s
441%MTSMB Bl

anner/smb/smb_login

y login} = show options
Module options (auxiliary/scanner/smb/smb_login):

MName Current Setting

KGR T, AR, XEEHARA? 7 B R IXMEE B AR
XA — AR

o

4.4.2 I HH VNC =¥

Module options (auxiliary/scanner/vnc/vnc_none_auth]:

Mame Current Setting Required Description

55 range or CIDR identifier

THREADS 1 Thwuhmnm{ of conc

auxiliary(vnc none auth)
PR, AR EHSH.
auth) = set RHOSTS 182
e _auth) = set THREADS S0

Lary (vnc_none_auth) = run

msT auxiliary(vnc_none auth) = run

ted authentication method found.

Ok ik T, @%EA%ML A R, WIS S, BRI, TTRER
XA vne BUB TIE T AR EATIE ETH¢§L% WW!%%W!
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]t o AN TR AR AR L AN — DI AR B A B S 1 o
AV FEN DR T A T, 8 U W VR
ill B IXAE R T

4.4.3 FFEIFHAT X11 554

X1 RXBUEWr AR WL, 5 B2 i Z BN, ZIHI RS2 M
2% i ffass ity .

ARG H !

msf = use auxiliary/scanner/x
msf auxiliary (o 1)

Module options (auxiliary/scanner/xll/open_
Mame Current Setting Required Descriptl
RHOSTS yes The target address range or CIDR identifier
RPORT 5000 yes The target port

THREADS 1 yes The number of concurrent threads

auxiliary (c

msf
]

TEIRVGIE AU R L 3XAS X1 RS #% , FRELAE LB IMEFE A,

B EJLVPERAR]— 0k, BHOELF G, B TAMEERE R,

KAWL, FET AN T, BRI, AT . AXEBMA LD
R PARRN A I, ME— 1 RUBR

http://www.freebsd.org/doc/zh CN.GB2312/books/handbook/x-install.html



http://www.freebsd.org/doc/zh_CN.GB2312/books/handbook/x-install.html
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4.5 P4 AT A sh ik B

Wi !X R R AN H T — 8T, REAEECE T

i EJR3C: Metasploit [ autopwn T G862 7 81648 H br, HAIH O IR o H s
A, 6 HAREEAT A B rEE Bt
] db_connect B —ANET OB A (7 XD AT LIS, XS TR SEEE A B 25
i db_import 5 A5 R 5 o

X HLE AU db_autopwn FTT 5225k
-e XTI H AR KA BT

-t o T A UL AT AR

-r {4 S shell ()2t &

-X AR I P e AR B

-p AR I P B A

BRLEBER LK

WET, fF......




