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@ kali-linux-1.0 5-amd64-mini torrent 03-Sep-2013 10:50 2. 1K
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@ kali-linux-1.0.5-armel torrent 05-Sep-2013 13:19 123K
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Boot menu

Live (amd64)

Live (amd64 failsafe)
Live (forensic mode)
Install

Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry
Bl 1.4 2t

(2) ZFtH A2 Kali 5] 5 540, 1% i 222507 30, X BLiE$# Graphical install (
TES 3 I, K S 1.5 Fros gt .

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified)

ARz (A7)

Chinese (Traditional) ARz(5E)

Croatian Hrvatski

Czech Cestina

Danish Dansk

Dutch Nederlands

Dzongkha Em

English English

Esperanto Esperanto

Estonian Eesti

Finnish Suomi

French Francais

Galician Galego

Georgian Jatrmaemo

German Deutsch

Graal FAlmune i ]
| screenshot Go Back Continue ]

L5 EFIES

(3FEIZ TR R 2225 RGE , IX HLi% % Chinese( Simplified %1 . 2R 5 #5117 Continue
e, HRosE 1.6 B St .
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A BRI LA E R I
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(100 Z SRR EMR root H L. AT 24k W, @UOE — M EEE R
MRS, BB e e Pl 4k 424, KR 112 Prosi .
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SCS13 (0,0,0) (sda) - 85.9 GB VMware, VMware Virtual S
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B 1.20 QB SR Ee e
(18) % FH on IEERL B B/ B Es . BB S, B aatnE 1.21 i) FLm .

1% GRUB REZWEE

(E'E?&)ﬁﬁﬁﬁ’ﬂ%fﬂ%f%ﬁniIﬁmtﬂﬁ—ﬂ’ﬂlﬁfﬁéﬁo MBRURML, EREALIZSNE GRUB BHE | SRR SR EEANIEIFIETE
MBR) L.

B ARTELRTRETNE LEURD FEN L ERERS. ERE5 SR HNFUITEETIRERITTE R, (O], SR
EEFiEE GRUB LIS TE.

#7 GRUB Fat5| FEEHALEI FIER (MBR) 14?7

O &

| REmAE

K 1.21 ¥ GRUB B35l S 23 E5 $idx% (MBR) Lig?
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(19) Rz 4782 1R GRUB JA )51 928 %% 2 F 51 910K (MBR) Fhy? JXH
AR R RME. RJE R C4ks” 1A, R RoR i 1.22 PR B SE

% GRUB REEZHES

%% GRUB F5| 58

FEGHE{T "updategrub”...

K 1.22 ¥ GRUB %35 Ehf 4
(20) PB4k T 2285, 223558 GRUB Ja, ¥ S 1.23 A A .

EREEHE
BEETH
@ RETREERM, FRESEATNFRANNRT. FHACSTETRENACES, F8), LU S ARREnEE
FBESR.
| meEsE [ Em i

K123 #RIE RS LT

(21) WiZFHE AT LR BIHRAE R O 2R e iR TR, & Z R R st T E R 4t
1o FTRL, Hdy “9kE” $2AH, SOROREERE, JFERTREMRERS, WA 1.24 P,

ERRESE

AR TSR

IFfFiZ{T removeive packages. ..

K 1.24 iRt

(22) MiZFHI AT AR B IEAESE R 22t . e bR g R, o S 38T 5 3 7 1
THIERG. MINBSIAGUR, R s 1.25 Fros i) Ftf .

(23) FEZFHIERE XM 4. TR RGP B QIR -, B
PUX B R 7 Al SOARHE, Jeif By “JLAh” G0t, Kyl nin B 1.26 Fros i i -

(24) FEIZFHBMAERAGHIM 4. XRENEHEHI root, SRJFHdr “HR” #
H, ¥ RoninBEl 1.27 Fosi At .
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Y
N \
" \
kali
\ kali

ali =it Hith.
=2 . oooooo|
BRE : [root
S8 v BUH k=
Z 8 BUiH B3
K125 BRRSZ K126 AR 4 127 fANEFH

JERD

(25) AN LE T root Y, ZH 2L ZHIRIE RGBT R E W
i MAEWIE, By g7 . WRMINERARGE, KERIWE 1.28 Frsis
1 o

wark #E € 115 6 HEHIM 10:17

Computer

HATNNINUR

K128 BEFRFENAHE
(26) MEFNZIAMEE, s root HP RGN T RA. MK, 5ol EZEE RS
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HHSZlf WKL @i J o

2fE R U #1223 Kali Linux

M PIEY BN R E R AR, WA IR, BT DMEH U SR, JEH
8 Seai e ST, A (8 U B 2R s R . T TR A 28 a0 SR U % 2226 Kali Linux.
FEAEH U #2235 Kali Linux Z 81, FFEMULANES T/E. W FFR:

Q MR — b 4GB ik fit.

O F# Kali Linux 9 ISO 1.

QO TFH ¥ ISO XS5 U RS TR, X B %A Win32 Disk Imager [ 1.

H.,
Bl E TARHEIF 5, sk nl b2 Kali Linux 3#E RS 7. W Fn:
(D BRI AEAR—& L L, %R)5)53) Win32 Disk Imager T. &, KB /R ik

1.29 iz 3 .

N

%2 Win32 Disk Imager =RR=R x|
Tnags File ToAas

| ] -

Copy | [C] MDS Hach:

Progress

Version: 0.9.5 | Cancel Read Write

Waiting for a task.

Kl 1.29 Win32 Disk Imager /& ) FL I

(2) fEiZ S o B bR, 1% kali Linux £ 1SO SO, # Eom in& 1.30 Bras i A .
(3) BER, TRz R Write #7240, B Son &l 1.31 frioas gt m.

f %2 Win32 Disk Imager =NNCE X

1inega Lile W %% Confirm overwrite &J

H:/TS0ERR S /Kalif1. 0.5/ kali-Linome—1. 0. S-andfd. iso [D:4] = =
Writing to a physical device can corrupt the device.

Copy | [E] M5 Hash: l"‘ (Target Device: [D:\] ™)
Are you sure you want to continue?

Prograss
Version: 0.9.5 | Cancel Bead || #rite || Ewit
B 1.30 ik 1SO 3Cff SRR TUNCUN 6 EE I Sk AN o

(4) ZFPR 2 ST B EEYE S ANF] D #4157 X B Yes 141, ¥ B
1.32 Fros B At

(5) MZFH AT LUE BIELE A H AR & 5 ANEWE . SAERE, BEaE 1.33 s
ST
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[ . Win32 Disk Imager ‘-:-EI-&
Tnage File Teviee
H:/TSORE R /KL /1. 0.5/ kali-Tinnx-1.0. S-andbd. is0 [£3)[[0:4] ~ |
Copy | [ MDS Hash: £ Complete [
Progress _ )
= o '0' Write Successful.
Version: 0.9.5 | Caneel Read Write Exit
10.3042MB/s
Kl 1.32 FiaE NHdE K133 SIS ANl
(6) MIZFH AT LAE BIE H bR BRI S AN . ey sy OK 24, Fak [=] 211
Kl 1.30 s By 5t . 285 Bl Exit %4, J¢H] Win32 Disk Imager T H.. S8J5, FHHEAR U

Lo

(7) BAE, BRIA BN ISO XN AR U #if S48 Kali Linux 240N E.
JAsh ARG E BIOS MERC NS — B30I, SAJE0R(F BIOS W B IFEFHIRGE, KiEn
W 1.34 AT A4

-

AL LRI

Boot menu
Live (amdb4)
Live (amdb4 failsafe)
Live (foremsic mode)
Install

Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry

K134 Z3EAm

(8) 1%t /& Kali Linux {22258 S o IX I 1) 222 7 vk, FIHT I 1 22256 77 AR R],
REAHENA.

1.2.2 7 VMware Workstation _E £ 3£ Kali Linux

VMware Workstation #& — X D) BE 5 K 1 5 1 FEFUL v RMLEALE o i3 7o v A FE B — 1)
S BRI AT A RIREAE RS, I BT DT 5 A& Wt 562858 B SRR 7 55 . VMware
Workstation ] 7E—# SEAARNL A _FAHL e BRI 46 38 5E, DL AT (8 T BRI LAs . 9 H
FUEAE GE R IENL AT DL B E RGN, 7 VMware Workstation 22358 (E R 02 —
AFEEEE . EBENAR, HAEFREZA B ENEARENL, I HRATT BRI Frik,
FH AT LLE VMware Workstation b 222 AN[F] (3AFE R 48 T K/ 23 7E VMware Workstation
223 Kali Linux #1F 2%t
(1 ) F # VMware Workstation # fF , H T #H # #t K
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https://my.vmware.com/cn/web/vmware/downloads. % 4X1F H B E8ATHI A2 10.0.4, FEF
T4 1.35 s

( — EI é
e |W https://myvmware... 2 ~ C || m TFEE VMware Works... ‘ | }LT'U\ '::3' ¢

~

WHEFITE R EEW IS0

#m

Vv VMware Workstation 10 for Windows

VMware Workstation 10.0.4 for Windows

v VMware Workstation 10 for Linux

VMware Workstation 10.0.4 for Linux

Kl 1.35 % VMware Workstation

(2) MZFH AT LAIE S|, VMware Workstation 1] LA 7235 7E Windows F1 Linux R4t
RGP Z A %255 3] Windows #EE RS, FrLLiE$E R4, VMware Workstation 10 for
Windows. #5585, I N BARTE IR R AT 2235 o B 1) 2 3 Tk EU IR
B, X HEAHAT IR

(3) Ja3l VMware Workstation, #Z7~1K 1.36 At~ B S

’M VMware Workstation = | B é‘
X REE EENV) ERNMV EERM EEH)
P-lo O D= |

Workstation 10 @

F] | smEeEsE
ﬂw P — [I |, GEEEsE ISR,

ERUETRL

\I ﬁ-‘g IR AR RN

L | [E— P

J | | 8% VMware Workstation HIEHEESR.
"

K 1.36 VMware Workstation )& 2l i [

(4) MZFtE AT AES], AN BT LR . X EL R “ a8 il Blbs,
K Rt 1.37 Fras i i .

(5) MiZFtEATAES], Son 7R 88, okt “ i A “ e 7 . g
i “ A 07 R NE, P eHEFa s B ERCE . XM “ A 3k
B, NE R R b7 1L R BRI IEl 1.38 Fro i St .
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e J‘ =
FEEPUEERSR
AN, EBRERG - SHNTEEEFNRERS?
i £ A 3 2 EE 4L L1 2
TR
O FHRFREAR(D):
FERIB A AR ? 5 DVD RW EE1E (G:)

° sAIGEE)NT)
i N RS EE Workstation 10.0
FEhA =

D TR R AR (s0)(M):

D BEX(EENC) H:\ISOfE {2 3714 \Kali\1.0.93\ kali-inux-1.0.93-amd64.iso
vmware B e RS EAA

Workstation © PHETHIBERLA(S)o

BEMEHNEEE— TRIEE -

: [<t—s® ]| [F—2m>][ ms |
20 | [—m=] [ _mA ] '
K137 Hrd e K138 iz P HLERIE RS

(6) ZAMILFZRE P HIRERGN T MEF I LER], $24t 7 =F5ik.
KHEERMEH “MEZEBEERSR (S) 7 &, AEHRE “ 357 &4, BErwE 1.39
B [ ST

(7) {EZFHE 2R RGMAA . X% Linux #BIERS, WAN “He
Linux 3.X W% 64 fi2” , SNEHTE “ N7 &4, ¥ SR 1.40 Frai Fm.
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BEETANEBERS P
LA RS T R R E R preci ol

EREFERR

Microsoft Windows(W) AR (V):

_) Microsoft Windows(W/ -
@ Linux(L) I Kal Linux 1.0.5

_) Novell NetWare(E) )

7 Solaris(5) fum(L):

< e 550 HE\EE AR PR R G \Kal Linux 1.0.5] Eroe

Saliid TR T B MR

MrR(V)

[t Linux 3.x P4 64 fiz

<t=50 | (T=pw>] [ ms | (<t—s® ] [(F—sm> ][ s |

K139 EFFRIIRIERS Kl 1.40 w44 HESIAL

(8) TEXFHI AN EIE —A AR, HIREEMP A E ., wE TG, B
RN e, HEAIE 1.41 B A .

(9) fEZF W BHAAE. WS VA S8 KRR, @Ok B RS
BHAA, BRERERAEAL. XBERENSGB, NEHidy “ F—=” &4, KR
Bl 1.42 P B 7
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FREHAS =)
P DR R OIS
R Sk 7Rl BIERRINAL o SRSATSEEAE Al Lnux 3.X 194 64 fizo
SRR — A ST LA -« SRIT B R A TSR S aRR L
o B TR S AR « 3 PP o
I 230 Kal Linux 1.0.5
- oE: He\BRIAR fE B \Kal Linux 1.0.5
BRS-GBS 5000 = = o AL BRERSR ] Lo
B B Linux 3.x P 64 fi BRI 6 GB BIERG: £l Linux 3.x 1% 64 {2
s 80 GB, #f7
O R T 0) iE: 384 1B
o bl iE B NAT
O SRR BB AT M)
HimgE: CD/DVD, USB i% . FTEM4N,, B
SHRER: SR BRSO, Doliar A Ea AitE I RS, STEL PR
e
| : [ oex@eo. |
e (ct—2®] [(Fm>] [ =& | l<t—@ | =& || @=# |
Bl 141 fREMBAE Bl 142 CHERLFEI2ELHL

(10) ZF IR 1 AT G VLRI PRS2, B BT DAEERAE RS 1. 5 Bl
“SER HZEL KRR A 1.43 Fos S .
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I Kal Linux 1.0.5 - VMware Workstation (=] ||
IR REE BENV) SNV EERT O EEH)
¢ Q ¢ | O = =
Enl () Kal Linux 1.0.5
(1 Kal Linux 1.0.5
P TR IERIAL -
Cf zgsnngs
v igE
i 2GB
[ 42 4
=t BRE(SCSI) 80 GB

*JCD/DVD (IDE)  IFFEfERIzH...
e msEEm s NAT
UsSB 58 =T

m

&=+ Samel
= FTEN =T
L l=ae] EnmE
v EHIERES
- fEiR W B
TR N FT s AT AT, BB HASHITEEEES\Kall Linux 1.0.5\Kal Linux 1.0.5.vmx

RN Workstation 10.0 E=HIH],

K 1.43 Gl ERINL

CLIDZAHE R T H a2 BRIV VELNE S . 32 T SR et AT LHE £ 223 Kali Linux1.0.5
PERSG 7. (H&, £%%% Kali Linux 877 B2 E —8ES. £ VMware Workstation 7
Fr s “AGiBERNIRE” , R 1.44 FrosiAm.

J—— T e AR S W RS WS W e - &J
S — - - — — —
W | %A
- 5= i y
= LI ﬁfggaéﬁ&tﬁmmmmﬁgo PITEA i 4 MB
[ ahms 1 Y
e TR (SCSI) SD_GB AN 7R (M) 2048 = MB
) CD/DVD (IDE) =R
ErFsiEms NAT caca
&3 usB 5 = 2ce
&5k =Ll e
=FTEM, T .
HeTE ;izﬁ!lll 8Ge * = s
- 468 (Bt )T
ses REMRTEER )
168 12176 MB
512MB a4 @ EB‘CP‘]T?
! 256 MB 384 MB f
123 MB
B4ME O e B AN RGMTE
32MB <] 32 MB
16 MB
28MB
4MB
Fm(A)... (R
[ [ mm [ mm |

K 1.44 BRIV E

(12) fEZF AT LA E N, PSS, MEER M. B i, %8
“CD/DVD (IDE) 7 &I, K EnunfE 1.45 Frosp St .
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°* 24 . Kali Linux 28K IBFMARHFE (REBHE R ——daxueba.net WA PR A
[ AR
v = BRI
. 7 2 GB ZiEH(C)
[ shiEse 4 V| BEnREE(0)
et 15 (SCST) 80 GB
JCD/DVD (IDE) EE | i
%W%iﬁaé% NAT HERYEEEhE(P):
&2 USB $EilgE T =
&+ Bt S
=FTENH, TF1E ® M IS0 BBIr(M):
SETE Bafiall S\kaiinuL.0.5amdedisd - | HE(E).. |
| = |
[ ) | | 3R |

Kl 1.45 IEF 1SO WG Tt

(13) A WA AMNES “fH 1SO BUE 7 Jaigke, Jred “W%” 124, ik
#¥ Kali Linux1.0.5 BGOSR “Hie” &5, KRR 2K 1.43 frosp)stim. bk
B, minT PAFUG 2234 Kali Linux #:4E R4 .

(14) 7EE 1.43 s “IFE MBI dr 4, B iiam— AN E O, wE 1.46 .

»

AL ELOIRS

Boot menu
Live (amdGd4)
Live (amdGd failsafe)
Live (forensic mode)
Install

Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry

B 1.46 2235
(15) MR}, #taT PAE VMware Workstation | %23 Kali Linux HE R T -

1.2.3 %% VMware tools

VMware Tools s& VMware FEFUHLH A7 0 — PG R T H . &2 VMware J{E K3 55
PR KA ERE, DA FRE B UALS N2 IRBIAET . RAATE VMware HEHIHLH %
%I VMware Tools T H, A GeSCILFALE ML 18] ) S IL =, R AT SCRE B A )
Dhie, Rbrt I 7E LS VL2 18] 3 B3 CRH % Cul+rAlY . | A2 %% VMware
Tools HI77 V2.
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(1) £ VMware Workstation sRHF=H, WK #E " MEJAIL” |~ %% VMware lools...”
i, A 1.47 PR,

EHALM) | FERT)  EBEH)

O =E 3
") EIERNEE(D) »
== Ctrl+Shift+P

CO  HEE Ctrl+Alt+Del

A Ctrl+G
e HREEN) »
BERREC) Ctrl+Alt+PriScn
TRV, .
& BEM) »

£ VMware Tools...

[T 2= (Y Ctrl+D
K 1.47 %% VMware Tools

(2) H:# VMware Tools 2232 #|/mnt/cdromy/ H %« $UAT A7 2 U1K Fiow:

root@kali:~# mkdir /mnt/cdrom/ #ORIER =
root@kali:~# mount /dev/cdrom /mnt/cdrom/ HEHRKIZF

mount: block device /dev/sr0 is write-protected, mounting read-only
BRIV EREHER, F£x VMware Tools 223 F2E 38T T .
(3) VMBI AL E, MR 23R T VMwareTools. AT @241 K Fros:

root@Kkali:~# cd /mnt/cdrom/ #YHE R
root@kali:/mnt/cdrom# Is #EERHRERTH
X

manifest.txt VMwareTools-9.6.1-1378637.tar.gz vmware-tools-upgrader-64

run_upgrader.sh vmware-tools-upgrader-32

root@kali:/mnt/cdrom# tar zxvf VMwareTools-9.6.1-1378637.tar.gz -C /usr #f#]E VMwareTools

REREF

AT LA Edr 2 )5, VMwareTools 2 /7 8 4 il e Bl jusr Hgdr, HAER—NEN
vmware-tools-distrib 9,

(4) P)#3] VMwareTools ) H%, BT ZEERF . PATHAUW T ATR:

root@Kkali:/mnt/cdrom# cd /usr/vmware-tools-distrib/ #)#a EH 5
root@kali:/usr/vmware-tools-distrib# ./vmware-install.pl HBITRERER

PATLA B A e, oI . XN “RIE B, B BRUVERTAT . R T
RGP 2% Linux WAZCKSCHFRGTE, 72226 I AR @S, NAZHIN noo R B
TN:

Enter the path to the kernel header filtes for the 3.14-kalil-amd64 kernel?

The path " " is not a valid path to the 3.14-kalil-amd64 kernel headers.
Would you like to change it? [yes] no

FEUL B AR, FIN no 5, AF4KSE 2% VMware tools. HIARAELL L Al F 2 T
Bl ZE BRI, R TETR GRS 2
(5) HFRENHENL. R5, EMHURPBEHL R ASEBUE 6], RS At

1.2.4 HERIERS

H1 T Linux /& —MFEF RS, B AR RER A BRI, M H. Linux K478
PR A RZ AL AN BT SR IXAFIE I X Linux SEAT A EBEAT 8T, AUnT LS _EALH e iR
o QR BT R GE M RRCABARIS 8L SR AT DL E T R B oA R S R IR
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LR 52 TR E R

£ Kali Linux H1, F P 0] AR i 247 2 0 8l R SN MO R S A R R E R G T
T2 B G IX PP T

1LERREARBIERS

FERT T 23R RGIRCA R 1.0.5, T IR I S A i) 7 R A ik R 4t
FAREAE LR T PR

(1) BEYHHEERERA KNZ . AT 200 N s:

root@kali:~# cat /etclissue HEERIERGRIRA
Kali GNU/Linux 1.0 \n \I
root@kali:~# uname -a HBEENZER

Linux kali 3.7-trunk-amd64 #1 SMP Debian 3.7.2-0+kali8 x86_64 GNU/Linux

Mo (5 S, AT B8 RS A N 1.0, NN 3.7,

(2) ERE AR IGER “NHBET” | “RGELR” | “BR4HEEH” a4, HirinE
1.48 JIR 51 o

8)Wﬂﬁﬁ?%mEK%U%H%F%%EE&&%%WOﬁi%ﬁ“%%%ﬁ”
A, KRR 1.49 Fros i) S .

YHEF ™~

b 78 A EHTH
Uiﬂ B EHATEERAPOMR . SRR LI,

7 802,11 WEP and WPA-PSK key cracking prog...

_.';.\ ﬂ#iﬁi'# EuﬁumFgﬂiﬁﬁ 7 commandline package manager
A B DEEE RS RN, ) ¢ related util
HFELEE , MG LSRR B 65 TR R ENRER. o e 1aq ) Programe

[ . Delayed job execution and batch processing
HUH(C) || #AEE(A) v

7 Common CA certificates

7 GnuPG archive keys of the Debian archive

(ORe=%7=08

EikiE 78 MEH (417.7 MB) | BiH©) | REEH)

K148 ZEER K 1.49  BAFEH
(4) ZFHER T BIEH 78 MR FERF, B e E 7 e, BEs
1.50 A~ FEim

(5) IZF MR T 2R R AR A, fl “4REdz ], K Eosld 1.51
I e T
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KT g

2 78N EFHTA
MO s mHTEERHPMR, B ETARASIAE,

EmMDeaded SNU L LIDrarys National Languag... [—!

. SEMI BTN Embedded GNU C Library: Precompiled local...
HEHLATEME  FHOSGTEREY. )
High-performance word generator =
JR— @
Penetration testing and exploit developmen...
MTIHEREMER  ERERETHAF 353.5K8
(E[l'? library for forensics analysis on volume anc Framework for exploit development and vul... @
Transitional package to ensure multiarch co...
AEBR MySQL database client binaries
ERB(Q) izt MySQL database commen files, e.q. /etc/my...
+
G0 EA TR
EEE 78 1" FH (417.7 MB) B (@)
B 1.50 kit K151 BpE st e

(6) MAZFHI T A BB AT SR 0 — N BERE . RS i, 7T LR B8 BRI — A
FRAE . Hr, BOEEETH HIOEN, oz aIEE FE: MR ERNEERR, £oR
BAOOTE; RSN, FoR OSSR, MR ERI R 2R IE,
W R N R bR, R F @A O EARE, RoREIZRAE, TEENES
A4 U EEHERET, RERORECS AzhBkR5 5. i, R AR

(7) ZULEFrA R ERE, R 1.52 Brosi) .

B FAERGHERTN
HAERA T AT AT R AT

| WE©) |

K152 B ETE
(8) MiZFtH AT LAE R, $RonprA BAFEGE SR, Bhi, fh “#iE” 1%l KA
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* 28 Kali Linux 28K IBFMARHFE (REBHE R ——daxueba.net WA PR A
BB 4K SRR T
(9) IXHHE IR A E MATEAE REWRA L WAZ, K2R B s rE R
root@kali:~# cat /etclissue HERIRIERGHIARA
Kali GNU/Linux 1.0.9 \n \I
root@kali:~# uname -a #BEERNZER

Linux kali 3.7-trunk-amd64 #1 SMP Debian 3.7.2-0+kali8 x86_64 GNU/Linux

Mt R S, TG B0 R G ERIEIRCE e T 08 1.0.9, W8 3.7. X
R U] BRI SR T ] TR R G RIRA, (HR ORI A AZ ISR R BE - B P BT
ARG, B KIA WA W KA UE TR — M ACRE S R4, W& 1.53
Jios .

GNU GRUB wersion 1.99

KALI LINUX

cally in 2s.

K 1.53 EFRZ ARG A

MAZ G AT DUE BTG B RA N NAZIE 3.140 - ANE IR B W% S S1EE R4,
BAE RGNINCAER 1.0.9, KRN ZAR. WitHEH 3.14 NZERERS, &30
JEBR RGBT NAZE B BoRgi R Fros:

root@kali:~# cat /etc/issue

Kali GNU/Linux 1.0.9 \n \I

root@kali:~# uname -a
Linux kali 3.14-kalil-amd64 #1 SMP Debian 3.14.5-1kalil (2014-06-07) x86_64 GNU/Linux

MU ER R E R, ATUEINZARGMMRARZ 1.0.9, NN 3.14.

2. M AT E IR T R BRME R G

7E Kali Linux #4754 update F dist-upgrade, & A1743 5 6 8k A4 AL 3E 47 58 5 8K
T o XA dir & 1 DX A0S B :

Q update: HUFIEMFSIRAE B WFERRA. HOBIC RS

Q dist-upgrade: 2ICERLE M, SURIHRWKBOCR, FHRERIERSS.

(25 1-1] A update fir & BEFT AT F1FR . AT 640 F s

root@kali:~# apt-get update

AT UL B & fa, K R pos s S

F%EX: 1 http://security.kali.org kali/updates Release.gpg [836 B]

F%EL: 2 http://http.kali.org kali Release.gpg [836 B]

$%HY: 3 http://security.kali.org kali/updates Release [11.0 kB]
$%HY: 4 http://http.kali.org kali Release [21.1 kB]
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gi'éqx: O [ILLP.//SECUIILY.Kall.Uly KalyupudLles/iiialll dalluo4 Falkayes |£1Y KD|

$%HY: 6 http://http.kali.org kali/main Sources [7,545 kB]

Z®& http://security.kali.org kali/updates/contrib Translation-znh_CN

Z®& http://security.kali.org kali/updates/contrib Translation-zh

2B http://security.kali.org kali/updates/contrib Translation-en

ZB% http://security.kali.org kali/updates/main Translation-zh_CN

ZB% http://security.kali.org kali/updates/main Translation-zh

ZB% http://security.kali.org kali/updates/main Translation-en

2B http://security.kali.org kali/updates/non-free Translation-zh_CN

R http://http.kali.org kali/contrib Sources

F%EL: 8 http://http.kali.org kali/main amd64 Packages [8,450 kB]

$RHEY: 9 http://http.kali.org kali/non-free amd64 Packages [128 kB]

R hitp:/http.kali.org kali/contrib amd64 Packages

T# 16.5MB, FEEF 4 4> 53 #) (56.2 kB/s)

IETERERHEI%R... 5l

PA_Efa s 5945 5 w2 SR Kali Linux REHAFEIERE— i ABLERHE R+,
A LURBERERERT 2RO T E AN ], LRGSR, g firrh = %ﬁlﬂﬁmu o Hirr, FBERAE
It HAEAE N 3 B RRJC ER el SR o o0 R, B AN A b R B B Ml

(=21 1-2] A dist-upgrade #7215 24 7 El’]??&ﬁ%%@flﬁﬁﬂéﬁ PAT AR AR
root@kali:~# apt-get dist-upgrade
IEFEIEERHEFIER... ST
IET%#EWL’F@,H’J{K%%%H‘T
EEEBRREER... TR
EENFARH#ITIHE... TR
THERHESH [HE] -
beef-xss-bundle
T3 (3] RGa8KRE
hashid libhttp-parser2.1 python3 python3-minimal python3.2 python3.2-minimal
ruby-ansi ruby-atomic ruby-buftok ruby-dataobjects ruby-dataobjects-mysq|l
ruby-dataobjects-postgres ruby-dataobjects-sqglite3 ruby-dm-core
ruby-dm-do-adapter ruby-dm-migrations ruby-dm-sqlite-adapter
ruby-em-websocket ruby-equalizer ruby-execjs ruby-faraday ruby-http
ruby-http-parser.rb ruby-librex ruby-libv8 ruby-memoizable
ruby-msfrpc-client ruby-multipart-post ruby-naught ruby-parseconfig ruby-ref
ruby-rubyzip ruby-simple-oauth ruby-therubyracer ruby-thread-safe
ruby-twitter ruby-uglifier
THER ISR :
apt apt-utils automater beef-xss chkrootkit dbus dbus-x11 dnsrecon dpkg
dpkg-dev exploitdb ghost-phisher gnupg gpgv iceweasel iodine kali-linux
kali-linux-full kali-linux-sdr kali-menu libapache2-mod-php5 libapt-instl1.5
libapt-pkg4.12 libavcodec53 libavdevice53 libavformat53 libavutil51
libdbus-1-3 libdpkg-perl libgnutls-openss|27 libgnutls26 libmozjs24d
libpostproc52 libssl-dev libssl-doc libssl1.0.0 libswscale2
linux-image-3.14-kalil-amd64 linux-libc-dev metasploit metasploit-framework
mitmproxy openssl php5 php5-cli php5-common php5-mysql python-Ixmi
python-scapy recon-ng responder ruby-eventmachine ruby-json ruby-msgpack
ruby-rack-protection ruby-sinatra ruby-tilt spidermonkey-bin sslsplit w3af
w3af-console wpasupplicant xulrunner-24.0 yersinia
FRT 64 NREE, MRET 37 MREE, ZHE 1 MEE, H 0 MGEREAR.
FETH 406 MB B
BEHAERFS=H 13.1 MB B=(E.
ISR BREHITI? [Y/N)]
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PATCA LA e, SR H B PR BBAT ST $E78H /0 e 2 g s HIER
&, XHEENY, $EALHE. HTHFEFRPIRGERE, FriliZid 2 2R K.
(3) VLM aE s Eh, RSl REnA%. R, EHEshRaH KNG
WA I AZ AT CUE 3 E R4

1.3 Kali Linux W EZAE &

4 Kali Linux #/F RG LR 5EJA, R AT MER 1. (B2, EEHEREPTaa%
B BB EE FE B AN PSR, BTBL, AEF A Kali Linux Z f, @ GEEAT — 28084
BoE, Wi EHIR, P SOMANE. T ARGE. XFE, Ko R A SR .
AATREA4H Kali Linux [ — S HEARCE o

1.3.1 BENRHIR

AR — AN R P 2238, DR 43 1 R B R A AR A e BT o "B AT D R 2% il 5%
an GREER BN H S B P REEA A, W RE R AR BRI AT IR A
KN, F P AT DUE G B R, SRS AT %38 . T I 43E Kali Linux G & AT
TSI

£ Kali Linux #4E 5474, BN R A Kali B 77— security Y5 . A H e AR,
T ATR EEF B N T AN I YRR — AN SRR —— o E R R RS TR

Kali Linux #/E 22 8t B\ A IR AR A7 75 /ete/apt/sources. list/ SCAF A o 7212 3044 A4 A BA
—F Ij\] //’?E::

root@Kkali:~# vi /etc/apt/sources.list

deb http://mirrors.ustc.edu.cn/kali kali main non—free contrib

deb—src http://mirrors. ustc. edu. cn/kali kali main non—free contrib

deb http://mirrors. ustc. edu. cn/kali-security kali/updates main

contrib non—free

WMTELL EIEJS, PRAF sources.list SCAFFFIR o FEIZ SO, A8 IN B AR IR AR A AN [F]
MV R 321 Hodr, deb 51172 DEB A H 3; deb-sre 182D B, R H A
TR P E IR, W PAAEE deb-src. [AN deb-src il deb J& il B, 7ERCE
BAFIEIS T AR E deb-sre. (HAZ 277 % deb-sre K&, deb & AA00455E .

BB L ARG, RE ARG A AT DA . R EsR, PaTae e
NN s

root@kali:~# apt-get update

BUH e A SR G, 2= H AR AR XA, H BRI AR RS W AR I 1.
YRS TR T B AN, 2 3 I IR T 8 2 A R R A

R U BT, BERFDIUEEER B B0, HEre R

1.3.2 RERIHNE

fE£ Kali Linux #/E R G0, BONRA A T CMANE. EIRZHELT, ATaEw 2
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S AR 9T S AR AT, N PR 234 Kalt Linux 522 2 /N By U AT .

[ 1-3] e/ Mg i ANTE . AT 20 NATR:

root@kali:~# apt-get install fcitx-table-wbpy ttf-wqy-microhei ttf-wqy-zenhei

PAT LA B S e, ed B i A HIEAT R R A1, XA 38 m ) 1o 23Rk
WG, WERBINZMANEA UM Fa/MRemAL. $ATm 0T TR:

root@Kkali:~# fcitx

PATUL LA E, S KRENGE . XEE AR A8 feitx BINE R — LB hn2H4F
HC B S BRI A B feitx J5, AT BeE S fE I — 1T 2415 B 15 % B M 55748 & XMODIFIERS 7,
XSsEK A XMODIFIERS HIE B E G EANEMIT SN . XNERFEEHRE T
XMODIFIERS MA@t il L T . &5 B2 —ANEE, HP AN e E A SN
R NERMEH o N T H P ASZE S BRI, X B4 % E XMODIFIERS 5
AR 7. B pR

export XMODIFIERS="@im=YOUR_XIM_NAME"

EEHH YOUR_XIM_NAME /2 XIM R F7E RGN (144 5. B FHFE? 8 B 2R
Pz AR XIM k%585 Bk, BERSEHREBET 75T XIMER, — M
R FAE R 20t R Be A — > XIM fr N2

feitx BREVEM ) XIM %A feitx, {HINE feitx 3 XMODIFIERS CL& ¥ B i, feitx
SHIRFI R ERITEMEERI ST MREEREL, FHUTTERE. BEHELT
JEMCL B~/ bashre X, FEAZSCHFFREMMUL TN . W Fs:

export XMODIFIERS="@im=fcitx"

export XIM=fcitx
export XIM_PROGRAM=fcitx

IR ORAF UL BN S, BEHER AR P, feitx BN Hahigtr. REEEs),
DI 7E i AT a0 T fi 4

root@Kkali:~# fcitx

N R NTE DB AT I, WS E R R A A — N A AN TE BRI SCHRRDOE |
PHE WP TLEDEE WML, XU AN EBRIAE A Cerl+Shift S D)4t .

RS AL B b, AR BB, KR & 1.54 PR
FHIHl

Bz H RS “HeE” a4, KB 1.55 FoR . EiZAmnd “ R E”
WA, KRRl 1.56 Bt ST

FeitxAL B . - | O
[nik | £ BRE | Finas
B - IUE
P
I

K 1.54 feitx FLTH K 1.55 Feitx it &
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Fcitxfe B
#wNE[ 2 REE | K
BT A A
PIEIE AR ISR CTRL_SPACE ]
HSMORIT I TR RS | ZECarl v
SR IPNGS = %
IR AL = 2
R AR % 4
LIPNFRAEL Ctrl+Shift v
AL aE R

e (A)

Kl 156 #JmACHE

MAZ TR DR SIS AR GERE O BEE, AR B O IR R RFEREREAT 0 E . WA TS,

LER PR VASE R (73T

1.3.3 ERHHFER USB ZF

WEET, FPSTERYNL R EE L% USB 4%, W1 USB BL&M . UM%, Wi
FERNLIZAT IEH B, 1XE USB WA G RS Bt gl (B2, Wi ERNLISE
MRS HATIE T, X EdE A USB W& CIEROEMLR . Fril, A AR EEIE 2
N USB TLZM -REAHRA . NI 28 i 76 UL {6 USB 4% .

X BB A 34E Windows 7 H, VMware Workstation LA USB ¥4 KM FH 5k, %
X VMware Workstation J&, fE Windows 7 RG-S GIEE J LA IR S . H P A DLFE
Windows 7 ik 55 & B A A H F] . BARTT 0N R

(1) £ Windows 7 F R G F M EALEINR, SN A Ik sE “El” s, i

FHunk 1.57 Fros A .

& s

SZAH(F)

= |E = BE

EiERA) ZE(N)  EEH)

A HEEEEE
+ [} =TS
Sel=rrl--
. @ =pEEE
@) S
. @ FEEATE
- ©® e
& asuEs
4 BB EGE
= mEmeE
. B BETmEEE

2
IHEEEEE) -
BEEE

=i

it z=mTE
otz

=L BEHmEES

K157 HEAEH

(2) EIZF I M ARIESE “ RSB IRERS 7 | “HRS5” LI A3TITIRSS B

FLm, & 1.58 Ais.
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—
& wENEE = e
AR Bfen) R EEH)

e |71 BEC BE » w0 w»

& SHE ST () -3 B
)} EIE ' - . . .
“ e VMware Authorization Service £ R Hm Emmm - |BS -
» O FEituEE
o .. UPnP Device Host L .. F: E=
> @] SHEES = = .
o HEwEE i . User Profile Service Wg.. SR 8= VMware .. &
BB == EEHERES Givnvs ; 5
. B AIBEREEE = Virtual Disk R F51 == )
o () g8 “
£ BerEs E -] o o % VMware DHCP Service DHC...
JEEE Authlorlzatloﬂ ar?d aulhant\callc?n % WMware MAT Service Net...
= mEeE silrwcle ffzm hs‘larlmg il szEzsan ~.VMware USB Arbitration Service Arbit...
virtual machines.
4 7 BRENGAEE * - VMware Workstation Server Rem... =F
G BE . Volume Shadow Copy =i F:
B WML . WebClient BE.. F3
. Windows Audio BE.. BEEs B3
%iWindows Audio Endpoint Build... B2 .. BE8s S5 =
. Windows Backup PR F:
L. Windows Biometric Service Win... F:
~.Windows CardSpace =2 Fa
i Windows Color Sustem Wes... == =
4 m »
< m 3 \B‘E/{ﬁ,‘%/
Kl 1.58 kg

(3) fEZF MR RIEEF, BER AT RGP LM E RS . KP4 VMware
Tk W55, #2 T BB AL A GRS . Mz LR R], BHE AR IR S
KJUAIRS KR, NIE. HahskEGthE, Wagthhb i3, USB a5 A m A2 15 1)
Mz ST A FPRAS S, 0] DUR BN 2 1 )5 30 ﬁD%ﬁﬁFﬁ@nﬁaﬁ’J USB 4G
FHORAES, BiZs2 VMware USB Arbitration Service IR 557% A Ja 8l. IX Bz 7 £ 4 551
EFRZRSS, ARG AR S — AN SR, Wl 159 PR

(4) fEizRrth g “[sh” %4, 2RSSR B3, 285, R EE] L
Fhif, BRI AP RERE T EERE ) USB WA . WIS EINLAT LUR ] USB B 1)1k, 8 & 0L T4
A USB Bt Ja, Kot — Xt ﬁu@ 1.60 Fr7r .

Ei}(g Al A a R R, " R AR E L TR S R AN -
. i Ralink 802.11 n WLAN
=HEU)
wREM)
E5EEE)
FREESM 4
= &R B R NF— G-
[CIFEBETIIIERS)
BER)
EEEI(H)
K 1.59  HBhiRSS Bl 1.60 EEMBINERE

(5) MEFAMHAT LIRS, UET RGN —AHON Ralink 802.11 n WLAN ] USB %
%o M ATLEI RS BN | IR SR A T, R IR E BB, SR,
FEREAUNLSE A R GE S “RBAWL” | “ IR E” B0, W45 2401 R h i A
AR, WE 1.61 Fix.
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EFHUM) | Toll) RS
O =EP) v |

EEFNSE(D) v CD/DVD (IDE) 3

=EU) Culsshifiep | v | FIESEES N i (y 1.05
13
13

Lo i Ctrl+Alt+Del(E) V| L li: ~
S NS crvg | Y FE |

(o tREEN) N Ralink 802.11 n WLAN 3 E«g(gﬁ_}g =], BHEE) () L
EEEE (O Ctel+Alt+PrtScn FRERD..

v | ERSEFERS)

& BEM) 3
=% VMware Tools(T)...

[ = () Ctrl+D

K| 1.61 %4 USB %%

(5) fEZSH KRS B &I, ol LUE 2R A USB B#% 45K “Ralink 802.11 n
WLAN” o MiZFH AT BLE B E MR, Hloas EVUESER . Fril, mRALLZ K
FERERI AN, EFE “EERWOIT S EHLRERL(C))” 1T, KRR 1.62 Fras i) i .

Kali 1.0.5 -

Fi- USB iE B E TR T R - i
EEERELNEME R HTREMEE, A
SRR IR ZE B REE -

FHITHHS(S)

[ we ||

K 1.62  $EoRXTIEHE

(6) ZFHHE— MR, XS “HiE” %48, 1% USB Wk B sl 3 i
WHERAE RGirh . XK USB B& 2 — M ILM-~. Fril, P arUEH] ifconfig i
L BEFEIZBARPIEROIRS . PAT AT W T Pros:

root@kali:~ # ifconfig
ethO Link encap:Ethernet HWaddr 00:0c:29:13:5e:8e
inet addr:192.168.1.105 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe13:5e8e/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:96 errors:0 dropped:0 overruns:0 frame:0
TX packets:32 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9688 (9.4 KiB) TX bytes:3044 (2.9 KiB)
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:14 errors:0 dropped:0 overruns:0 frame:0
TX packets:14 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:820 (820.0 B) TX bytes:820 (820.0 B)
wlanl Link encap:Ethernet HWaddr 00:c1:41:26:0e:f9
inet6 addr: fe80::2c1:41ff:fe26:ef9/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:5 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:528 (528.0 B)

Mo ) E S, TG R — DN wlanl BI#EEH . SHTERIERGH, A —F
Mo £ Linux RGtH, BRINHIIE A FON eth0. BTEL, wlanl GiZ3% A FRAZ [ E H)D
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LRI AR TCE M S QUS4 S B, A wlanl # L H 1, B Bz AR WA

JB8lh. P LMEH ifconfig -a i 2B, BRIV EIHEANRITLLM <. ti, HPFHEFI)
JEFNZ LR . PAT A0 T B

root@Kkali:~ # ifconfig wlanl up

PATUA b dn &), AR RE Bt . A LR S ifconfig fr & &A, LLIE 1%
TR YR BN





