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+ UDP (User Datagram Protocol), BJFTiEH “fraggle” Xt o
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< 300 Not Found

400 The requestad URL /page.html was not found on this server.
500 Apache/2.2.3 (Unix) mod_ssl/2.2.3 OpenSSL/0.5.7g DAV/2 PHP/5.1.2 Server at localhost Port 80
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* Whatweb

. /whatweb cimer. com. cn

. /pentest/enumeration/web/whatweb# ./whatweb cimer.com.cn

Could not load SystemTimer >= v1.2.8. Falling back to timeout.rb. SystemTimer 1i:
STRONGLY recommended for timeouts in Ruby 1.8.7. See http://ph7spot.com/blog/s)
stem-timer-1-2-release for details.

http://cimer.com.cn [200] HTTPServer[Microsoft-IIS/6.0], ASP.NET, Adobe-Flash, |

TMLS, IP[58.215.75.168], JQuery, PHP[5.2.5], X-Powered-By[ASP.NET, PHP/5.2.5],
ookies[ PHPSESSID], Microsoft-IIS[6.08], Title| ], Country|
CHINA] [ CN]

. /pentest/enumeration/web/whatwebi
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user - agent H$52Fi5 I 52 EL A4 1Y) X 285 Wi gk /1€ Ha
Disallow 82 # € 1 Wik /M€ s 24 F i) Bt

T H A Xenu\Wget

User—agent: search404s
Allow:
User—-agent: *

Sitemap: http://www. eia. gov/sitemap_eia07_2012. xm

Disallow: /_calendar
Disallow: /_gifs/

Disallow: /archive/
Disallow: /*archive/
Disallow: /ask

Disallow: /beta/api/
Disallow: /cfapps/bookshelf
Disallow: /CFIDE

1
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T 2R cintitle: % 4= A5 1% [B] B A ) DA @ HR A 522 2 1 ) L [F) B allintitle:
9 [FintitleZ5 L1

« filetype:

EANREE G — N, B RN B IE 2 AT G R ZE B € H
PRIEATAS SIS BB 75 22 F 21X AN 38 R J6 e A 10 ST A5 T

A filetype:doc. ¥4 iR [0l B Lhdoc4h & 1 3T URL. 428 10 S /R #k.bak .mdb
B.inctl 2 DL SRR E B RIF 2 EE .
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“ inurl:

R R IBA TG & W F 5T 2 BAFAE T URLS ] L% A cinurl:admin, B 3% [FIN
AL T IXHF [z http://www.xxx.com/xxx/admin, FH K B 51 56 i 1]
URLANEE allinurl 2 FlinurlZ8 4L, AT 46 58 24N F4F.

W site:

XNEARTE L0 U0 site:www.cimer.com.cn4 3% [A] FiF 5 Al cimer.com.cnixX ™
v R I URL.

“* cache:

4 Z google B0 T H L N B I 5247, A N x VT B3 B — L8 47 2R 18

« define:

P ZITEANAE ) 3 X, 38 2R define:hacker, # 1% [F] 9 T-hacker 1 7€ X.
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www.mmnt.net/db/0/0/212.164.199.23 /etc

Index of ftp://212.164.199.23/etc

intitle:"index of" htpasswd
intitle:"index of" passwd
intitle:"index of" pwd.db
intitle:"index of" etc/shadow

[DIR] Root Directory

intitle:"index of" spwd

[ ] group 429.00b May 12 2009
. . I RIT d f" d [] mast:e‘r.passwd l.47§(b May l’f‘ 2009
Intitle: " Index o master.passw [ 1 passwd 1.36KDb May 12 2009
[BIN] pwd.db 40,00Kb May 12 2009
[BIN] spwd.db 40.00Kb May 12 2009
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- & 100yeuserfiles.100ye.com/ShopFile/9043 /radC6606.t

30. %34T (ERERD)
%F9: ruan841228

31. M
A P4: ruan841228
ZZRY. 841298

32. fUEEE
A P44: ruanpeivi
#AhY. 841228

33. BEM

A P+44: ruan8888
ZhY. 841228

34. MSN
FAP+#4: ruanpeivi.ged@hotmail. com
&FR%. R41998

=] ‘lg‘ q&ﬁ%‘ﬁ%‘% EJ'I %

inurl:100yeuserfiles.100ye.com/ShopFile i P& and &3

fedma B& E B% - ¥EIER

I 63 RER (AR 0.30 B)

I IHERAFAFRERE R - es.100ye.com - BbR
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Eatht: http://www.100ye.com:8088 F F4: 100yeadmin FEi5: qazwsx 5 HRE
100ye ,123456 FHP420929942, #EiBxu1999.

1458m:. FPHE.: ruanpeiviged@163.com 255%: 841228 2 fdit ...
100yeuserfiles.100ye.com/ShopFile/9043/radC6606.tmp.txt ~

pddik : www.xdzs.com 3. #MIBUIR: AP ruanpeiyi 55 841228 4 BREMNE A
2 PSS 841228 5. 1R : A PR : ruanpeiyi i : 841228 6. A F0RIAEF ...

moc) A FIE{E 8.

100yeuserfiles.100ye.com/ShopFile/280/rad9312C. tmp.doc ~
—: O&kd: http://shenzhen koubei.com A F4E: BEATH FiH: 61367111. =: HE
pd: http://sz ganji.com/ i F4&: sz66866@163.com EiS: 61367111. =: FI ...
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“robots.txt” “User-agent” ext:txt
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inurl:”hp/device/this.LCDispatcher”
intitle:liveapplet inurl:LvAppl

“Please wait .....” intitle:”"SWW link”
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File Tools Configuration Help

iONewscan B @ P L G EBQ 02|28 Q|3 |D|E

| odksBiplorer 3] ™ acunetix WEB APPLICATION SECURITY
@ Web Vulnerability Scanner
-..J&\ Web Scanner = — 2
& Tools Acunetix Web Vulnerability Scanner
(3 Site Crawler
p Target Finder ’ [& web Scanner I Scan your web applications automatically for vulnerabilities
- £, Subdomain Scanner ) , , . 3
,,,,, () Blind SQL Injector ’ = Tools ICustomlze your security assessments with an extensive set of tools
{5 HTTP Editor = : i )
HTTP Sniffer ’ =7 Web Senvices ] Scan your web services automatically for vulnerabilities
-
5 Authentication Tester ’ = Configuration \Application preferences and scanning profiles

[ Compare Resuits \ = General ‘ Check for product updates, find help, and modify your license
(- Web Services
45> Web Services Scanner

2 ices Edi
4 Wieb Services Editor Common Tasks
[=-{— Configuration
Aml i Se i) D 3
& . °f‘ tings i New Scan Start a new website scan
| | Scan Settings ‘» L
I ;e |} Scanning Profiles ‘ :
&6 General €9 Acunetix Ltd © 2005-2013 All rights reserved, Acunetix WVS v9.0 Build 20130904
‘ Program Updates |Achvuty Window a l
--{1.0] Version Information
‘ ‘ @ Licensing 02.24 19:53.02, Populate tools bar ... -
48] Support Center 02.24 19:53.02, Populate tool explorer ...
‘ 48] Purchase 02.24 19:53.02, Load ServerInfo XML ... E
| @ User Manual 02.24 19:53.09, Determining necessary updates ...
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Application Log | Error Log
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Knowledge Base

+| collectCookies

+ serverHeader

= allowedMethods
= methods

© Allowed methods for ht

+
= -
sqli
(=] sqli
2 <) SQL injection vulnerabi
generic
errors00

SQL injection in a Microsoft SQL database was found at: "http://192.168.1.105/

vote.asp”, using HTTP method POST. The sent post-data was:
"Options=d'z"0&submit=56". The modified parameter was "Options". This
vulnerability was found in the request with id 32.

POST http://192.168.1.105/vote.asp HTTP/1.1
Accept-encoding: identity

Accept: */*

User-agent: w3af.sourceforge.net

Host: 192.168.1.165

Cookie: path=/;
ASPSESSIONIDQQQBQRCS=BGNBMIHBNDLIFMNIDNPEGFAD;
Content-type: application/x-www-form-urlencoded

Options=d’'z"0&submit=56
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