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desired_name INTERNAL NAME
lifetime_req INTEGER
desired_mechs SET OF OBJECT IDENTIFIER
cred_usage INTEGER -0=INITIATE-AND-ACCEPT,
ITIATE-ONLY, 2=ACCEPT-ONLY

= O O O O

1=1

major_status INTEGER,
minor_status INTEGER,
output_cred_handle CREDENTIAL HANDLE,
actual_mechs SET OF OBJECT IDENTIFIER,
lifetime_rec INTEGER

O O O o o

0 GSS_S COMPLETE ,
lifetime _rec , cred_usage
actual _mechs ,
output_cred_handle

0o GSS_S BAD MECH mech_type GSS-API

0 GSS_S BAD NAMETYPE desired name
GSS-API
desired_name
0 GSS_S BAD NAME desired_name
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0 GSS_S FAILURE GSS-API
desired_name
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output_cred_handle
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0 major_status INTEGER,
0 minor_status INTEGER

0 GSS S COMPLETE cred_handle
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mutual_req_flag BOOLEAN,
replay _det _req_flag BOOLEAN,
sequence_req_flag BOOLEAN,
anon_req_flag BOOLEAN,
lifetime_req INTEGER
chan_bindings OCTET STRING,
input_token OCTET STRING

O O O 0O O o oo

major_status INTEGER,
minor_status INTEGER,
output_context_handle CONTEXT HANDLE,
mech_type OBJECT IDENTIFIER
output_token OCTET STRING
deleg_state BOOLEAN,

mutual _state BOOLEAN,
replay _det state BOOLEAN,
sequence_state BOOLEAN,
anon_state BOOLEAN,
trans_state BOOLEAN,
prot_ready state BOOLEAN
conf_avail BOOLEAN,
integ_avail BOOLEAN,
lifetime_rec INTEGER

O O OO0 OO O o o o o o oo

0o GSS S COMPLETE
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0 GSS S CONTINUE_NEEDED output_token

GSS_Init_sec_context() input_token
0 GSS_S DEFECTIVE_TOKEN input_token
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0o GSS S BAD SIG input_token

0 GSS_S NO _CRED
cred_handle

0 GSS S CREDENTIALS EXPIRED
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0 GSS_S BAD BINDINGS chan_bindings
input_token
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GSS-API
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0 GSS_S_FAILURE GSS-API

output_token
claimant_cred_handle
GSS_Init_sec_context() targ_name

3 .4 .2 .2 GSS_Accept_sec_context

0 acceptor_cred_handle CREDENTIAL HANDLE
0 input_context_handle CONTEXT HANDLE
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minor_status INTEGER,
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O O O O

o O
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Nonce,
2 AS - C: Realmdl 1Dl Ticketyll Ei[Ke sl Timesll
Nonce; I Realmes I 1Dyys]
Tickety=Ewg[Flagsll K.l Realmll 1Dl AD:l Times]

(b)

3 C - TGS: Optionsl ID, I Times |l Nonce, |
Ticketll Authenticator.
4 TGS — C:Realmll 1Dl Ticketl Ei es[Ke Ml Timesll
Nonce, II Realm, Il ID,]

Tickety=Ewg[Flagsll K.l Realmll 1Dl AD:l Times]

Ticket,=E.[Flagsll K. Realm. 1D Times]
Authenticator; =Ei [ 1Dl Realmll TS.]

©) /

5 C - TGS: Optionsll Ticket, Authenticator.
6 TGS - C: Ei. TSl Subkeyll Seg#]

Ticket,=E.[Flagsll K. Realm. 1D Times]
Authenticator; =Ei «[1D:l Realmll TS.ll Subkeyll Seg#]

AS =
TGS =

AD. =C



@

Message(1)
Options
I1D;

Realm.

IDegs

Times

Nonce,

Message(2)
Realm,

I1D;
Ticket,,
Ewc

Kc ,tgs

Times
Nonce;

AS
AS
AS TGS
@
)
®3)
Message(2)
AS
TGS
AS
2
AS TGS

39 51



Realmys TGS
IDygs TGS

(b)

Message(3)

Options

1D, TGS %
Times

Nonce,

Ticket,, TGS AS

Authenticator,
Message(4) TGS
Realm, C
I1D;
Ticket, %
Exc.tos C TGS
Message(4)
Kew
TGS

Times

Nonce,

Realm, v

ID, v
Ticket,,

Eths AS TGS



Flags

Kc ,tgs
Realm,
1D,
AD.

Times
Authenticator,

EKc,tgs
1D,
Realm,

TS,

TGS

TGS

TGS

ID

Realm

TGS

©)

Message(5)
Options
Ticket,

Authenticator,
Message(6)
Ecc.v

TS,

Subkey

AS

41 51




Seq#

Ticket,

EKV
Flags
Kew

Realm,

1D,

Times
Authenticator,

EKc,tgs

1D,
Realm,
TS,

Subkey

Seq#

TGS

TGS

ID

Realm

TGS

42

51




AS

4-1Kerberos

TGS

AS

TGS

51




4. TGS

4 .1 .2 Kerberos 5 GSS-API

kerberos
struct _krb5 context {
krb5 magic magic;
krb5_enctype FAR *in_tkt ktypes; AS

int in_tkt ktype count; AS
krb5_enctype FAR *tgs_ktypes; TGS
int tgs_ktype_count; TGS
char FAR *default_realm;
profile_t profile;

void FAR *db_context;

int ser_ctx_count;

void FAR *ser_ctx;

krb5 deltat clockskew;

krb5_cksumtype kdc_req_sumtype; KDC

krb5_flags kdc_default_options; KDC
krb5_flags library options;
krb5 Boolean profile_secure;

int fcc_default format;
int scc_default_format;
#ifdef KRB5 DNS LOOKUP



krb5_boolean profile_in_memory; DNS
#endif /* KRB5 DNS LOOKUP */
¥
krb5_creds

typedef struct krb5 creds {

krb5_magic magic;

krb5_principal client;

krb5_principal server;

krb5_keyblock keyblock;

krb5_ticket _times times;

krb5_boolean is_skey; /*true if
ticket is encrypted in another ticket"s skey */

krb5_flags ticket flags;

krb5 address FAR * FAR *addresses;

krb5 data ticket;
krb5 data second_ticket;
/* second ticket, if related to
ticket (via DUPLICATE-SKEY or ENC-TKT-IN-SKEY) */
krb5_authdata FAR * FAR *authdata;
} krb5_creds;

4.2

Diffie Hellman 1976
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Abstract

Recent years, with the rapid development of computer
system and the connection of internet, the dependency on
information’ s storage and information’ s intercommunion
which organizations and individual used the system to
realize had increased. It makes people to attach importance
to data and information’ s protect from being leaked.
Secondly encryption and the regulation of network security
has been mature. Under this condition, development of actual
and instant used applications is needed to strengthen the
management. In the course of the development of the
network-based management and finance computing system for
Midland Qing Hua Group Corporation in He Nan Province Zhu
Ma Dian City, remote data transmit is needed to compute the
original data and realize instant and consolidated
management. In the period of remote data transmit, security
measure must be adopted to prevent illegal users and
spiteful destroyers from doing harm for the system and the
benefit of the group. For this request, a security service
model based on GSS-API has been designed in this thesis in
order to provide the application portability.

Security service includes confidentiality,
authentication, integrity, nonrepudiation, access control
and usability. Authentication is use to ensure the
reliability of the information. In the condition of there
is only one piece of message such as admonition or admonition
signal, Authentication service is used to ensure the
information the accepter had received is from the origin
which 1t had declared. In the course of the alternating ,
for example, connect terminal to the mainframe , it need two
sides. Firstly, at the stage of initialization of the
connection, the service assure the two entities
dependability; secondly, the service assure another side
can not pretend to be one of the two legal entities to disturb
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the connection or perform the transmit or accept that are
not authorized.

Just like the confidentiality service , Integrity can
be used in message stream, single message or the fields
chosen in the message. And that the most useful and direct
protect fashion is to protect the whole message stream.

Link oriented Integrity service can deal with message
stream in order to ensure the content received according to
the content sent without copying, inserting, modifying ,
recording and replaying. This service also can avoid
disturbing data. Therefore link oriented integrity service
can solved the problems of modifying message stream and
rejecting service. On the other side, non-link integrity
service only adapts to perform the single message the has
nothing with other great text, and commonly protect the
message from being modified.

The Generic Security Standard Application Programming
Interface (GSS-API) provides a way for applications to
protect data that is sent to peer applications; typically,
this might be from a client on one machine to a server on
another. As 1its name 1implies, the GSS-APl enables
programmers to write applications that are generic with
respect to security; that is, they do not have to tailor
their security implementations to any particular platform,
security mechanism, type of protection, or transport
protocol. Although the GSS-API enables applications control
over security aspects, a programmer using GSS-API can write
a program that is ignorant of the details of protecting
network data. Therefore, a program that takes advantage of
GSS-API is more portable as regards network security. More
than anything else,this portability is the hallmark of the
Generic Security Standard API.

The GSS-API does not actually provide security services
itself. Rather, it is a framework that provides security
services to callers in a generic fashion, supportable with
a range of underlying mechanisms and technologies such as
Kerberos v5 or public key technologies



Broadly speaking, the GSS-APl does two main things:
1. It creates a security context in which data can be passed
between applications. A context can be thought of as a sort
of “ state of trust” between two applications.
Applications that share a context know who each other are
and thus can permit data transfers between them as long as
the context lasts.

2. It applies one or more types of protection, known as
security services, to the data to be transmitted.

Of course, the GSS-API 1s more complex than that. Some
of the other things that the GSS-API does include: data
conversion; error checking; delegation of user privileges;
information display; and identity comparison. The GSS-API
includes numerous support or convenience functions.

The most basic security service that GSS-API provided
is Authentication. GSS-API also can provide the other two
type of security service if underlying mechanism sustains:
confidentiality and Integrity .

In order to realize the corresponding network security
service , GSS-API was combined with the underlying mechanism
in this thesis. Now it mainly solved two problem, integrity
and authentication. More strongly security mechanism and
more abundant security service can be adopted expediently
in the future.

One time password (OTP) validation mode is used to
achieve authentication, and an unilateralism function MD5
arithmetic is used to achieve integrity validation.

Work procedure as following:

1 Start up application login server in client,
credentials which include username and password are
acquired automatically .

2 Client sent a challenge request to server while
client calls GSS Init_sec context to initiates a
security context.

3 At the same time credentials are established in
server and accept the security context from the client.
After that server responses a challenge to client.
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4  After client had received the challenge, it
calculates i1ts one time password and pass it to the
server.

5 Server validates the password and return the
result to the client.

IT it is legal user, data transmission begins, otherwise
login again.

6 ClientcallsGSS GetMIC  togenerate information
integrality code.

7 Client calls GSS_Wrap() to wrap data and sent it
to server.

8 Server calls GSS_UnWrap() to unwrap the data after
it received the wraped data.

9 Server calls GSS_VerifyMIC to verify the
information received. Server judges that if the data is
available from the return value. If the data are
available server will perform the
application ,otherwise ,data will be casted off.
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