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® 6,601 new vulnerabilities were discovered in 2009, an 11% decrease over 2008, largely
due to declines in SQL injection and Active X vulnerability disclosures.

Application and
Process m 49% of all vulnerabilities are Web application vulnerabilities.

m 529% of all vulnerabilities disclosed had no vendor-supplied patches available at the end of
20009.

PDF-related vulnerabilities have far surpassed those affecting Office documents.

Data and ¥ Vast majority of Web-based exploitation centered around Web exploit toolkits in contrast to
Information purpose-built lone sources.
¥ US continues as the top hoster of malicious Web links.

m 7.5 percent of the Internet is considered “socially” unacceptable, unwanted, or flat out
Network, Server, malicious.

and End Point = New malicious Web links increased by 345% compared to 2008.

m Majority of spam (80%) is still classified as URL spam—spam messages that include URLs
that a person clicks to view the spam contents.

People and Identity

m  Amount of URL spam using well-known and trusted domain names continue to increase.

m 60.9% of phishing is targeted at the finance industry, 20.4% targeted at government
organizations.
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Growing capability of
adversaries and
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Indirect Internet
Attacks (e.g. VPN)

Vulnerable
networked
services

Wireless RF
Attacks

Wireless WiFi
Attacks

Direct Internet
Attacks

Indirect
Malware
Infections
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Control/Office Infrastructure

Embedded
Command

Attacks

Device
Contamination

Portable
Media Attacks

Malware
infected hosts

Guessed/stolen
credentials
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EISA 2007

NERC CIP Standards

NIST Interoperability Standards

Enterprise Security Policy

CYBERSPACE
POLICY REVIEW

Assuring a Trusted and Resilient Information
and Communications Infrastructure
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IEEE, NIST, W3c, NERC, ISO/IEC, IETFZ%.
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NERC CIP 002-009, Cyber Security

= IEEE 1686, I[EEEF Standard for Substation Intelligent Electronic Devices (IEDs)
Cyber Security Capabilities

= AMI-SEC System Security Requirements
= OpenHAN SRS

= TEC 62351, Power System Control and Associated Communications — Data and
Communication Security, Parts 1-8

f%#ﬁ%, YR

= ANSI/ISA-99, Manufacturing and Control Systems Security, Parts 1 and 2
= NIST SP800-53, Recommended Security Controls for Federal Information Systems
= NIST SP800-82, DRAFT Guide to Industrial Control Systems (ICS) Security
= DHS Procurement Language for Control Systems
= [SA SP100, Wireless Standards
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Advanced Meter Infrastructure (AMI) /
Smart Meter Security Considerations
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implementation remediation workflows audits monitoring
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E A fundamental objectives of AMM security

- A fundamental rethink of business strategy and security

Alignment of corporate security polices with Smart Grid
Security; evaluation and adoption of emerging standards

- A well-defined architecture that is all encompassing

- Afocused look at all aspects of risk

- Comprehensive component and system level testing

f Comprehensive security solution implementation
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Oz HR: ZEERRRRE

AL | ERER | gaween | st | S0 AL S Bk
5 X X X X X X
4 X X X X X
3 X X X X X
2 X X X X
1 X X X
0 X
% Maturity increases 0 to 5

Source: Gartner (December 2007)

Based on Gartner’s Maturity Level 5 and a security “Best Practices” approach, Oncor’s AMS
Security Architecture Framework has the ability to address the maturing ANSI C12.22 and

Zig?ee standards, while meeting/exceeding other emerging security standards (e.g., AMI-
SEC).
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Information
Gathering

Network Analysis

Network
Vulnerability
Analysis

System Vulnerability
Analysis

Application
Vulnerability
Analysis

Vulnerability
Identification/Valid
ation

Review environment
Types of systems
Timing requirements
Locations

Security requirements

Gain understanding of network architecture and systems in
place

Identify security issues related to the network
architecture

Identify security issues based on observed network
components and network traffic

Identily 1nterconnections with other networks — Intranets
%gggfégg VH}QTE%bllltleS in devices

Identify vulnerabilities in applications

Identify vulnerabilities in devices

Identify system configuration and procedural
vulnerabilities such as weak passwords, virus protection,
patch management, system logging, etc.

Identify vulnerabilities in SCADA application components

Review all data from automated tools and, where possible
check systems to verify identified vulnerabilities
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AMI Z2FARFTEETT#H] — Policies & Compliance

Ability to centrally author,
manage, distribute, enforce, and
report on corporate business J
policies across the AMI
infrastructure: TSPM, WSRR,
IS, TCIM, DataPower, ITIM,
TAMeb, | TDI. \ N

25
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AMI ZEEARTTEWRTIH2 — Messaging

Protection/inspection of XML
traffic crossing the AMI
boundaries using DataPower.




AMI ZEFEARFTEKITHE3 — Identity & Access Management

2

7

Implementation of a robust,
scalable Identity and Access
Management (AMI) solution:
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AMI Z2FARFTEi%iT#4 — Data Centric Security

2

8

Implementation of a robust,
scalable Data Centric
Security (DCS) solution.

|

¥
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AMI Z2PF IO E

The AMI space as a whole is relatively immature and as a result comprehensive
security standards have yet to be developed and accepted security methods embraced by
the AMI product vendors. As these standards continue to evolve and mature, there may
be a need to expand or contract the overall security solution to accommodate new, and
perhaps unknown requirements.

Potential Future Changes

Expansion/Contraction of the AMI Security Solution

= XML interrogation and protection

Removal of the need for XML protection crossing some AMI boundaries
Scaling the Identity Management (IdM) system to accommodate end
customers

Expanding the security infrastructure beyond AMI specific resources

Assist in building Federations with business partners, based on open
standards such as SAML, Liberty, WS Federation

Expand user authentication to the new technologies such as Microsoft
Card Space and Open Source Info Card.
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Supervisory Control and Data
Acquisition (SCADA) Network Security
Considerations




SCADA Hi AR FBH-#4 i,

Field Devices

RTU — Remote Terminal Unit

PLC — Programmable Logic Controller

IED — Integrated Electronic Device

PAC — Programmable Automation Controller

Fieldbus Protocols

Modbus
DNP3
DeviceNet

SCADA Control Center

HMI — Human Machine Interface
SCADA Controller — Real time processing
Historian — database of events

Control Center Protocols
= OPC
= JCCP — Inter Control Center Protocol

= Communication Technologies

Serial connections (hardwire & dial-up)
Ethernet & TCP/IP / Wireless

RF & Microwave

Cell: CDMA

Flald Sles
(Triasted)
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Since 2000, there has been a 10-fold increase in the
number of successful cyber attacks against SCADA

systems at power generation, petroleum production and
nuclear plants and water treatment facilities.

= Pennsylvania Water Treatment Plant

- A hacker exploited employee laptops, tunneling into the network through remote
access applications

- The hacker installed a virus and spyware and ultimately used the plant’s
computer system to distribute emails and pirated software

= Australian Sewage Release

- Utilized unsecured wireless communications to regain access to the system after quitting
his job
= California System Operator Hack

- Attackers, possibly from China, gained access to one of the computer networks that has
hierarchical control over a number of PCS networks
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*Directed Threats
- Industrial Sabotage

= Disgruntled employees

= Competing vendors

- Coordinated Terrorist Threat
= Physical + Cyber Attack

- Internal and External Hackers
* Indirect Threats

- Operator Error

* Minor human errors can have disastrous effects

- Viruses
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1. Ran on proprietary hardware using proprietary protocols

- Initially designed to maximize functionality, with little attention paid to

security
-~ Physical security the most important aspect
2. Migrated to standard operating systems (Windows/Unix)

-~ Windows is now the primary platform for SCADA vendors

3. Migrated to standard networking protocols (IP)

- Opens SCADA systems up to well known, existing exploits

- Eliminates need to learn proprietary techniques

4. Tried to improve efficiencies by connecting their corp systems (ie
billing) directly to their PCS networks

-~ Opens critical SCADA systems to external attackers
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Approached with Different Mindset )

» Availability/reliability of systems most important security aspect
for SCADA
= Availability and Integrity concerns due to:
- Sparse networks, spreading over large geographic regions

- Termination by sensors of limited intelligence rather than general-purpose
workstations

- Components often communicate to the master station on a report—by—exception
basis, or a polled basis, rather than as peers

- No data authentication

- Human security presence is not possible at all sensor sites
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= [BM's Perspective
- Weak protocols leave systems vulnerable

- Standardized technologies make systems more vulnerable
= Patches may not be able to be applied

= No OS Hardening of the devices leaves them open to standard hacking
attacks

- Insufficient network segmentation does not provide protection
within the SCADA trusted network

= Almost all communication is deemed “trusted” and unencrypted

- Limited security logging, and almost no protection systems

- Limited cyber security policies exist for SCADA, and users are not
trained on the risks
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st 1YpU 3%k -Phase 1: Establish

= Network segmentation an easy first step

- Utilize DMZs to isolate networks of different trust levels
» Never allow traffic from trusted network directly to/from the untrusted networks
= Support vendor access on separate DMZ
= Deny all, only allow what is explicitly allowed
= Utilize FW logs to watch for malicious traffic
- Intrusion Prevention Systems (IPS) provides lots of advantages for internal
segmentation
= Layer 2 bridging does not require changes in IP addresses
= Fails open at the hardware layer to ensure network availability

» Can add real-time protection for known attacks/virus before they spread
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F1VpUHyk- Phase 1: Establish

= Implement existing best practice technologies

- Harden OS to minimize attack vectors
= Disable unnecessary ports
= Ensure strong authentication

~ Microsoft Active Directory (with SCADA Application Integration)
— Utilize smart cards for physical and logical access

~ Minimize shared accounts/weak passwords

= Develop an appropriate patch process
— Vendor acceptance

— Internal testing

~ Phased rollout (HMIs —> SCADA Servers)
- Utilize A/V systems on Windows platforms

= Vendor approval

= Real-time checks without system scans

= Automate A/V updates to less critical systems (HMI), manual updates on critical
servers
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F1VpUHyk- Phase 1: Establish

= [PS can be used to provide additional layers of security

- Virtual Patch Concept
= IPS will block malicious traffic from attacks for patches that can't be applied

— Simulation mode can identify malicious traffic without blocking

= Provide a window of time to test and apply vendor patches

- IPS can be used to detect malicious traffic on multiple segments
= Provide protection for remote access points

= Provide application level protection for traffic that is authorized by the
firewall

= Real-time alerting provides additional levels of logging
= Utilize all levels of logging for incident analysis
- Firewall and router logs
- 0S level logging for user level activity

- SCADA application logs for abnormal activity
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F1VpUHyk- Phase 1: Establish

= Qutsource areas not part of your core skill set

- Managed Security Service Providers
= Can be done without compromising trust of SCADA network

= Can provide correlation of multiple layers of security

~ Firewall
- 1IDS
- IPS
- Development of the SCADA Data Dictionary
* A tool that normalizes events from SCADA/DCS application logs
= Allows a MSS provider to tie the patterns to a common set of security events

= Integrates documentation for each event
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= Raise security awareness internally and with third—-party vendors

- End-users are the weakest link

= Reiterate importance of policies to employees

= Utilize OS hardening procedures to ensure vulnerabilities are not
reintroduced into the environment
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VAU HiE- Phase 3: Enforce

= Utilize automated scanning software to maintain system compliance
- Work in coordination with SCADA engineers
- Heavier scans on less critical systems
- Leverage redundancy to ensure no system down time
= Conduct reoccurring security assessments
- External and internal
- Network and application levels
- Use results to constantly reevaluate risk assessment goals
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F1pV % - Phase 4: Evaluate

= Audit processes to ensure compliance
- Ensure continued compliance with government regulations

= Measure return-on-investment
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= Conducted comprehensive SCADA Security Risk Assessments for a variety of
companies

Both national and international experience
= Completed 15-20 unique security assessments over the last 5 years
= 2 year project assessing the largest electrical power utility in America

= Unmatched Assessment, and Remediation experience in all aspects of the industry
including:

. Integrated SCADA protocol specific IDS/IPS signatures

— Certified SCADA Security Architects

Transmission and Distribution Systems
Nuclear, Fossil, and Hydro Generation Plants

Nuclear Reactor Protection and Industry
Control Systems (ICS)

Several Types of Distributed Control Systems
(DCS), Energy Management System (EMS),
SCADA, and Process Control Systems

Hydro-automation Systems
Physical Security Systems
Data and Telecommunications Networks

DNP3 & Modbus
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Solution Architecture for Energy
(SAFE) Security Considerations



IBM Solution Architecture for Energy (SAFE)

Energy & Utilities Solutions

Business Partner Ecosystem

IBM Solution Architecture for Energy (SAFE)

& Maintsdn improve Asast Levarage Data for

Utiiity Assots Management g

f#d#_
h"'"l‘"l :
Ihm%miﬁﬁumWE Hﬁ%ﬁﬁﬁﬁi” E?E:E nhancs

Infrastructure & Governance
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SAFE Highlights

= Based on Service-Oriented Architecture (SOA) that allows the utility to build
and extend new services to customers easily and cost effectively through the
efficient flow of information across the enterprise.

= Provides business applications and services securely interoperating with
business partners, suppliers, regulators and utility customers, keeping in mind
the confidentiality, integrity and accountability and privacy of data exchanged.

= The security design and operational mechanisms allow for centralized identity,
access, policy and entitlement management.

= The solution includes security event handling and compliance management
systems.
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End to End Security involves lots of interlocks*

__________________________________________________ NERC-
CIP-002

IBM has
proven
strengths in
traditional IT
security and
service
management

NERC-
CIP-008

...and is
extending these
strengths in
integrating with

Smart Grid
devices and |

partner
offerings

NERC-
CIP-004

NERC-
CIP-003
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