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ZMIFRIKEBCD, FREARERIMEView B, View_C. View D, FAEINAEEEZIINE
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@ =0 [=GI1: BFQERAITEH] SBUREH

O m=mis
fiml: (ERMERLASEE SIS

tban, EERAPERITYINERREE,
BX1FAFZ*xUser, (K% CreditCard,
—REIRUT:

SELECT a.dno, count(*) As CreditCard Num; RIERELE r ET LEEIINRE my_view

FROM User a, CreditCard ¢ SELECT dname, CreditCard Num
WHERE a.dno=c.dno FROM my view

GROUP BY a.dno;

Bidny_viewBEISISEXEREILAEBENEIRES, M RAFEENREFREREIFELE.
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© =i

fim2: RERTLIIEZ ST

BiREEREBEHAFPABCEZE CreditCard=PRIAFERZ UNameFf{EAE-<S CardNoE M,

NRATEES AR CHITES selectiRAEA :
GRANT select ON CreditCard TO KEC;

KECIE2ETICreditCardRIILEINE F\E:ZEIJVE'EU>

CREATE VIEW C CreditCard

AS SELECT UName,CardNo

FROM CreditCard;

GRANT select ON C CreditCard TO XEC;

CREATE VIEW my CreditCard
REIEC YR
AS SELECT * FROM CreditCard

RREEGNASILIES WHERE UName=USER:
CreditCard3®, {BERBEEZIA

ks @E‘,E’\Jiﬂi GRANT select ON my CreditCard TO pubilic;
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HEFAGAE | SFEBREBMEROMRGTH THFSBRIHFRIE, SRETSRSHII=LSFSNE. F
BEeBMHIE. NEENATSAEEFZERS.

TSI BRER (MMBIRE. CRESmart~%E) AJLIBRIENASD, HAERERTEN
FbIEER. FiEes. MABHED. 2@ ERcEEREFEK.
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@ MRS (BPmRsSsmER]  [$—8 HiEFRZ2]

SR [11-1] PAOracleZiHERE/f, OracleZiiERER I T FFPERITIE.

AT AP EREUER, Oracle#iREERM 7 MM ESRI75E: B ERRLERIFIOracleUEREL S,

ORMERFER:

OracleR]fEFHRERFRATHEIFIEERERIAR. RERERALEERFESLIMIR: BFEILAES{EithhiE
#Z|OraclefiEE, MAREREENEFREIO<S,; MEAFENIEHISEPERIERS, OracleNEEfF#
MEEAFOS. BARRERRTIUATZENG: —BERGEETHFHAOERIERS, MEREIL TS
EEBUERE, BMABUEREESHIGTENREEMN, BIERARAINAGE, FRTFZRPESIBRSERE, F
A AR TR P BRATTES,

@OraclefiiRRELER! -

OraclefSE FAfFEELUEE TR E BTN BIEZRISURER B HITEE. AP RIESEIRERILEZ,

BRERARFR, RAFTEWABPRERGEZAF, MRESZAF, NEEaEKRAFMmAOSERD.

BiY, ATLEEN, AFEZRMAANOSTHAZAERN. BEOSHZY, HiEERRH T LAH—
SRS,
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plaEs . B BRI EUERE REEH TR RNV E KT,
EFEEEHETLEIR, "B BRIERNENSRNSR, "EN BRNRUARENHITEIREERY
B HINHIBRRERS AR, 5330 8E X FIS RIS EFEUR.

IR, HTIRIERF RESHEERERISIR, YRS MRPE RN
EE=ETTE

PR,

e B | ST ESEMERIRER (BIANAARR) |, ROEE IR RS R
ESRHTIES), BRIRFR AT A ARE,

BE7FAUEH (Discretionary Access Control , f&#fDAC)
sEiEZEUER] (Mandatory Access Control, {&#R MAC
HEFAarEEEE] (Role-based Access Control, f&#ij RBAC)
HFEHEAIPRIGIE (Attribute-Based Access Control, f&#R

rEE ABAC)
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. BEHIERFE) BEXNEUREREISRAVRIFBRE

pali

BHEFEUZEHIDAC = ?Eﬂﬂ?ﬁ%ﬂﬁ#ﬁﬁ)ﬂ (AR ETE
171,

[$511-2] BASQL ServerZuBEEAGI, =FBRINZS,

RPRDFFIAT: 7. 1648, B, TSR TRIETRIESIRAVIAE.

(1) FZFIPR (GRANT) : EBFAPRLAHUTIEXRAVRIE. BIIAE, FiEizAaimkRuRIR,
(2) HHEEINBR (REVOKE) : BRI FANIR, (EFA=EXELIEAFSABHITIEE. BPEABINA
Bedk R E A BAIGRANTIR,

(3) $EEAPR (DENY) : EIUBEHUTEERINIR, FHIELLRFSAEERESIR, B THAE
RFHIRUR.
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@ FNIAR [kl [5—F HMREZZE]

BHEFEUZEHIDAC = ?Eﬂﬂ?ﬁ%ﬂﬁ#ﬁﬁ)ﬂ (AR ETE
171,

SBEHIERFSE) BEXNEUEREIRAVR R

20

[15“1-3] L‘),SQL Serverﬁﬁ&lﬁjﬂyu, EﬁiGRANTﬁ'?iéz‘}E%ﬁ@ “po_mag” ig-” PO” ﬁﬂEEFF «mﬂ” iﬂg
DELETE, INSERT, UPDATEAXPR.

GRANT DELETE, INSERT, UPDATE
ON ##4
TO po_mag
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L@ AR (i) [F5—F HiEFZE]

BHEFEUZEHIDAC = ?Eﬂﬂ?ﬁ%ﬂﬁ#ﬁﬁ)ﬂ (AR ETE
171,

SBEHIERFSE) BEXNEUEREIRAVR R

20

[(511-4] PASQL Server#ifEREE/afl, {EFBREVOKEIERHEIE “po_mag” MEX “¥I#” RFFIIARIDELETE,
INSERT, UPDATEHRBR.

REVOKE DELETE, INSERT, UPDATE
ON #7#}

FROM po_mag CASCADE
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SBEHIERFSE) BEXNEUEREIRAVR R

20

BHEFEUZEHIDAC = ?Eﬂﬂ?ﬁ%ﬂﬁ#ﬁﬁ)ﬂ (AR ETE
171,

[f11-5] BASQL Server#iEREAMI, EEUHREE “P0” BY “¥0¥l” FTHIITINSERTIR(EANBRIE R T publiclE
, RERFIEEA R guestilBBIZIBSR.

USE PO

GO

GRANT INSERT ON #7#} TO public
GO

DENY INSERT ON #7#l TO guest
GO
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s e B IL RAAUHIH 2R SR8 I P 350 BB 69 2R

Sk SHURERLE K, FETER, ThALKEN “RERE

R AU UG A SR 6 A TR IR BT % 248, B RS A R 2R L.,
WMok %5 H AT %
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BN EENSERA—ERNER, 5 APEEETFE—IRIEFTIE, ST EE—TNR,
REEGEFTANERARZ AT LAFEL

- iR R IR A A e

b R P AEE 2 R BT I T oy A9 IRARIRA X A, il R AR A, i
S AT UM RE H A F AL RA 64T L,

BB RNBRE, TNERATHLRS AL,

BB XA AU A A AT 2 B AR 6 B AR R AT 245 4], RAELRA S F L2 MR,
2. SFFe 0% H G BAER Rk,

SDACHELEE, MACHIHIELEF=&, @Elipafssl (MAC) kT BEmiENESH (DAC) PRIEHIT FoEAIERRE.

teane "iRik" LRTREEEIEMFIAEENENHE, RASER TRAE, BRH—REZEIF" FF
T, MXEFRSIRIMRAE R HATE, SBRAFARESR.
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RBACHSERUZ AP REAFAE, AEXEAR, FH, RBACEILMEHAHDACFIMACAIRER, RBACEBBIE
1N FRRY— A BRIZTHREL,

]
BEE

BRSEERSFILMTRERNRR, fERISLIK;
ERINRERRFPRAAILE, BERAFTEEHIISKER
BMESEENENSR ER—HIRE, WREN—EERFER T — M,
fAENERACERRZY, BERFPS AT DEERF SR REGEXR,

RBACRMERB S RN ERRIRFEES, BIAFPE (users) | ABE (roles) . WAL (perms) (BIEER{EE (operators)
MUEHIRISREE (objects) ) , AR—PMEITSRETHEHHPIES, BISIESE (sessions)
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BT AGRFEUEHIRBAC RBACE T RER P BUNFEGRHIEE, BRI LASEH B £7EU=HIRES, X
A LASCHSE Sl Bl SRR

[511-6] LAMongoDBERHREEFAH!
@ MongoDB{ERRARBACIEE!, IJEERERIRIEERKIS LT PR

UPRHRIR %88

find BEHSIRNAFTLUETIE M IEIREXAIm<S, 2 aggregate,
checkShardingindex, countZ,

insert BEESRAIAFTILUZITIIETIFEEIEE XM < insertflicreatess,
collStats BEFIRRRIR R LIfgEdatabasesfcollection#fifTcollStatsip<.
viewRole EE IR PRI LAEETEEdatabasefIABEER.
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@ MRS GnEs) [(B—5 MRk

[$11-6] FAMongoDBER#EREAfY

@ EFXLEANR, MongoDBiRt T —LENX A G

insert coliStats viewRole
read v v
readWrite v v v
dbAdmin v v
userAdmin v

ggi Gy st
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BT AGRFEUEHIRBAC

[f11-6] EAMongoDBERHEREJIf!

@ RBAGHIEEIRE T BRI, M &4ERK(Hierarchical Role)FlBRE 95 (Separation of Duty),
fEBR

2
BIRGHS

fefEmEERR LA THRAEE, ERERMAHESIRNER, ERILSKEEMISIR. MRS SEMND R,
—ERREEENW T IREET(F
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@ (R i) G )

BT AGRFEUEHIRBAC

[f11-6] EAMongoDBERHEREJIf!

SN BEREATEASAFREGIZSIIRM~EFImpse, flal—/ M EEkiEshRFERBERFIIBER.
”%’ > EBLATRRMET.
FHSERER DT (Static Separation of Duty) : FAFZERRHEIRFEMRAIAE.
NSERE 3 (Dynamic Separation of Duty) : FAFPHE—IRRIE (Session) RABEEITEIEESFHABR. BEHEEHRIIAR, HRegkE
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NER—MEIEENSR, R\ EE S HIRRSGMETSHRIER, WERIESH
IR EIERH I TEIARIER.

RERNMT =

1. REREBECRARPIEE, NEAERIER;

2. EERRGESHAESSRE—E, 1EINaTEE;

3. ENELEEFRIR T —ERERZIEMT 1,

4. REEEEIIN BEERRZ 2R,

5. BT R E R LESHIRIAEE;
HRENHERAEEBNIEZ2E. SEZEREFIR(ERE,
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sUEIRE
[611-7] BASQL ServerfiErERGI, ElIiE—/MRE

CREATE VIEW v_Item_1

AS

SELECT ##1X88 R B 1R
FROM ¥l

(€]0)
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[B1-8] PASQL Server&iiizEeafl, elZE—MRIE, AFEENHXHL1YHEAIEBH
BiR, AERETFEFHRMMERGEREZRER RRYH SRR 10994,

CREATE VIEW v_ltem_3 {1#S, ¥ER)

AS

SELECT #I#ES M= TR

FROM ¥l

WHERE ##12£51=1

PEHTIERFIBE M RN R RIEZ R E R R 2310 LAY/

WITH CHECK OPTION

KT



@ MRS mEExsEEy]  [$—F HiEFRZ2]

[B11-9] LASQL Server&iiZEEAfl, SZEFSAMERIMNE, BFEEHRMNERAE
BRFHEIRBITRER.

CREATE VIEW v_ltem_4
AS

SELECT RMiTEaskE *

FROM R TELE HEREER
WHERE EWiT:sLE SRR -HRER SRR
And #NEER HMNEFTR- BIERF

GO
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EEE TR ERIRE

[Bl1-10] PASQL ServergiizREAfl, SIREFRERIRE, BFEEHMHNERNBIEHE
FRE, HFEPRERERESHIPRBITRER.

CREATE VIEW v_ltem_6
AS

SELECT *

FROM v_Item_ 4 /{EfREv_Item 4B89EGE E*/

WHERE EafgE8Y = 1

GO
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iERRE
[Bl1-11] BASQL Server&iEEEAGI, FIRAMEE DR, BERABY_Item_4R9WRE, B
FEERMNER I BERF HENREITERES SO0 1 HREITEEE

SELECT *

FROM v_Item_5

WHERE RBiTES = 'SO001'

KT
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[fl1-12] LASQL Server&iEEe/af6l, FIBMEHBAENE, EMREV_Item 3B —NHRAY
WEheR, YESH1001, UEBHER.

Insert into v_Item_3

Values('1001','E&4F)

HATHEA—EBRERFTIMEFR, MUAEBNCRINAESIBR]EE.
REFIREREHANFRTEZRIUBALSIE, RNIXEFERANEZRSISIRAIul E, BABNERIFGRYL.
HTIEV_ltem_3EATEEWHSSHIAIFWIREMUBIETR, FEXRHTIZSFIEN R ERRIDZAER
BRI 1R

FRLAATIBANRERURHR, WRBARNEIENRESM, NSRE.
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@ MRS mEExsEEy]  [$—F HiEFRZ2]

[$U1-13] LASQL Server#iigEEAG, FIBMESEFHEE, SMEV_Item_3HRPIESH
“2001”A9¥IEI B “EBiRLE”

Update v_Item_3
set ¥l ETR-"BEL
where $¥¥HLHE="2001'

EMT:

Update Item
set ¥IHBTR = ‘HBIRLZ
where ¥EHLH3= '2001"

M )JE%&M#
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[l1-14] LASQL Server&fizEeafl, FIMRERERERRE, 1SMEV_Item_3rhiHS)3
“2001”RIYIEI B eh “HIRE”.
DELETE
FROM v_Item_3
WHERE $3#MXE3 = 12001
ENTF:
DELETE

FROM Item

WHERE $7#M4H = '2001' AND ¥5#42¢51=1

M ks @DELETEWLE@EJU‘E&Wﬂﬂﬂﬁﬁgﬁiﬁﬁ’ﬂiﬂlﬁo EXSTHE TSN EARINE, A REERADELETEIEA.,
KT
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MZREFRBE: RIE—ENEEBRREYE (BAX: Plain text) ZHARAIERE
IRAIRIAETL (B3 Cipher text)

— N FRIEIREREINZE R R NGZ :

@ FREKHEBEXSEREARRIE.

@ T EREEEF SR AR AE,

@ MREEEEBR, LRSERRRESEE.

@ NFZEXIEIRERNSZRPEE (NEiEE. B, . &F) Z2EEr.
® RiGIZAEIRNG, MBESRFEERZE, HEER.
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@ A [guRmeE)

[B—F HEERE]

[fl1-15] LASQL Server&EEE/afl, (EEHERINZBETE.

~(EREB IR
create database TestDB1
go
use TestDB1
go
~-EBUAR, dataFERAZMEZRS, HHEXEBIEAvarbinary
~BEANZERREER T HEI R
create table TestT1
(
id int identity(1,1),
data varbinary(5000)
)
Bl =5

create MASTER KEY ENCRYPTION BY PASSWORD ='ABC123'

-(E &R REERA
S open MASTER KEY DECRYPTION BY PASSWORD ='ABC123'

--FERBABC1238iEIEH Certl

create CERTIFICATE Certl

ENCRYPTION BY PASSWORD ='ABC123'

WITH SUBJECT ='ABC123 test certificate’, start_date='01/09/2020',
EXPIRY_DATE ='01/09/2021";

(€10)

-~ RARE N\ —5Rilit &84

insert into TestT1(data)

select encryptbycert(cert_id('Certl'),'iEHcert 1INZHAE")

go

select * from TestT1

Go

—-{REVINER R 404

SELECT id,cast(DecryptByCert(Cert_Id(‘'Certl'),data,N'ABC123") as
varchar(20)) from TestT1
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1, SUREFINZEAIR WEMBIA

® BIBENERNZERKSG

@ MRBEMSMERA

® EFXHRAIMFESRA

@ ETFRERMEZSRNEERERA
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@ iR (e (55 BEERS)

O mEEMEmEEA
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N FRERASUEINERABIMEZAPI(JDBC, ODBC, CAPIZE)XISURSIRIHITING, HUEREER
[EE P EEInEEdE,
EHITHIRARN, FENSIRROAERE, FHTHE, NERABITEERANE.

ARBETF: NEERWIIRIHIEHITINMRE:, EINREEEE, MBELENNE RS HENEE
. N FRfEFR U T AIIEROE,
XTI LR BEIEEAZESIE, INZEEUREE TR MERE AR B,
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[B—F HEERZE]

6 BEFiHEHIIREEA
AR
KMS EFB
SRR
MEmnELIE
o HHHEE
o THEThE prg -3 &
=iiE

mHER
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JHENRG AR REERSEAR

1XE 123
CE1AD 45-67
8340A 87-90

XHFINERE

FEFEIN TR

@ BIFRFEHNHARFRRINEE, REENARTFE
&, MESAEAPEIE, —BHIEFE, &
SR ERFERIAN, BHSESS T,

Q@ BAFRFH M RINEZRHEEHRER SR,
XS EEGREREK S AL BRIV ETTI AR RS
Ak, FEMEMRERAHTEGIRE.

Q@ BERFECUHRAIINER SRS (A T
18, ToRsTRIPIRHATING, DARERIERAENE.
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O BIEIRERY BRS IEOSLINZEZRS|
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