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- Spark
- JbR, EUEARTA, TIEHRMUFE
- RIS

- PZ

- #iM, Flash, XSS ZMEHR{EH, K=
- RIE RIE KRB KRB, 188cm

« Xsser

- U, 90/F, AERER, Sh

- —EWEHBITEITET SIS, 180cn

 Overflow
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. igif lnmEI'J%Ju)r”J_JZ/f)”'J
- EXFIBESEW, EXEQAF
- EMIEAIR, REGARAMNEX, SHEX

- B BERIEHZEMTA
PR NI 8 R SRR T
- Eval (§ POST[cmd])
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PHPScanj5 %18

¢ %Kﬁi@
- BB
- BABR A EERIEX

- ERBEEBNEX
- BINAARAPAR “BF7
- BERRAMIRAERNERE
- INBEMI R B

T%MN%
—ﬁ§1 BEHEEK AR RIS
}ﬂijEval )
Z_ﬁbﬁkjjsystem #




Lex A Yacc

« Lexical Analyzar
- e—MERPESRNTIE,
- s R — MR A A PR CENERF .

 Yet Another Compiler Compiler
- AR ERENER (BNF) FRIARIEEDN AR
BIEM AR A IR RS
- MR RE T RIS RIERE, E2WAE
SERLB LB REER ST o




PLY:Lex&YaccHJPythonSEIf

- Fasy install ZiEZEEZETEIFEBLE
- AILME R ARG E
- AILGTERIERFER

4 i ply
> El _init__.py
> [B] cpp.py
> [F] ctokens.py
> [B] lex.py
: [F] parsetab.py
> [B] yaccpy
__| yacc.py.bak




PHPar: PHP Parse

- phplex. py 4 h
- E NI S
- £ ply
« Ph . h o
i B _in_py
- fRATIB » |F] colortools.py
- Phpast. py ’ EE phpEEt'pH
- FE R SIEER » |P] phplex.py
> [P] phpparse.py
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MR IBEN

def gonery (self,g="*" filter=None) :
Y FEEEFZM T [type|*] {>[typ=|*])

] = fd=f MEGId=ar G7FEELS
¢ % g:{'t fdefsvdecl 2B Grd=rif T8 FITE MR Yvdecl ST FE S
=y

]

*sexp H - EfTexpiZS
trnoyn SrEdSEMeoe grE s, (EEM)
. ﬁ x x> 2 G B AR
? RS
filter: T EEH

A if filter == Hone:
¢ ]E}% filter=s=lf.filter
else:
filter = filter
ret = []
gs = g.=split(">")
if gelf.i=s_type match(gs[0]) or g=[0]

-

ret.append (s=1f)

if g=s[0) =="**"' and se=if.i=s_type match(gs[l]):
ret.append(s=21F)




 http://blog. renren. com/blog/bp/Qm3aTzRcce

- DUHIE {phpar A 1EI0 & 5| S BIEEAT. pdf)



http://blog.renren.com/blog/bp/Qm3aTzRcce
http://blog.renren.com/blog/bp/Qm3aTzRcce
http://blog.renren.com/blog/bp/Qm3aTzRcce

TELHET: 284

def varcheck (s=1f,item) :
if ha=sattr(item, "guservy"'):
vars = item.query|( '**>Variakls")
for v in wvars:
if v.name in se=elf.dangevars:
v.3afe = False

if 'S ' in =str(v.name) :

. self.dangeit (W)
ass = item.query|'**xdssignment”)
° for a in ass:

if isinstance (a.node,Variable) :
if not a.node.safe:
self.dangelit (a.node)
if hasattr(a.expr, "guserv'):

o v = a.eXpr.query| '**>Variakle")

for v in wvs:
if not wv.safe:
self.dangeit (a.node)
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FEIBNENR: ARSI

|
I—def cb func a(node):

if node.name in dangefuncs:
for param in node.parames:
print 'mnarm:’,param
if ha=sattr(param, "gu=sry ') :

result = param.query( ' **>Variabls")
zafe = True
for v in result:
if hasattr(v, 'saf=") and not v.=zafe:
safe = False
if not =safe:
return node
if ha=sattr(node.name, 'gusrvy ")
result = node.name.query (' **>Variakls")
for v in resultc:
if not v.=zafe:
return node
querysString = r'**>FunctionCall"
filter = cb func a
desc = """ﬁgeri:;:t func names or danges func vith dangs var params"""
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- TAA%E: XBFERK
- RIS E X
- B RIENRIAN

© EAGE: SRENFRERN
- A—ELTXXA
- i
© IBXEHE:
- AT LA EARNAE X YRS AL 3
- ElEAHRESHIE
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.

EMRTAFRILL
match = re. search(r’ (?P{output’ (request\. setAttribute addModel) )\ s*\ .
+ ((?P<{params>. *?) (?P<kevparam’ (getParameter request\.)) , file contents,
1t match:

params = match. group ( params’ ).

§ §

if "antispam’ 1in str(params). lower () or ' safe’ in str(params). lower ()
iname += 1.
continuel

output = match. group( cutput ).l

kevparam = match. group( kevparam ).

1T 1name == 0:.

info = "‘\nl%s] :'\n'% (file).
else:
info = "7

(%s] in line [%d] ‘\n'% (outp

N

info += "\t | — output:%s with parameter:

L

y ]

info += " ‘t\tcode:%s'n" % file contents. strip() [:100].
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AfESE VS 22T A

- FAtmzE

- gesR KB E£|

- EFREZ

- MAEANTE

- E MK

- NMEATESILRIZEHEH
- ZENMIKT A

- DIReEXT B —

- EAEER

- BEIERI A E

- EAESILEREDER




XNMD. XCapture$F =

- ETKE
- Fiddler core
- Inception A=\
- AR S EEFiddler R 47
- XSS
- BH]HTTPH IS H
- RNEW
- KIEFFERET
- ¥R [Bl{E
- AP
- HMEEREAR
- mEEFERARAR




L 29998 L
XNMD. XCaptureSCEf

© B




XNMD. XBrowser

o XFXCaptureB%p7E

- fRFEA
g 3=
- RARAT L HRY
Bk BIER
- DA RE
- HERBRER

- ZF{FXCapturetmik FEHMI
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ESEHE

Crontab
- %/20 6-12 * 12 * /usr/bin/backup
- 12 BA, EXELE 6 23 12 54, &R 20
FEIT—IX /usr/bin/backup

Hith R=%¢
- XPMARPZE—T

CI1&R%:
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CIRG:: FHEKBRRS

- RESFRFELEE R
- ERTMKH EFE KA
- ERTEE N EMESM A bui 1dES
- EFl{tReport
- H ¥R
- —LCIRG:
- CruiseControl
- LuntBuild
- TeamCity
- AntHi1ll Pro
- Hudson




i s
Hudson

Hudson

Hudson » scan-code
. > AR APAN ‘ -
Javaft &z, B5¥F & 4 &0 Project scan-code
O, #&
- XEFTHANESFTR =z

=

- RRFMBEREI O wme

HEaE

® HlfEProject
EHES s = e
= Build History (E%2H) e

& #11 2011-1-1913:07:.09 _tiﬁﬁ H

& #10 2011-1-18 13:06:29

) code-ugc-update

¢ #9 2003-1-17.33:08:29




20908, sane
Hudson

- EHENENX
- NERERKSVN CVSHEKRBESET AR
- UpdateSE{RAEEA] LA & H A {ESS

- X EFERfF. IMIRE
- RIMEMFFEHREE

- SEZHENX
- Web4tHJCrontab
- Y ¥Fbat, EZEpythonZFAXZHIZAK
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