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K 00 BT BIIK X 48 1% TR BT i pl e p A0 SR A 2 0 R P kR e, B PR AR 5 14
Bt B, B e N P Mk 1.2.3.4 (%, il CEF &b e o IP
Hihk 1.2.3.4 $EAHEMT RIS 1 St ARSI B s 10 D, M 2 S E 508 .

o fHEMViEEIFIE (ACL) JE RFC 1918 w41 Hi it AT A Hb kil

Z L PR
interface xy
ip access-group 101 in
access-list 101 deny ip 10.0.0.0 0.255.255.255 any
access-list 101 deny ip 192.168.0.0 0.0.255.255 any
access-list 101 deny ip 172.16.0.0 0.15.255.255 any
access-list 101 permit ip any any

0 M RFC 2267, fHHViM¥EHZIR (ACL) b yEit Hif &

|SP S 2 F it s I 12 i S U5 I g T35 S X 48 PRI, 1T 8 ) i ) 4 O 2 1% X232 Y5t
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RE LASR it 2% L RE
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S P
interface xy

rate-limit output access-group 2020 3000000 512000 786000 conform-action
transmit exceed-action drop
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interface { int}
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Figure 2. Riverhead Networks' Multi-Verificalion Process (MVP) architecture
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@ Multi-Verification ProcessMV P) architecture: 2 I iIF i £ (MVP) AR 4514

@ Anomay Recognition and Protocol Analysis update dynamic filters and rate limiting in real-time to block newly
identified attack traffic: 5 i AR A BN 74T S I BT AN I DR AR AN 22 BRI, BEL BT 9 RO PR e ek 45
@ Packet Filtering: i it ug

@ Anti-spoofing: 5 14w

@ Anomaly Recognition: % 1R

@ Protocol Analysis: Y2 #t

@RatelLiming: H ik
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Figure 4. Riverhead protection in an ISP environment. Traffic destined for targeled device is diverted to
Riverhead Guards, clean (raffic is refurned to the system.
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@ Traffic for targeted device diverted through Guard:  £I| H 5 ¥4 b 4538 1 B ek B 3 144 1)

® “clean” traffic returned to system: iR [F] 5 R Ze TV 5%

® DDoS protection in an ISP environment: 1SP #1851 DD oS {4 &

@ Traffic destined for targeted device is diverted to Riverhead Guards,clean traffic is returned to the system: £ 5&
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Figure 5: Riverhead protection in an enterprise environment. Only traffic destined for the targeted device
15 diverted to the Guard, which refums “clean” ransactions back lo the system.
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