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Driver
ready to
regain
control

Vehicle
drives
itself — but
may give
up control

Operating System Function Level | Status 0-5 years | 510 years 10-15
Environment years
Highway Traffic Jam Assist 2 Product v

announcead

for MY 14

Highway On-Cenfer Driving 2 Product v
wiACC (limited
steenng authority) '

Highway Combined 2 Drivor Driver
laterallongitudinal holds monitors
control wheel at all

Highway On-Highway 3 Driver Sl times
Platooning operates controls

Highway Workzone Assistant | 2 vehicle pedals

Highway Emergency 4
Stopping Assistant icl

N T N NE e (s
Automated Vehicles g

_ steers or itself — not

City Open Road Urban | 3 controls 100%
Automated Vehicles speed safely

All Roads Automated 3
Operation on All
Hoad Types for
Military Applications

Parking Automated Yalet 4 Prototype v

Parking

Driver not
required at
all times

Vehicle
drives
itself
door to
door

Vehicle
drives
itself —
during
specific
use case
(e.g.
highway)

[NHTSA]
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2016.2.2: Denham, Buckinghamshire, UK: JCiEiB H Hh#EHIER, SPLBIL

: Skoda Octavia

cahe e E Sl Cruise control (L2)
|

-4 apr Y-l 94mph

SR ER G e I
mlHLCIRIR H H B,
I 2294mphf5 5 KK %
T

ETT 1. 56 i sk
2}$%$§ﬁMﬁ¢%
il

[Skoda driver decapitated after claiming car's cruise control was stuck]



https://www.theguardian.com/business/2016/nov/24/skoda-driver-decapitated-in-stuck-cruise-control-mystery
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_ _ _ Without Task Requirement|
,—I~| Without Driver Monitoring With Tazk - |
With Task Eequirement
#| Stay in Lane
Without Task i t
L 5[ With Driver Monitoring Without Task Requirement]
With Task Requirement |
0-30mph
—>{0-30mph | Without Task Requirement|
I—b-l Without Driver Monitoring With Tazk : |
With Task Requirement
# Change Lanes
: . = I::{"."irh{:-ut Task Requirement
Environment Enw:-mmr:mal .,l With Driver Monitoring v Req |
(Subsystem) e With Task Requirement |
Level 3
| }_[:"-J."irh{:-ut Task Requirement|
Without Driver Monitoring - -
With Task Reguirement
= —»| Stay in Lane —— |
: Without Task Requirsment
P—— ™ | With Drive: Monitoring : Req |
{Sensing) - With Task Fequirement |
L 30-75mph
B0 Without Task Requirement|
v v —*{ Without Driver Monitoring ———— : |
With Task Eequirement
Astomation —# Change Lanes
nition Process - omponent [, = - - z Tlli-".rh. tT ]{ i t
st v L:m::epingﬁ L 5[ With Drver Monitoring Withot Task Besuivement]
With Task Requirement |
1
¥
Vehicle Control
w| Operator Output - . X Computational/
> [Action) = Mal[-;lf‘;t::ﬂn DDEIBI:?;‘IH”’TOEESS I
Operator (Subsystem) Vehicle (Subsystem)
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Malfunctions and
hazards

Salected sltuations

Reazon for E (for the
15t sccuranca only)

Consaguences of
nazaroous events

Reason for §

D
Frovdcing of Incomect Coiliskon wiln veniice High spesd and mone
lane Imamaton In ar moves fanaard U'l'f"fj on "E|g"|=l:l" 111“_1:9-\-: p'\:lﬂaﬂ"fli'm

LKAS_H1 [ B rign speed and High prodabiisy I‘:ﬂ"'; “tl'__;;"“ AlS 58

atceleraton; Guariral Eruciines
Frowicing of ncomect  |car moves forwand: Coiliskon wiln venice High spesd and more
lane infarmasion In acceleratedina driving on nelghtor han 10% probablity of
CAMERA razarous SEtions: — \3re o oA AI5 56

LHAS_HZ Guardrall High probabilsy Infrastructures
Prostcing Of MCOMECE  |Car MOoves fPWant (Colliskon with vehicle Miedlum spesd and
lane Infarmadion In wiin middle speed driving on nelghicor morne inan 10%
CAMERA manosuTe In highmay; — |ane or mad's probabilty of AlS 55

LKAS_H3 Guardrall Figh probabilsy Infrastrustures
Frosiding of Incamect  |car moves forwant: Colision whh veicl High speed and more
lane Infomatonin |win migh speed driving on nelghioar inan 10% probabiiity of
CAMERA manosue In higimay; — |ane or mad's AIS 56

LKAS_H4 cuarrall Hgn preaasiisy Infrasmuctures
Loss of lane detectian (Coliskan wih venicke |'|g"| spesd and mane
In CAMERA e d'1'm:j on neighbar 11::\n_1:°-i probabllity of

LKAS_HS righ speed and High prodabilsy I5ne or rad s AlS 56

acczleraton; Guardral Iriraziructunes
Loss of lan= deteclion Coiliskon win venice: High spesd and more
I CAMERA ar moves fanward: U"'f'}ng on neighoar 113““_139& probabiity of
LKAS_HE rign spaed and Law prabatity I‘:ﬂ"'; “tl'__;;"“ AlS 58
acceleraton; Tumel Eruciines
LosE of lanz deteclion |car moves forward: Coiliskon wiln venice High spesd and more
In CAMERA righ speed and driving on nelghibar ihan 10% probability of
acceleraton; Law - . |are or aads AIS 56
LKAS_HT - High proabll
= statiorary sLright In P o Infrastructures
the maming or evening
LogE of Iane deteclion |car moves naamt (Colliskon with vehicle Hign spesd and mane
in CAMERA high speed and driving on nelghicor nan 105 proatlity of
acceieraton; foumalns - . |l3re or rnad s AIS 36
LKAS_HE of water becaus= of Figh probabilsy Infrastructures

ioiher cars

Al
fetrc?

[TUV SUD, Eason Dong]
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1 The autopilot y 3 The car keeps
sensors on the going, veers off
Model S failed ; the road and hits
to distinguish two wire fences
a white _— and a power pole

tractor-trailer before stopping
crossing the

highway against

a bright sky and

continued Z

driving at

full speed

How Tesla's autopilot works

Automatic Front camera Radar
braking system Reads road signs and Emits waves that
e Lses information from provides visual cues bupnce back fo
I SR TRIR O sensors and radar to objects to profile
LA UERERIRUE judge and apply brakes the surroundings

car passes underneath

Ultrasonic sensors
12 long-range sensors around the car detect objects up to 5m away



P@a@0 kiR - B
urml.arg.cn

IMREGHIR IR

BE:
- AR

- SRR
- RTEEBERTER

Perception

Fek:

- BEMRRN

- BERGZEMEEHER

- BRASNZERT (RS
BE; WA HTER.)

Perception




=) iy
IMEFNIR AR

i

|
i |
an A'g“— 361

|

R 1
77
777777774

HER |
M BERENBIREEY |
T 5 ) F )

b

%

Z

7 —

7/

a l ﬁ‘ -
v 777777
v 7
Z G222 |

i

o
|
|
'i

&t 520
FIGURE 6 P ’ I
! !
)| B
,I“ ‘W ! T[I—
| I |'® & “ - 101
— T

[google patent]




Q@O0 _ xxR -giE
© urml.arg.cn

e S E ST b S Y

v &€y E

- HET MR ERUR BRI B L
- ASILR[EEEMETLE X HiE YAy
- AR N AR R

- NERBEL H100-2
Tesla: near
PEAE IR
g
- BB L~ 100 million




AE & MR

Q0007 xng -#.
© urml.arg.cn

BB 0f Hazard Analysis J

H e I HARA and Safety Validation |

_ L A

R I§ Safety Mechanism J

o PR > RARE SR> R %R
o F it AR AL AT B 2 U

A

Highlights: ISO 26262 Application J




Il

BES 0P Safety Mechanism

Szpis MR

e
Fie WK

INEIDNGTE PR e 5w

,m\ﬂf_ fR IR IR AL AR AR RE 71
PRI 2 BT NE R AR I 2 % 35ps =X
/N .

TR EE S S 5| NIRRT
ﬁ[] {Ej Fail-safety: /A~ [A]level 22 2] 5E X
By ? Fail-safety: SERS 4 E R




3-Level concept
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> Target function

Monitoring function

HW monitoring (a) (Answer)
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Safety mechanism: safe state

SRl S
L 1
Possible S IRzRE
Hazard
Normal Safe State
Operation
>
T <=Diagnostic test Time
interval Fault Reaction Time
i e P
Fault tolerant time interval ﬂmg%ﬁ‘ﬂﬂ
i} 6s (L3)

REERT R TEAR (ZE9 5% 532 B 1))
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Be S I¥HIFail-safety

* |tis OK if the function works well
* |tis NOT OK if the function works not at all

* |tis NOT OK if the function works
unintended

Requirements:

* There Is a mechanism that detects failures

* There must be an alternative function that
continues working

— Fail operational: for a longer period of time
— Fail functional: at least for a limited time

A It 1s no option to quit the function!

Is possible!
— EPS can fall back to mechanics

+ Afallback solution using other technologies

L1 & L2:

- Fail — takeover
L3:

- Fail-TOR

L4 & L5:

- Fail — operational

[TUV SUD, Eason Dong]
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