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« Software Security Assurance (X &£

fRFE) is the process (JitF£) of ensuring that

software is designed (¥ 1T to operate at a
level of security that is consistent with the
potential harm that could result from the loss,
inaccuracy, alteration, unavailability, or misuse of

the data and resources (ZHEFIZ JR) that

it uses, controls, and protects.
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e Software Assurance Maturity Model (SAMM)

SAMM Overview
Software

Development

Business Functions
(1] Governaace (] Deployment

Security Practices

Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Code Vulnerability Operational
Compliance Assessment Architecture Review Management Enablement
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* Microsoft SDL Optimization Model

The four security maturity levels of the SDL Optimization Model

Basic

Security is
reactive
Customer risk is
undefined

Standardized |

Advanced

Security is
integrated
Customer risk is
controlled

Dynamic

Security is
specialized
Customer risk is
minimized

The five capability areas of the software development process
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(T Release and Response.
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B i SRR

fiE (Spoofing) B4y 56k H 4 /%5, Cookie. FUFEE
(Authentication) #4. #kAk-MNZ. HE X

B (Tampering) SEEEME (Integrity) VhR$EH]. BFE4

H#5 (Repudiation) S5 4% (Non HE®E 1. BiEEs4
Repudiation)

= Bt #2 (Information PR s, i a) $25 1l

Disclosure) (Confidentiality)

FE44 Ak 25 (Denial of Al T Vi, e, A

Service) (Availability)

PRIETF (Elevation of  #ZAL UEEETTINE:T PN varl

Privilege) (Authorization)
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2. LRIEB A Ezﬁzﬁﬁ’]~
B SV nE, “bolted on”

3. B Z 4R ==k (bug)
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