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Exception Handling Overview

 exception &t XIS E AR
— Blan: LTRSS, B ade AR, T3 A a G Y, R A0S
— CPU/™ A N i
— SHf AR PCHREF 21—/ IUE Hiuhik- >k 4b B exception
« BSP ft/A 3B ke 7 AL B
— VxWorks 1l itk & 3545 5 (signal) B FH AT 453845
— 23k signal RS FEFR G 18 4T
— MR ALEE signal IRSSFEST, PAT RS S B

o HLARMELL MES IR
o FTEIRH(EE
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Signals

kill(tid,signo);

void normalCode () void handler O
{ {
/* 1ncoming /* deal with
* signal */ * signal */
+ +
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VxWorks Signals

XA 2 BE RS HE T I signal, FKEE 4 2
0] DL 2B A R PR AL FE SIGKILL 15 5 (75 K 200
%4 SIGPIPE, ¢ SIGURG =5 AT pg % m]

R BAT taskDeIay() PS5 845 5 H KT, K& errno =
EINTR 1[0 ERROR
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Important Caveats

o ONFTI Y AT A5 TR AE A UE FH signal, [

k-

— MRS H AR, ABE signal AT ILSE A e BT I Se 4

— PUAL T U SAAT U

— 5 signal [ Ab B ek BRI signal S5V T AR R ) ek 8, K5 |

K EN A
— % signal FHFS- KB 0E, W REFE H R ES
REAN—E

« sigLib (UL & POSIX) 3Z£F SystemV 1 BSD 2§

[
- AEIREH]
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Registering a Signal Handler

signal (signo, handler)
signo  Signal number

handler signal k5127 (AR Z& X/ signal, N H SIG_IGN)

IR [FIETE MR signal k45 R e SIG_ERR

Signal k55 FE 7 M iz 4 e i a5 B

void sigHandler (int sig); /* Or */

void sigHandler (int sig, int code, struct sigcontext * p);
[* (See notes below) */
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Signals and Exceptions

o fifif} exceptions fH5 5 £k 4% (bus error), Hihk4E % (address error), F40
Tz (divide by zero), 7% s H (floating point overflow), 55

o REGHAEE X T 32/ signal 5 exception % M.(f1 41 SIGBUS X T
PowerPCH) i 264 1%; SIGFPE X W T-% A A A H)

myCode( )
{ Task has SIGSEGV
bus error signal handler installed?
Yes/ \NO
Raise signal  Stop the task
} log error message

If returns

B
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Exception Signal Handler

« Exception HLR! 1] signal k45 F
— taskExit() — & IFT45
— taskRestart() — =R (%
— longjmp() — & 5 setimp( ) 14 B B AT
— exit() — & KIERE
— HPR (A
o R IAES A T HADRES
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Hardware Device Interrupts

o T TE Scputy HAE R A
o P AILLA & T W IRS IR, A kA TG RS HEPUT
o IR TET
— RS IR A AT
— BT R S5 R AN g FH 2E (pend)
— ARSI AT G R eel 5 = &, BAg]al“volatile” S Y i) 4 &)
AR
— W RS T N AZ T B TR
o TECPUWN, x& I 28 AL B a8 11 Hh Wi
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Interrupts(PPC)
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Interrupts API

* intConnect(vector, pISR, pArg)
— o W g I o O R S5 R
* intDisconnect(vector, pISR, pArg)
— MG W g b ep IR 55 R
* intEnable(vector)
— fERE W
* intDisable(vector)
— 2Ry
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Device Drivers

o MHERWNHALIZZ:
— VXWorks Device Driver Developer’s Guide
— VXWorks BSP Developer’s Guide
— VXWorks Kernel Programmer’s Guide
— Wind River Workbench Users Guide

— General Purpose Platform, VxWorks Edition, Board Support
Package Workshop
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Interrupt Handling Example (PowerPC)

Exception

Vector Table

Exception -
Handler

interrupt (
number 1

2
exception
vector
0X500 External 4
5
6

Interrupt
Table

User
ISR 1

g User

>
ISR2 | **°

99009 rum-mm
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Interrupts and Priorities

A//v Interrupt 4
Interrupt Level

ﬂ/’ Interrupt (Hardwired or Programmable)

| Execution Controlled by Hardware
/17 Interrupt v or BSP Software

A Execution Controlled by Kernel

Task Priority
(Programmable)

Absolute System-Wide Priority
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Interrupt Stack

o VFZcpuliHRAL R — P e AR U —1)
o« TTERAE R G0 E BhEY B

o TR/ NE %2 ISR STACK SIZE K€ X; & X AE# =k

S0 configAll.h H, U R TS 5, @A config.h ik
#undef, fF#defineii {H

o WMIIENGK, BEWHH AL I B R

Interrupt Stack
Int level 2
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ISR Restrictions

o JIrE LIRSS RE R AT 58, (RS54 BePAT, Lt =
PAESSL ek, #iAN AR 2 T k2
o 00 bR AT P BT ik 55 FE R A R VR
— ANV BHZE AR = R L
— ANBEM A semTake()
— ARV malloc() (R] e HisemTake)
— REEHFHIOR SR EL (no printf() ) (A fEfE (5 5 &)
— XFFAE AN AR S AL HE 25 (FP co-processor) ficpu, A BEfH T SiE

/?\

o AR X FFAFA AT Ho Ak AR A
« VxWorks Kernel Programmer’s Guide "4, T —4 A LL7E
A e e U FH [ 8158
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ISR Guidelines

o DREFH WSS FE R R R, A5
— Fx RS AR A S 2 I IR

— FEIR BT BAE AT
— MELLUA A

o b A AE W AT T R AR
— MK

— T AR SR e b2 WA fppSave( ) T fppRestore( )
o JXE NI HEIE LAEATE AH AT S5 2, JCILZ:

— FREm R TAE

— EEREAENTAE
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Typical ISR

o LEIOFFA%
I F AT A

- HWNAF

— Plnon-block /7 A5 H S B\

— B s S EEOHEE 5 E

— AT AN W R AR T R B D “volatile” S8 Y
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Debugging ISRs

o A logMsg R[5 S FT ENAE &

logMsg (“foo = %d\n”, foo, 0, 0, 0, 0, 0);
o RiLiIENRY tLogTask 4T B

— AN EFT BT AN S

— SHIUEA T IZE (long, int, unsigned long)
e Or,

— REHWR

« WDB agent
* Emulator
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Timers

o SENEATH e SR RS R, KA E WP T, T
— ¥ ¥#I(polling) -
— KA ARG U (B an # i R)
— FEAE B E R AR
o VxWorks $&HE 7 94~ Il 2 0
— RGHE (System clock )(14 i)
— ISP (Auxiliary clock)(R]iE)

,—,»QQQQQ sz% *SRIZ © 2009 Wind River Systems, Inc. WIND RIVER
A)\A)\/\@ uml.org.cn



System Clock

o RGN B W RS TR R
— BN tick vHE (A tickGet() W)
— B 1 delay ISR A{E ‘5 &= 1) timeout IHf[H]
— K& WR %8 (round-robin rescheduling)
— IXUEPRAEAS ] BE T | T AL
o BRE I EIIER Z 60hz
— int sysClkRateGet() — iR [FIEEF2 ) tick %X
— void sysClkRateSet (freq) — & & £ BB (KRR Hticks)
o NS YRR -1
o NAZHAERGYIAIT B —Ik
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Watchdog Timers

Kernel space only
— Use POSIX timers in user space (not covered here)

User interface to system clock
Allows a C routine to execute after a specified time delay

Upon expiration of delay, connected routine runs
— As part of system clock ISR

— Subject to ISR restrictions
* No printf(), malloc(), and so on
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Creating Watchdog Timers

« To create a watchdog timer
WDOG ID wdCreate ()

Returns watchdog id, or NULL on error

o To start (or restart) a watchdog timer

STATUS wdStart (wdld, delay, pRoutine, parameter)
wdld Watchdog id, returned from wdCreate()

delay Number of ticks to delay

pRoutine Routine to call when delay has expired

parameter Argument to pass to routine (int)
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Using Watchdogs

* For periodic code execution

wdld = wdCreate();
wdStart (wdld, DELAY_PERIOD, myWdIsr, 0O);

void myWdlsr(int param)

{
doit (param);

wdStart (wdld, DELAY_ PERIOD,myWdIsr, param);
}

e doit() routine might
— Poll some hardware device
— Unblock some task
— Check if system errors are present

iy Py
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Detecting Missed Deadlines

To detect a missed deadline

WDOG_ID wdld;

void foo(void)

{

wdld = wdCreate( );

/* Must finish each cycle i1In under 10 seconds */

FOREVER
{
wdStart (wdld, DELAY_ 10 SEC, foolSR, 0);
fooDoWork( );

+
+
void foolSR (int param)
5* Handle missed deadline */
j--
KB o T8

© 2009 Wind River Systems, Inc.
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Stopping Watchdogs

e To cancel a previously started watchdog
STATUS wdCancel (wdld)

« To free watchdog timer resources (and cancel previous start)
STATUS wdDelete (wdld)

&) uml.org.cn
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Polling Issues

e Could poll at task time or interrupt time

— Interrupt time polling is more reliable, but

— Task time polling has a smaller impact on the rest of the system
« Polling at interrupt time typically done using watchdogs

 To poll at task time, there are two options
— taskDelay( ) — efficient, but imprecise since subject to “drift”

— wdStart( ) + semGive( ) — much more robust since synchronized
with system clock
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Polling Caveats

 Code accurate only if system clock rate is multiple of 15hz

void myWdISR ( )

{
wdStart (mywdld, sysClkRateGet()/15, myWdISR, 0);

pol IMyDevice();
+

* Do not set the system clock rate too high
— Overhead in each clock tick

» Use auxiliary clock to poll
— At high speeds, or
— lrregular intervals

iy Py
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Auxiliary Clock

* For high speed polling
* Precludes using shell routine spy(), which also uses
auxiliary clock

e Some routines to manipulate auxiliary clock
sysAuxClkConnect() Connect ISR to aux clock
sysAuxClkRateSet() Set aux clock rate
sysAuxClkEnable() Start aux clock
sysAuxClkDisable() Stop aux clock
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Summary

» Using signals for exception handling
— signal()
— exit()
— taskRestart()
— longjmp()
 Interrupt Service Routines have a limited context
— No Blocking
— No /O system calls
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Summary (Continued)

Polling with timers

Interrupt Time

Task Time

Hybrid

QQ KR 0T

Rl )
A Ak

/\/\© uml.org.cn

Low Speed High Speed

taskDelay

Watchdog Timer
+

semGive
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Questions

1. What is an exception?
How do VxWorks exception handlers communicate with user tasks?

If an exception signal handler returns, the offending task will be
stopped. (true/false)

What are a common source of interrupts?

Interrupts cannot preempt the highest priority task. (true/false)

An ISR can call semTake( ) if it needs to do something fast. (true/false)
What will an exception occurring during interrupt time generate?

A watchdog timer can run in the context of any task, as long as
interrupts are serviced. (true/false)

W N

© N o O bh
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Review

In this chapter you learned to:
 Install signals to handle exceptions
* Register a signal handler
 Handle interrupts

 Debug ISRs

e Use watchdog timers to execute user-defined routines at
periodic intervals or after specified time delays

 Change the system clock rate
* Poll at both task, and interrupt, time
« Use the auxiliary clock for high speed polling
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