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Is not longer
about the
BIG fish
eating the
SMALL fish.

It is about
the FAST
fish eating
the SLOW
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Are you too busy to improve?

We are
too busy

Hakan Forss @hakanforss http://hakanfor: ordpress.com
Thes Mustiation Sircpired by and i part derived from the work by T Sirnimecman, *The
Square Wheets Giy™ http://wivw performancermanageeie npany_com/
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Before Waste is removed in a kitchen (Sandwich making process example).

After Waste is removed in a kitchen (Sandwich making process example).
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MSDLEIDevSecOps

Gartner’s Model for a Complete Security Development Toolchain

2.1DE ity i T i 10. Security Technical 6. Signature Verify, 7. RASP, UEBA/

Plug-Ins Security Debt, DevSec Debt, Mcdify Incident Integrity Checks, Network Monitoring.
Metrics, Threat Modeling, Response, Modify DND Defense In-Depth Penetration Test
Security Tool Training Measures /

Log and Perimeter
Monitoring
itori itori RASP F K
Security Mor;lrt’%nng Mor;llt‘%nng eecbac!
Champs g 2o
Analytics Analytics API Gateway
Security and

Performance Logs

7 / \

3. SAST/DAST/ 4, Chaos Monkey, 5. Software Signing 9, Dev Consumable, 8. Security Orchestration,
IAST, SCA Input Fuzzing, Correlated Vulnerability RASP/WAF Shielding,
Integration Test Analysis, loC/TI STIX TAXII Obfuscation
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Incident
Analysis Response Plan

Establish Security Establish Design Use Approved Dynamic
Requirements Requirements Took

Fuzz Final Security
Review

Create Quality Analyze Attack Deprecate Unsafe

Core Security
Surface Functions Testing

Training Gates / Bug Bars

Static Attack Surface Release

Security & Privacy Threat
Review Archive

Risk Assessment Modeling Analysis

2019 Gartner, Ine
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ECLOUD NATIVE
Landscape

SReset Filters

CNCF Relation v

Alphabetical (8 10 2) -
ategory

Chaos Engineenng -
Any -
Any -
Any -
H ot

Any v
Example filters:

Cards by age

Open source land

Cards in categories

Cards by stars

Cards from China
Certified K8:

[ Download as CSV

KubeCon  CloudNativeCon
Noy. 18 <21 San Diego, CA
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CNCF Cloud Native Interactive Landscape

ommended path throog

the cloud native lands

pe. The cloud native landscape {png, pdf) and se {png. |

You are viewing 7 cards with a total of 4,130 stars, market cap of $435.798 and funding of $26.75M.

Landscape Card Mode

CNCF Member Products/Projects (4)

()t Qb Chaosblade
Avpllcation Migh  1cap 5435705 Chaosblade .

Mm Servioe

Non-CNCF Member Products/Projects (3)

"4’&_ Chaos '«

Chacs Teolkit

chaoskube

chaostube

Serverless
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¥ LTMus

utmus

Crunchbase data is used under license from Crunchbase to CNCF.
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