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5 F:\my program samples\VC#proj

File View Help

B4 Fimy program samplestiyC#profiwindowsapplication1 i)y
)
= . YWindowsApplicationl
EE. Windowsapplication1 . Properties
E Windowsapplicationl ,Form1
ass public auko ansi beforefieldinit

buttonAbout @ private o
buttonTry : private clas
components ; private clas

labell 1 private class

Svstem, Window:
! private uinks[]
¢ private class [Systemn, Windows
=]
]
sownid I: biool :I

Jassembly windowsapplication
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7 Lutz Roeder's .NET Reflector

¥} Base Types
™ Derived Types
i .ctor() dBoxKey = new TextB
: abell = new Label();
abel2 = new Label();
uttonTry = new Button();
uttonAbout = new Button();
ictureBoxl = new PictureB ;
pportlnitialize) this.pictureBox
SuspendLayout();
ser.Location = new Point(
er.Mame ="

Key.Location = new Poi
xKey.Name = "textBo
dBoxKey.5ize = new Size(
dBoxKey. TabIndex = 1;
abell.AutoSize = true;
_| t abell.Location = new Point(5, 0x

| _*l gbell.Name = "labell";

abell.Size = new Size(0x1d, 12);

private void In'rtiaﬁze{:c-mpunil this.label1.TabIndex
abell. Text = "Us

e . -

Declaring Type: WindowsApplica ﬂ
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¥ _brBtring) : Void

IL;,"_|—| (String) : Control

i _HEContrel, INin32findex)
J’_H(C-:lntrn:-lrl © Woid
J_F!![Etring:l : Vaid

i _HMiString, Image, Control,
J’_I—L(String:l : Boolean
J’_HU : Boolean

W _1T(Guid) @ Veid
J_lT(Guid:l D Void

i _19(Boclean) : Void
.L;"_LEC] © Project
IL;,"_|-E[Etring:l : Contral
w_looosl

J’_|-3(S+.ring_. Bitmap, Control,
B W40 sl

J_H[Etring_, Bitmap, Type,
J’_TL(:I . Boolean
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Base Types

(¥ Derived Types
40 -

= -|-|:] o Boolean

oy 401 : Rectangle
w00 veid

-}-V -|-(] © Control

oY $010 : Vaid

% 4010 veid

a7 =1 0 Veid

A $0 : Vaid

a7 -|-[:Re-:tangle:l © Woid
av Ji0bject, Eventirgs)
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¥ U Gtringl]) © Void

g% 00 Giring) - OO

LJIU OO0 ESring) - OO

8" OO igbject, StartupEventhrzs)
a% OO Object, UnhandledException
ﬁ\’ ceetor ()
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e ccotor ()
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= B2 Imcbnb]l (String) @ Veid

S oonlsl=010:0) ¢ Void
=% HT11z1Fxj (Boolean) © Woid
=% mShlI0nDY (String) © String
= MEG=ITHErS () : Int32
= W IAEL S (String, Int32) : Boolean
- DRilxFIltF (String) | String
W WVI=FPRESTn ) © Object
W TA18kEolF (String, Int32) © Boolean
o fEC=HTww8= . Boolean
;V mZosTlkedFe © Boolean
;V UFqelItnkz : Boolean
&9 TcssiQHEBk © Boolean
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2% x0B8d455c35.e55£5d (Object, Eventhrgs)

2% xE85601534555£b745 ()
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g Al Label
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W CO . Label
g D0 Label
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;'\" coctar ()

g ctor ()
g ctor xe=[]1]
‘g . ctor (Dxe=)
g WBY=(lxe=[]1) : Void
/) Equals (Dbject) : Foolean
) GetHashCode (1 : Int3e

B Y= 0 lxe=[]

“= BEY= : Dxe=

% BRY= . Boolean

g Ehli= & Arraylist
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(1 i0bject, Ewenthrzs] | Void
() ([0bject, Eventdrgs] : Woid
(1. Object, Ewenthrgs) ; Woid

public clazz MainForm : Form

{
A Fields
private ToolStripButton ()
private ToolStripSeparator ()

':'[]_(Dbj“ti Eventhrgs) :_v':'id private ToolStripButton ). ;
. Mbject, Eventhrgz) @ Veid 5 private ToolStripButton . ;

cetor [ private ToolStripSeparator . ;
[JObject, Eventhrgs) : ¥oid E private ToolStripStatusLabel . ;
g% [} i0bject, Eventhrgs) @ Void private Tool3tripButton [
-;,ﬁ' Dizpose (Boolean) © Woid private ToolStripButton {};
&% Macrobject () Void ; private IContainer Hacrobject;
5% Macrobject (Object, Eventhrgs) : Void private LiztBox Hacrobject:

3% Macrobject (String, Dictionary<String, Booleank) : Void pr:!.va‘te Spli‘tCDn‘tE.Liner lacr_uhje':t:
o 00 ToolStripButton pr:!.vate Statu=sStrip lac:_rub]ect;

. . [ priwvate TextBox Hacrobject;
o (1 : ToolStripSeparator : ; E

] ) private ToolStrip Macrobject;
g¥ (). : ToolStripButton ) ) )

CToulSirioEuit private ToolStripButton Macrobject;
S : TwlS r?PSu o private ToolStripContainer Macrobject;
= : e tr:_lp eparator private ToolStripLabel Hacrobject
ar - T':'c'lSt“P_'St&t“Labd : private ToolStripProgressBar Macrobject;
g¥ [] : ToolStripButtoen [ priwvate Tool3tripieparator Macrobject;
g¥ {1 : ToolStripButton 5 private ToolS5tripStatusLabel Macrobject;
g Macrobject | IContainer private ToolStripTextBox Macrobject;
o Macrobject | ListBos |




L A2 FR VR VG 1M 5,

Ky

> SRR YT I

% SIS ES HIbEMLIA ;




_;¥£%;=kﬁ%-§ﬁ
uml.org.cn

5 52 A4 RV ) it

Ky

B &% _Mh
&) Base Types

.f;:r';'ﬂ .cckar I: :I

= {} _Fh
@ Oh
&) Base Types

;:"'1'!‘ cckar)

aw chor()
» InkSe

a Ink3z[]
» Ink3E
» Inka2
» Ink32
» InkSe
» Ink32
» Ink3E
» Ink32

i+ Ink32
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; _BiiByte[T) : void

o _BiInt32) ¢ Yoid

,,:,'I" _BilByte[], Ink32, Inkt32) : Yoid

i Reset() : vaoid

e Value  Inked
% _a:uint3z[]
oW _a:Ink3z

o
B
B
B
i
o
B
B
B
i
o




2.3 iFEWRHE (Control-Flow S——
Obfuscation) Sl

L/

)

BN ERmME (B, SEBKE. 1B
INZE10) BV4Ra e, 2 e IEfE T
A, [BINGLELSdRIEes B M 00
, [ D T \7|‘ﬁ




_;¥£%;=kﬁ%-g@
uml.org.cn

/14

T R IR

Disassembler

public static string 4 (int)
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S A0 . #GUIDAY)\EE2

+ “d Sy=stem. Web. Services
4 «_J Microsoft. YisualBa=ie
+ «_J m=secorlib

Sl* Juzerciving

) #GUID heap has inwalid size.
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[ts first element is numbered 1,
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+ ¥} Baze Types

[+ 0™ Deriwved Types
g ctor ()
[ C e oap
W Main () : Woid
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+IFE
ZFIE (Delegate)
s 37 E (Dynamic Method)

MD5CryptoServiceProvider provider = new MD5CryptoServiceProvider();
byte[] bytes = Encoding.ASCIL GetBytes(Field_06.Method_00(Method_04()));
byte[] inputBuffer = Encoding. ASCILGetBytes(Field_06.Method_00({text1));
provider.Initialize();
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static r ()

= new h‘_rrtE[] I: ')

Oxdc, 0x43, 80, Oxa5, 0xd8, Oxa7, 8, Ox1b, 0x56, 0x25, 0x2d;
Oxc4, 0x36, 0xfc, Oxd8, Oxed, 2, Oxb0, Ox4b, 0xf8, 0xb0, 130,
0x79, Ox6l, 0x3e, Ox16, Oxec, OxcO, 15, 0x62, OxBe, Oxd1,
0x%87, 0x2a, 0xe5, OxcO, 0xf8, 0x37, 0x9a, 0xf4, Oxd1, Oxfb,
s DS QT O Oigget® QL Dy e 0 Tl = e —"}

T

ProtectorRuntime.Init();

r = (r ) EncryptedMethodHelper.Deserialize(new MemoryStream( ; )).CreateDelegate(typeof( )); ;
this. (1 r

-V b e B B } el PO —.-.-..iw-l""" e ‘-J -

MDSCryptoServiceProvider provider = new MD5CryptoServiceProvider();
byte[] bytes = Encoding.ASCILGetBytes( (7 ()));

g~ Difel}inputBysior = Cncodipa ASQL.GelBYlests Baxtl)), 0~ .
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FileStream stream = new FileStream("key.dat", FileMode.Open, FileAccess.Read);
StreamReader reader = new StreamReader(stream);
string text = reader.ReadToEnd();
byte[] bytes = Encoding.Unicode.GetBytes(this. TextBox1.Text);
SHAS512 sha = new SHA512Managed();
sha.ComputeHash(bytes);
w=* if (Pgegatap-Congifiopalfosresestinie ciFoual(thisAndaCriptitext), CogredhT oBgraGiSinsralsha, Hashe tr

private void Buttonl1_Click(object sender, EventArgs e)

object[] args = new object[] { sender, e };

¥

. _ i

SLMRuntime.SVMExecMethod(this, "60db2c9f00d34d26b3cbb2elat501adc”, args); f
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