—Java
3.1 Java
Java
3.1.1 Java
Java JCA Java Cryptography Architecture Java
JCE Java Cryptography Extension Java JSSE Java Secure Sockets
Extension Java JAAS Java Authentication and Authentication Service
Java
Q JCA
QJCE JCA
DES AES RSA DSA JCE
JCE javax.crypto
1 JSSE SSL  Secure Sockets Layer
JSSE
O JAAS Java

JAAS
JCA JCE JSSE
JCA JCE Java API
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JCE
Provider Java

JCA JCA Sun Java
JCE
JCE BouncyCastle JCE

Sun Bouncy Castle Sun
Bouncy Castle J2ME/J2EE/J2SE API Bouncy
Castle API
JDK 1.4 JDK

Java
“ " Properties JDK 1.6

security.provider.1l=sun.security.provider.Sun

security. provider.2=sun.security.rsa. SunRsaSi gn
security.provider.3=com sun. net.ssl.internal.ssl.Provider
security.provider.4=com sun. crypto. provi der. SunJCE
security.provider.5=sun. security.jgss.SunProvider
security.provider.6=com sun. security.sasl.Provider
security.provider.7=org.jcp.xm .dsig.internal.dom XM.DSi gR
security.provider.8=sun.security.snmartcardi o. SunPCSC
security. provider.9=sun. security. nscapi . SUnMSCAP

Provider java. security.Provider sun.security.
provider.Sun sun.security.rsa.SunRsaSign RSA
Java Sun

Provider Security java. security.Security
Java API
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3.1.2
Sun

JCE JSSE JCE JSSE

Java API

Sun Java API
DES
56 128
3.1.3
Java JUnit Java Eclipse
1. Java
Java SE 1.6 Java 6 Java SE JDK
JRE JRE JDK
%JDK_HOME% JDK
%JRE_HOME% JRE
JDK C:\java\jdk %JDK_HOME% JRE
C:\javaljre %JRE_HOME%
Java http://java.sun.com/javase/downloads/index.jsp
JDK
Java 6
2. Java Eclipse
Java Eclipse Java 3.5 Galileo
3-1 Eclipse

http://www.eclipse.org/downl oads/

Eclipse - p 'S 'e

Eclipse GALILEOQ

3. JUnit
JUnit
Java 3-1 Eclipse Galileo
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JuUnit 4.5
Eclipse http://www.junit.org/
4.
@ Bouncy Castle http://www.bouncycastle.org/ Java
6 MD4 SHA-224 IDEA
ECDSA 1.43
@ Commons Codec http://commons.apache.org/codec/
Apache http://www.apache.org/ Java 6 API
14
“ RESHARK
5 WireShark Network Protocol Analyzer
WireShark 3-2 Tegisrig dhesesiar —
pcep
— 32%
http://www.wireshark.org/ ' '
3-2 WireShark
3.1.4
Java API
java.security javax.crypto Java
java.security.interfaces javax.crypto.interfaces
3.2
java.security.spec javax.crypto.spec
3.1 3.2 3.3 Java
HTTPS
3.2 java.security
java.security
Java Java
MessageDigest DigestinputStream DigestOutputStream
javax.crypto
Java API java.security.Permission JAAS

Java API
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3.2.1 Provider

Provider Java

I
public abstract class Provider
extends Properties

Provider
4 DSA RSA MD5 SHA-1
u
a
Provider
/1l SunRsasSi gn
public String getNane()
I 1.5
publ i c doubl e get Version()
/* Sun RSA signature provider
RSA */
public String getlnfo()
Provider Object
/* SunRsaSi gn version 1.5
SunRsaSi gn 1.5*%/
public String toString()
Provider Properties Properties

I
public synchroni zed void | oad(l nputStream inStream

/1
public synchroni zed Object put(Object key, Object val ue)
I Map

public synchronized void putAll (Mp<?,?>t)

I Set
public synchroni zed Set<Map. Entry<Object, Obj ect>> entrySet ()

I
public synchroni zed Object remve(Object key)
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/11
public synchronized void clear()

Provider Properties

/1 nul |
public Object get(Object key)

/1

public String getProperty(String key)

/1

public Enuneration<Object> keys()

/1

public Enuneration<Object> el ements()

/1 Set
public Set<Object> keySet ()
11 Col | ection

public Coll ection<Object> val ues()

39

Provider Properties
SecurityManager
javalang
Java 5 Provider —Service Service
Provider Service

/1
public static class Provider. Service
/1
public synchroni zed Provider. Service getService(String type, String algorithm
/1 Set
public synchroni zed Set<Provider. Servi ce> get Services()

Provider “ " Service

Java Sun
3-3 Java
Provider
sun.security.provider Sun
org.bouncycastle.jce.provider BouncyCastleProvider

Sun JCE Bouncy
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Castle http://www.bouncycastle.org/ Bouncy Castle
4

Type hierarchy of "java.security.Provider" -

4 ® oObject - javalang
4 (B" Dictionary<K, V> - java.util
4 (@ Hashtable<k, V= - java.util
4 (@ Properties - java.util
4 ¥D* provider - java.security

4 ®* AuthProvider - java.security

®F SunPKCS11 - sun.securit

®F BouncyCastleProvider - o

@' NoneProvider - javax.smartca

®F Provider - com.sun.net

®F provider - com.sun.security.sas!

l.internal.ss|

@F sun - sun.security.provider
@' suncertificates - com.sun
©F SunJCE - com.sun
@F SunMSCAPI - sun.secu
©F sunNativeProvider - su
@F SunPCSC - sun.security.
GF sunProvider - sun.secu
@' sunRsasign - sun.secu
®F XMLDSIgRI - org
@5 new Provider( {..J - sun.security.ec
@°® new Provider( {...} - sun.securi
@5 new Provider( {..} - sun.securityjca

slinternal.ssl.sselce
ovider

. mscapi

Press 'Cirl+T' to see the supertype hierarchy]
J|

3-3 Provier

Java 6
%JDK_HOME%\jre\lib\security java.security
Properties 9

security. provider.l=sun.security.provider.Sun

security. provider.2=sun.security.rsa. SunRsaSi gn

security. provider.3=com sun. net.ssl.internal.ssl.Provider
security. provider.4=com sun. crypto. provider. SunJCE
security. provider.5=sun.security.jgss.SunProvider

security. provider.6=com sun.security.sasl.Provider
security.provider.7=org.jcp.xm .dsig.internal.dom XM.DSi gR
security. provider.8=sun.security.smartcardi o. SunPCSC
security. provider.9=sun. security.nscapi . SunMSCAP

security. provider.<n>=<cl assName>

Bouncy Castle

# BouncyCast | ePr ovi der
security.provider. 10=org. bouncycastl e. | ce. provi der. BouncyCast| eProvi der

Bouncy Castle 4 Provider
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Security Provider

3.2.2 Security

Security Java Security

/1
public final class Security
ext ends Obj ect

Q
Security

/1
public static int addProvider(Provider provider)

/1 1
public static int insertProviderAt(Provider provider, int position)

/11
public static void renoveProvider(String name)

BC Bouncy Castle

11
public static Provider getProvider(String nanme)

/1
public static Provider[] getProviders()

/* nul | */
public static Provider[] getProviders(Map<String, String> filter)
/* nul | */

public static Provider[] getProviders(String filter)

%JDK_HOME%\jre\lib\security\java.security

/1
public static void setProperty(String key, String datum
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I
public static String getProperty(String key)

java.security security.provider.1 sun.security.provider.Sun

/* Set Set Java
Si gnature MessageDi gest Cipher Mac KeyStore */
public static Set<String> getAlgorithms(String servi ceNane)

a
31
3-1
I
for (Provider p : Security.getProviders()) {
I
System out. println(p);
I Set
for (Map. Entry<Object, Object> entry : p.entrySet()) {
I
Systemout.println("\t" + entry.getKey());
}
}

SUN version 1.6
Al g. Al'i as. Si gnat ure. SHA1/ DSA
Al g. Alias. Signature. 1l.2.840.10040.4.3
Al g. Al'i as. Si gnat ure. DSS
Secur eRandom SHAL1PRNG | npl enent edl n
KeySt or e. JKS
Al g. Al'i as. MessageDi gest. SHA- 1
MessageDi gest . SHA
KeySt or e. CaseExact JKS
Cert Store.com sun. security.|ndexedCollection |nplenmentedln
Al g. Al'i as. Si gnat ure. DSA
KeyFact ory. DSA | npl enent edl n
KeySt ore. JKS | nmpl enent edl n
Al gori t hmPar anet ers. DSA | npl ement edl n
Si gnat ur e. NONEwi t hDSA
Al g. Alias.CertificateFactory. X509
Cert Store.com sun. security. | ndexedColl ection
Provider.id classNane
Al g. Al'i as. Si gnat ure. SHA- 1/ DSA
CertificateFactory. X. 509 I nplementedln
Si gnat ure. SHA1wi t hDSA KeySi ze
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Java 5
1 A4 Java 6
A4 20 Java 6
3.2.3 MessageDigest
M essageDigest M essageDigestSpi Java
1
public abstract class MessageDi gest
ext ends MessageDi gest Spi
Java API SPI  Service Provider Interface
M essageDigest Spi M essageDigest
M essageDigest Spi
M essageDigest Sun
Signature SPI
Java 6 SPI
Java API

Q

KeyFact ory. DSA

Cert Pat hval i dat or. PKI X | npl ement edl n
Configuration.JavalLogi nConfig

Al g. Alias. Signature. O D. 1.2.840.10040.4.3
Al g. Ali as. KeyFactory. 1. 2.840.10040.4.1
MessageDi gest . MD5 | npl enent edl n

Al g. Al'i as. Si gnat ur e. RawDSA

Provi der.id nane

Al g. Alias. Al gorithnParanmeters. 1.2.840.10040.4.1
Cert Pat hBui | der. PKI X Val i dati onAl gorithm
Pol i cy. JavaPol i cy

Al g. Alias. AlgorithnParaneters.1.3.14.3.2.12
Al g. Al'i as. Si gnat ur e. SHA/ DSA

Al g. Ali as. KeyPai rGenerator.1.3.14.3.2.12
MessageDi gest . SHA- 384

Si gnat ur e. SHA1wi t hDSA | npl enent edl n

Al gori t hnPar anet er Gener at or . DSA

Si gnat ur e. NONEwi t hDSA Support edKeyCl asses
MessageDi gest . SHA- 512

M essageDigest

43
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/1 MessageDi gest

public static MessageDi gest getlnstance(String algorithm

/1 MessageDi gest

public static MessageDi gest getlnstance(String algorithm Provider provider)
/1 MessageDi gest

public static MessageDi gest getlnstance(String algorithm String provider)

Java 6 MD2 MD5 SHA-1 SHA  SHA -256 SHA-384 SHA-512

Provider provider String
provider new com.sun.crypto.provider.SunJCE() "SunJCE"
provider BouncyCastleProvider new
org.bouncycastle.jce.provider.BouncyCastleProvider() "BC"
%JDK _HOME%\jre\lib\security\java.security 3.21
M essageDigest
1
public void update(byte input)
1

public void update(byte[] input)

I
public void update(byte[] input, int offset, int |en)

I
public void update(ByteBuffer input)

I
public byte[] digest()

update()
digest() update() digest()
/* */
public byte[] digest(byte[] input)
/ *

*/



public int digest(byte[] buf, int offset, int |len)

11
public static bool ean isEqual (byte[] digesta, byte[] digestb)

11
public void reset()

M essageDigest

/*
public final int getDigestlLength()

11 MD5
public final String getAlgorithm)
11

public final Provider getProvider()

M essageDigest Object
11
public String toString()
11
Obj ect clone()
d
3-2
3-2 SHA
/1
byte[] input = "sha".getBytes();
11 MessageDi gest SHA

MessageDi gest sha = MessageDi gest. getl nstance("SHA");
/1

sha. updat e(i nput);

/1

byte[] output = sha.digest();

3

45

MessageDigest

MessageDigest DigestlnputStream DigestOutputStream Mac

DigestlnputStream DigestOutputStream
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MessageDigest Mac
M essageDigest

Mac

MessageDigest MD SHA

Mac Mac

3.2.4 DigestinputStream

MessageDigest

DigestlnputStream

update()

I
public class DigestlnputStream
extends FilterlnputStream

a

/* | nput Stream MessageDi gest

javax.crypto.Mac

FilterlnputStream

Java API

MessageDigest

Di gest | nput Stream */

publ i ¢ Di gestlnput Stream(| nput Stream stream MessageDi gest digest)

M essageDigest
/1 MessageDi gest

public void set MessageDi gest (MessageDi gest di gest)

M essageDigest
/1 MessageDi gest
publ i c MessageDi gest get MessageDi gest ()

DigestlnputStream

I
public void on(bool ean on)

I

public int read()

1 byte

public int read(byte[] b, int off, int

M essageDigest

getMessageDigest() M essageDigest

update()

DigestlnputStream

M essageDigest digest()
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DigestlnputStream 3-3

3-3 DigestlnputStream

public int read() throws | OException {

int ch = in.read();
if (on & ch !'= -1) {
di gest. updat e((byte)ch);

}

return ch;
}
public int read(byte[] b, int off, int len) throws | OException {

int result = in.read(b, off, len);

if (on & result = -1) {

di gest.update(b, off, result);

}

return result;
}
/1
public String toString()
Q

3-4
3-4 MD5
/1
byte[] input = "nd5".getBytes();
11 MessageDi gest VD5
MessageDi gest nmd = MessageDi gest. getlnstance("MD5");
11 Di gest | nput St ream
Di gest | nput Stream di s = new Di gest | nput Strean(new Byt eArrayl nput Strean(i nput), nd);
/1
di s.read(input, O, input.length);
/1
byte[] output = dis.getMessageDi gest().digest();
/1
dis.close();
3.2.5 DigestOutputStream
DigestlnputStream DigestOutputStream FilterOutputStream

M essageDigest update()
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I

public class DigestQutputStream
extends FilterQutputStream

Q
/* Qut put St ream MessageDi gest Di gest Qut put St ream */
publ i c Di gest Qut put St ream( Qut put Stream stream MessageDi gest digest)

DigestInputStream
/1 MessageDi gest
public void set MessageDi gest (MessageDi gest di gest)
/1 MessageDi gest
publ i ¢ MessageDi gest get MessageDi gest ()

DigestOutputStream
I
public void on(bool ean on)
DigestOutputStream
/* */
public void wite(int b)
/* */
public void wite(byte[] b, int off, int len)
M essageDigest update()
getMessageDigest() M essageDigest MessageDigest digest()

DigestOutputStream 3-5

3-5 DigestOutputStream

public void wite(int b) throws | OException {

if (on) {

}

di gest . update((byte)b);

out.wite(b);

}

public void wite(byte[] b, int off, int len) throws | OException {
if (on) {

}

di gest.update(b, off, len);

out.wite(b, off, len);

I
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public String toString()

Q
3-6
3-6 MD5
/1
byte[] input = "nd5".getBytes();
11 MessageDi gest VD5
MessageDi gest md = MessageDi gest. getlnstance("M5");
11 Di gest Qut put Stream
Di gest Qut put Stream dos = new Di gest Qut put St r eam( new Byt eArrayQut put Strean(), nd);
/1
dos.write(input, O, input.length);
/1
byte[] output = dos.get MessageDi gest().digest();
/1
dos. flush();
/1
dos. cl ose();
3.2.6 Key
Key Key
/* */
public interface Key
extends Serializable
a
L]
DES DSA getAlgorithm()
X.509 SubjectPublicKeylnfo
PKCS#8 getEncoded()
L]
getFormat()
Key
11
public String getAlgorithm)
/* null */
public byte[] getEncoded()
I nul |

public String getFormat ()
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SecretKey PublicKey PrivateKey Key

1. SecretKey

SecretKey javax.crypto.SecretKey DES AES
PBE javax.crypto.interfaces.PBE PEB
Mac SecretKey
SecretKey SecretKeySpec javax.crypto.spec.SecretK eySpec
I

public interface SecretKey
ext ends Key

2. PublicKkey PrivateKey
PublicKey PrivateKey

I

public interface PublicKey
ext ends Key

I

public interface PrivateKey
ext ends Key

DH RSA DSA EC RSA DSA
java.security.interfaces DH javax.crypto.interfaces

java.security.interfaces javax.crypto.interfaces

Java API

3.2.7 AlgorithmParameters

AlgorithmParameters

. “ get”
I

public class AlgorithnmParaneters
ext ends Obj ect

a
getlnstance() AlgorithmParameters

/1 Al gori t hmPar aneters
public static Al gorithmParanmeters getlnstance(String al gorithm

EC
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I Al gori t hnPar anet er s
public static Al gorithnParanmeters getlnstance(String algorithm Provider provider)
I Al gori t hnPar anet er s

public static AlgorithnParanmeters getlnstance(String algorithm String provider)

11 par anSpec Al gorit hmPar aneters
public final void init(AlgorithmParaneterSpec paranSpec)
/1

public final void init(byte[] parans)

/1

public final void init(byte[] parans, String format)

AlgorithmParameters
init() AlgorithmParameter Spec
java.security.spec

/1
public final <T extends Al gorithnParaneterSpec> T get Paranet er Spec( d ass<T> par anfSpec)

/1

public final byte[] getEncoded()

/1

public final byte[] getEncoded(String format)

AlgorithmParameters

/1
public final String getAlgorithm)
/1
public final Provider getProvider()
/1
public final String toString()
Q
3-7 AlgorithmParameters
3-7 DES
11 Al gori t hmPar aneters DES
Al gorithmParanmeters ap = Al gorithnParanmeters. getlnstance("DES");
11/ Bi gl nt eger

ap.init(new Biglnteger("19050619766489163472469").toByteArray());
/1
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byte[] b = ap.get Encoded();
/* Bi gl nt eger "19050619766489163472469" */
System out. println(new Bi glnteger(b).toString());

19050619766489163472469 AlgorithmParameterGenerator

3.2.8 AlgorithmParameterGenerator
AlgorithmParameterGenerator
I

public class Al gorithnParameter Gener at or
ext ends Obj ect

Q
AlgorithmParameterGenerator getlnstance()
/* Al gori t hnPar amet er Gener at or */

public static AlgorithmParanmeterCGenerator getlnstance(String algorithm

/* Al gori t hmPar anet er Gener at or */
public static Al gorithnPararet erGenerator getlnstance(String al gorithm Provider provider)
/* Al gori t hmPar anet er Gener at or */

public static Al gorithnParaneterGenerator getlnstance(String algorithm String provider)

AlgorithmParameterGenerator

init () int size SecureRandom
initialize() AlgorithmParameter Spec
SecureRandom SecureRandom
SecureRandom
/1 Al gori t hmPar anet er Gener at or
public final void init(int size)
/1 Al gori t hmPar anet er Gener at or

public final void init(int size, SecureRandom random
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/* Al gori t hmPar amet er Gener at or */

public final void init(AlgorithmParaneterSpec genPar anSpec)

/* Al gori t hmPar amet er Gener at or */

public final void init(AlgorithmParaneterSpec genParanSpec, SecureRandom random

/1 Al gorit hnPar aneters
public final AlgorithnParanmeters generateParaneters()

11
public final String getAlgorithm)
11
public final Provider getProvider()
u
327 AlgorithmParameter 19050619766489163472469
AlgorithmParameterGenerator 3-8
3-8 DES
/1 Al gori t hmPar amet er Gener at or DES

Al gori t hnPar amet er Gener at or apg = Al gorit hnPar amet er Gener at or. get | nstance("DES") ;
/1

apg.init(56);

/1 Al gorithnParameters

Al gori thnParanmeters ap = apg. generat eParaneters();

/1

byte[] b = ap.getEncoded();

/* Bi gl nt eger "19050619766489163472469" */

System out. println(new Bi glnteger(b).toString());

Generator

Java AlgorithmParameters AlgorithmParameter-
3.2.9 KeyPair
KeyPair
11

public final class KeyPair
ext ends Obj ect
i mpl enents Serializable

KeyPair
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Q
KeyPair
/1 KeyPai r

publ i c KeyPair (PublicKey publicKey,

KeyPair

11 KeyPai r

public PublicKey getPublic()
11 KeyPai r

public PrivateKey getPrivate()

Privat eKey privateKey)

KeyPair KeyPairGenerator generateKeyPair()
KeyPair 3.2.10
3.2.10 KeyPairGenerator
KeyPairGenerator

I /

public abstract class KeyPair Generator

ext ends KeyPai r Gener at or Spi

Java 6
Java 6

Q
KeyPairGenerator

I /
public static KeyPair Generator

/1 /
public static KeyPair Generator
/1 /

public static KeyPair Generator

DH DSA RSA

getlnstance()

KeyPai r Gener at or
getlnstance(String algorithm

KeyPai r Gener at or
getl nstance(String algorithm
KeyPai r Gener at or
getl nstance(String algorithm

KeyPairGenerator

Provi der provider)

String provider)

initialize()
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SecureRandom
L]
DSA KeyPairGenerator
initialize() AlgorithmParameter Spec
SecureRandom SecureRandom
SecureRandom
/ *
Secur eRandom */
public void initialize(int keysize)
/1
public void initialize(int keysize, SecureRandom random)
! * KeyPai r Gener at or
Secur eRandom */
public void initialize(AlgorithmParaneterSpec parans)
/1 KeyPai r Gener at or
public void initialize(AlgorithnmParaneterSpec paranms, SecureRandom random
int keysize
2
DH 64
512 1024 DH 512 576 640 64
1024
DH
1024 Java 6
11 KeyPai r
public KeyPair generateKeyPair()
11 KeyPai r
Public final KeyPair genKeyPair ()
genKeyPair() generateKeyPair()

public KeyPair
return null;

}

public final KeyPair

gener at eKeyPair () {

genKeyPair () {

return generateKeyPair();
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public class KeyFactory
ext ends Obj ect

Q
KeyFactory getlnstance()
/1 / KeyFact ory

generateK eyPair() genKeyPair()

11

public String getAlgorithm)

11

public final Provider getProvider()

Q

DSA

11 KeyPai r Gener at or

KeyPai r Generat or kpg = KeyPair Generator. getlnstance("DSA");

11 KeyPai r Gener at or

kpg.initialize(1024);

11 KeyPai r

KeyPair keys = kpg.genKeyPair();

KeyPairGenerator KeyGenerator
javax.crypto.KeyGenerator
3.2.11 KeyFactory

KeyFactory

/ KeyFactory
SecretK eyFactory 3.34 KeySpec
KeySpec 34.1
11

public static KeyFactory getlnstance(String algorithm

/1 / KeyFact ory

public static KeyFactory getlnstance(String algorithm Provider provider)

/1 / KeyFact ory

public static KeyFactory getlnstance(String algorithm String provider)

KeyFactory
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11 Publ i cKey
public final PublicKey generatePublic(KeySpec keySpec)
11 Pri vat eKey

public final PrivateKey generatePrivate(KeySpec keySpec)

11

public final <T extends KeySpec> T getKeySpec(Key key, Class<T> keySpec)

/11
public final Key transl ateKey(Key key)

11 KeyFact ory
public final String getAlgorithm)
11 KeyFact ory
public final Provider getProvider()
Q
3-9

3-9

11 KeyPai r Gener at or RSA

KeyPai r Gener at or keyPai rGen = KeyPair Gener at or. getl nstance("RSA");
11 KeyPai r Gener at or
keyPairGen.initialize(1024);

11 KeyPai r

KeyPair keyPair = keyPair Gen. generateKeyPair();

/1

byte[] keyBytes = keyPair.getPrivate().getEncoded();
/1

PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec(keyBytes);
/1 RSA

KeyFactory keyFactory = KeyFactory. getlnstance("RSA");

/1

Key privateKey = keyFactory. generatePrivate(pkcs8KeySpec);

3.4

3.2.12 SecureRandom

SecureRandom Random java.util.Random

Random Number Generator RNG
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publiccl ass SecureRandom
ext ends Random

a

I Secur eRandom

public SecureRandomn()

11 Secur eRandom
public SecureRandom(byte[] seed)

getlnstance()

I Secur eRandom
public static SecureRandom getlnstance(String algorithm

I Secur eRandom
public static SecureRandom getlnstance(String algorithm Provider provider)
I Secur eRandom

public static SecureRandom getlnstance(String algorithm String provider)

SHA1PRNG SecureRandom

/* */
public byte[] generateSeed(int nunmBytes)

SecureRandom Random

/1 byte[] bytes
public synchroni zed void nextBytes(byte[] bytes)

/1 | ong seed 8

public void setSeed(long seed)

I
public synchroni zed void set Seed(byte[] seed)

/* */
public static byte[] getSeed(int nunmBytes)

I

public String getAlgorithm()

I

public final Provider getProvider()
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Q
3-10
3-10
I Secur eRandom
Secur eRandom secur eRandom = new Secur eRandon() ;
I KeyGener at or
KeyGenerator kg = KeyGenerator.getlnstance("DES");
I KeyGener at or
kg.init(secureRandom;
I Secr et Key

Secret Key secretKey = kg. generateKey();

SecureRandom Signature

3.2.13 Signature

Signature

/1
public abstract class Signature
ext ends Si gnat ur eSpi

Q
Signature
1
2
3
getlnstance()
Signature
/1 Si gnature

public static Signature getlnstance(String algorithm

11/ Si gnature
public static Signature getlnstance(String algorithm Provider provider)
11 Si gnature

public static Signature getlnstance(String algorithm String provider)

3.2.3
3.3.1
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Signature NONEwithDSA SHA1withDSA DSA
MD2withRSA MD5withRSA SHA1withRSA SHA256withRSA SHA384withRSA
SHAS512withRSA RSA
Java 6
Signature
/1 Si gnature
public final void initSign(PrivateKey privateKey)
/1 Si gnature
public final void initSign(PrivateKey privateKey,
/1 Si gnature
public final void initVerify(PublicKey publicKey)
/1 Si gnature
public final void initVerify(Certificate certificate)
Signature
Signature update() MessageDigest update()
/1
public final void update(byte b)
/1
public final void update(byte[] data)
I byte
public final void update(byte[] data, int off, int |en)
/1 Byt eBuf f er
public final void update(ByteBuffer data)
/11
public final byte[] sign()
/1
public final int sign(byte[] outbuf, int offset, int |en)
//
public final boolean verify(byte[] signature)

I

Secur eRandom r andom
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public final boolean verify(byte[] signature, int offset, int |ength)
Signature

11

public final void setParaneter (Al gorithmnmParaneterSpec parans)

11

public final AlgorithnParaneters getParaneters()

Signature

/1

public final String getAlgorithm)

/1

public final Provider getProvider()

Signature SignatureSpi

/1

public Object clone()

/* */
public String toString()

Q
3-11

3-11

/1

byte[] data = "Data Signature".getBytes();

/1 KeyPai r Gener at or DSA

KeyPai r Gener at or keyPai rGen = KeyPair Generator. getl nstance("DSA");
/1 KeyPai r Gener at or

keyPairGen.initialize(1024);

/1 KeyPai r

KeyPair keyPair = keyPair Gen. generateKeyPair();

/1 Si gnature

Signature signature = Signature.getlnstance(keyPairGen.getAl gorithm)));
/1 Si gnature
signature.initSign(keyPair.getPrivate());

/1

si gnat ure. updat e(dat a) ;

/1 sign

byte[] sign = signature.sign();

I Si gnature
signature.initVerify(keyPair.getPublic());
11

si gnat ure. updat e( dat a) ;
11
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bool ean status = signature.verify(sign);

status true

3.2.14 SignedObject

SignedObject
SignedObject Serializable

I

public final class SignedObject
extends Obj ect

i mpl ements Serializable

Q

/1 Si gnedObj ect
publ i c Si gnedChj ect (Seri alizabl e obj ect, PrivateKey signingkey, Signature signingEngi ne)

/1
public Object getObject()
/1
public byte[] getSignature()
Signature

/* Si gnedj ect */
public bool ean verify(PublicKey verificationKey, Signature verificationEngine)

SignedObject
I
String getAlgorithm()
d

3.2.13 3-12

3-12

/1
byte[] data = "Data Signature".getBytes();
11 KeyPai r Gener at or DSA

KeyPai r Gener at or keyPai rGen = KeyPair Gener at or. getlnstance("DSA");
11 KeyPai r Gener at or
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keyPairGen.initialize(1024);

11 KeyPai r

KeyPair keyPair = keyPair Gen. generateKeyPair();

11 Signature

Si gnature signature = Signature.getlnstance(keyPairGen.getAlgorithm());

3.2.13

/1 Si gnedObj ect
Si gnedObj ect s = new SignedObj ect(data, keyPair.getPrivate(), signature);

/1
byte[] sign = s.getSignature();

/1
bool ean status = s.verify(keyPair.getPublic(), signature);

status true

3.2.15 Timestamp

Timestamp
Timestamping Authority TSA
java.sgl. Timestamp

/11

public final class Tinmestanp
ext ends Obj ect

i mpl enents Serializable

a
CertPath

I Ti mest anp
public Tinmestanp(Date tinmestanp, CertPath signerCertPath)

11 Ti mest anp
public bool ean equal s(Obj ect obj)

11 Ti mest anpi ng Authority
public CertPath getSignerCertPath()
/1

public Date getTi mestanp()



64 Java °

/1
public int hashCode()
1
public String toString()
a
3-13
3-13
/1 CertificateFactory

CertificateFactory cf =
1 Cert Pat h
CertPath cp =
I

Timestanp t = new Ti mestanp(new Date(),

CertificateFactory 351

3.2.16 CodeSigner

CodeSigner

java.security. Timestamp
I
public final class CodeSigner

ext ends Obj ect
i mpl ements Serializable

Q
CodeSigner
I CodeSi gner

publ i ¢ CodeSi gner(CertPath signerCertPath,

I Cert Pat h

public CertPath getSignerCertPath()
I

public Timestanp getTi mestanp()

X. 509

CertificateFactory. getlnstance("X509");

cf.generateCertPath(new Fil el nputStream("D:\\x.cer"));

cp);

Ti mestanp ti mestanp)

Timestamp java.security. Timestamp Timestamp
CodeSigner CodeSigner equals()
/1 CodesSi gner
publ i c bool ean equal s(Obj ect obj)
CodeSigner false CodeSigner
Timestamp CertPath 3-14
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3-14 CodeSigner equals()

private CertPath signerCertPath;
private Tinestanp tinmestanp;

I
public bool ean equal s(Obj ect obj) {
if (obj == null || (!(obj instanceof CodeSigner))) {
return false;
}
CodeSi gner that = (CodeSi gner)obj;
if (this == that) {
return true;
}
Ti mest anp that Ti mestanp = that. get Ti mestanp();
if (timestamp == null) {
if (thatTimestanmp != null) {
return false;
}
} else {
if (thatTinesta == null ||
(! tinmestanp.equal s(thatTimestanp))) {
return false;
}
}
return signerCertPath. equal s(that.getSignerCertPath());
}
CodeSigner
/1
public int hashCode()
I
public String toString()
d
3.2.15 3-15
3-15
11 CertificateFactory X. 509

CertificateFactory cf = CertificateFactory.getlnstance("X509");
I Cert Pat h
CertPath cp = cf.generateCertPath(new FilelnputStream("D:\\x.cer"));

/1 Ti mest anp

Timestanp t = new Ti mestanp(new Date(), cp);
11 CodesSi gner

CodeSi gner c¢s = new CodeSi gner(cp, t);

I

bool ean status = cs. equal s(new CodeSi gner(cp, t));

CodeSigner equals()

65



66 Java

3.2.17 KeyStore

KeyStore

I

KeyStore

public class KeyStore
ext ends Obj ect

Q
KeyStore

11

getlnstance()

KeySt ore

public static KeyStore getlnstance(String type)

I

KeySt or e

public static KeyStore getlnstance(String type, Provider provider)

I

KeySt or e

public static KeyStore getlnstance(String type, String provider)

/* Java
keyst ore"
public final

"jks"

*/
static String getDefaultType()

“ JK S” “ j kS” JK S
PKCS12 JCEKS JCEKS
PKCS12 PKCS12
JKS
11

public final

I
public final
I
public final

I
public final

String get Type()

voi d | oad(l nput Stream stream char[] password)

voi d store(QutputStream stream char[] password)

int size()

"Java

JKS
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/1
public final Provider getProvider()
/1
public final Enuneration<String> aliases()
/1
public final boolean containsAlias(String alias)
11
public final Key getKey(String alias, char[] password)
Key PrivateK ey

/1

public final Certificate getCertificate(String alias)

/1

public final Certificate[] getCertificateChain(String alias)

/1
public final String getCertificateAlias(Certificate cert)

/1
public final Date getCreationDate(String alias)

/1
public final void deleteEntry(String alias)

“ ”

/1

public final void setKeyEntry(String alias, byte[] key, Certificate[] chain)

/1

public final void setKeyEntry(String alias, Key key, char[] password,
Certificate[] chain)

/1
public final void setCertificateEntry(String alias, Certificate cert)
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/* setCertificateEntry TrustedCertificateEntry
setEntry true */
public final boolean isCertificateEntry(String alias)
/* set KeyEntry Privat eKeyEntry
Secret KeyEntry setEntry true */

public final boolean isKeyEntry(String alias)

Java 5 Java 5 KeyStore

KeyStore.Entry

I
public static interface KeyStore.Entry

KeyStore.Entry

KeyStore KeyStore.Entry
KeyStore.Entry

I

public static final class KeyStore.PrivateKeyEntry

I

public static final class KeyStore. SecretKeyEntry

I

public static final class KeyStore. TrustedCertificateEntry

» KeyStore.PrivateK eyEntry
KeyStore.PrivateK eyEntry

I
public KeyStore.PrivateKeyEntry(PrivateKey privateKey, Certificate[] chain)

/* X. 509
X509Certificate*/
public Certificate getCertificate()

I
public Certificate[] getCertificateChain()
/1 Pri vat eKey

public PrivateKey getPrivateKey()

Il

public String toString()

* KeyStore.SecretK eyEntry
KeyStore. SecretKeyEntry

I
public KeyStore. Secret KeyEntry(Secret Key secretKey)
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I Secr et Key
public SecretKey get SecretKey()

/1
public String toString()

» KeyStore. TrustedCertificateEntry
KeyStore.TrustedCertificateEntry

/1
public KeyStore. TrustedCertificateEntry(Certificate trustedCert)

/1
public Certificate getTrustedCertificate()

/1
public String toString()

KeyStore.Entry KeyStore.Entry

/1
public final bool ean entrylnstanceC (String alias, dass<? extends KeyStore. Entry> entryd ass)

API
Q
3-16

3-16
/1
FilelnputStreamis = new Fil el nputStream("D:\\. keystore");
11 KeySt or e
KeyStore ks = KeyStore.getlnstance(KeyStore. getDefaultType());
11 "password"
ks.load(is, "password".toCharArray());
/1
is.close();
11 "alias"

PrivateKey key = (PrivateKey) ks.getKey("alias", "password".toCharArray());
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I

KeyStore. PrivateKeyEntry pkEntry = (KeyStore.PrivateKeyEntry)ks.getEntry("alias",

"password".toCharArray());
I

PrivateKey privateKey = pkEntry.getPrivateKey();

Certificate 351

3.3 javax.crypto

javax.crypto

API Cipher
3.3.1 Mac
Mac MessageDigest
- Message
Authentication Code Mac
Java 6 HmacMD5 HmacSHA1 HmacSHA256 HmacSHA384 HmacSHAS12

Java 6

I

public class Mac

ext ends Obj ect

i mpl emrents Cl oneabl e

d
Mac MessageDigest

I Mac
public final static Mac getlnstance(String algorithm

/1 Mac
public final static Mac getlnstance(String algorithm Provider provider)
/1 Mac

public final static Mac getlnstance(String algorithm String provider)

Mac HmacMD5 HmacSHA1 HmacSHA256 HmacSHA384 HmacSHAS512



5
Mac

11

public final void
I

public final void

Key

Mac

/1

public final void
/1

public final

/1
public final

voi d

voi d
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Mac

Mac
i nit(Key key)
Mac
i nit(Key key, AlgorithnParaneterSpec parans)

init()
MessageDigest
updat e(byte input)

updat e(byte[] input)

updat e(byte[] input, int offset, int len)

/1
public final void update(ByteBuffer input)

MessageDigest
11
public final byte[] doFinal()
/* */
public final byte[] doFinal (byte[] input)
11
public final void doFinal (byte[] output, int outOffset)

M essageDigest Mac
11
public final void reset()

Mac

/* 0 */
public final int getMacLength()
11 Hmac VD5

public final

String getAlgorithm)
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I

public final Provider getProvider()

Q
3-17

3-17 HmacMD5
/1
byte[] input = "MAC'.getBytes();
11 KeyGener at or Hmac MD5
KeyGener at or keyGenerator = KeyGenerator. getlnstance("HmacMD5");
11 Secr et Key
Secret Key secretKey = keyGenerator.generateKey();
/1 Mac
Mac mac = Mac. getlnstance(secretKey.getAl gorithm());
/1 Mac
mac. i nit(secretKey);
/1

byte[] output = nmac

. doFi nal (i nput);

3.3.2 KeyGenerator

KeyGenerator KeyPairGenerator KeyGenerator

/1

public class KeyGenerator

ext ends Obj ect

Java 6
HmacMD5 HmacSHA1
Java 6
Q
KeyPairGenerator

I
public static final

I
public static final
I
public static final

KeyGenerator

Blowfish AES DES DESede
HmacSHA 256

KeyGenerator

KeyCGener at or
KeyGener ator getlnstance(String algorithm

KeyGener at or

KeyGener at or getlnstance(String algorithm Provider provider)
KeyGener at or

KeyGenerator getlnstance(String algorithm String provider)

KeyGenerator
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KeyPairGenerator
KeyGenerator init()
keysize init()
SecureRandom
SecureRandom KeyGenerator
init()
init()
AlgorithmParameter Spec init()
SecureRandom
SecureRandom SecureRandom
KeyGenerator init()
/1 KeyGener at or
public final void init(SecureRandom random)
/1 KeyGener at or
public final void init(int keysize)
/1 KeyGener at or
public final void init(int keysize, SecureRandom random)
11 KeyGener at or
public final void init(AlgorithnmParaneterSpec parans)
/1 KeyGener at or
public final void init(AlgorithnmParaneterSpec paranms, SecureRandom random
11 Secr et Key
public final SecretKey generateKey()
KeyGenerator

/1
public final String getAlgorithm)
/1

public final Provider getProvider()
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Q
/1 KeyGener at or Hma.c MD5
KeyGener at or keyGenerator = KeyGenerator.getlnstance("HrmcMd5");
I Secr et Key

Secret Key secretKey = keyGenerator. generateKey();

3.3.3 KeyAgreement

KeyAgreement
DH

I
public class KeyAgreenent
ext ends Obj ect

Q
KeyAgreement getlnstance()
/1 KeyAgr eenent
public static KeyAgreement getlnstance(String algorithm
/1 KeyAgr eenent
public static KeyAgreement getlnstance(String algorithm Provider provider)
/1 KeyAgr eenent

public static KeyAgreenment getlnstance(String algorithm String provider)

/* KeyAgr eement KeyAgr eenent */
public void init(Key key)

/1 KeyAgr eement
public void init(Key key, AlgorithnParameterSpec parans)

/1 KeyAgr eenent
public void init(Key key, AlgorithnParaneterSpec paranms, SecureRandom random

11 KeyAgr eenment
public void init(Key key, SecureRandom random)

/* KeyAgr eenent
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*/
public Key doPhase(Key key, bool ean | astPhase)

/1

public byte[] generateSecret()

/1 shar edSecr et of f set
public int generateSecret(byte[] sharedSecret, int offset)
/1 Secr et Key

public SecretKey generateSecret(String algorithm

KeyAgreement

/11
public Provider getProvider()
/11
public String getAlgorithm)

Q

KeyPairGenerator DH 3-18
3-18 DH

11/ KeyPai r Gener at or DH

KeyPai r Gener at or kpg = KeyPai r Generator. getlnstance("DH");
11 KeyPai r kpl
KeyPair kpl = kpg. genKeyPair();

11 KeyPai r kp2
KeyPair kp2 = kpg. genKeyPair();
11 KeyAgr eenent

KeyAgr eenent keyAgree = KeyAgreenent. getlnstance(kpg. getAl gorithm());
11/ KeyAgr eenent
keyAgree.init(kp2.getPrivate());

/1
keyAgr ee. doPhase(kpl. get Public(), true);
11/ Secr et Key

Secret Key secretKey = keyAgree. generateSecret ("DES");

3.3.4 SecretKeyFactory

SecretK eyFactory KeyFactory

/1
public class SecretKeyFactory
ext ends Obj ect

d
SecretKeyFactory getinstance()

75
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/1 Secr et KeyFactory
public final static SecretKeyFactory getlnstance(String algorithm

1 Secr et KeyFactory
public final static SecretKeyFactory getlnstance(String algorithm Provider provider)
1 Secr et KeyFactory

public final static SecretKeyFactory getlnstance(String algorithm String provider)

SecretK eyFactory

/1 Secr et Key
public final SecretKey generateSecret(KeySpec keySpec)

/* Secr et KeyFact ory */
public final SecretKey transl ateKey(SecretKey key)

I

public final KeySpec get KeySpec(SecretKey key, Class keySpec)
SecretKeyFactory

I

public final Provider getProvider()

I

public final String getAlgorithm)

a

/1 KeyGener at or DES

KeyGener at or keyGenerator = KeyGenerator.getlnstance("DES");

/1 Secr et Key

Secret Key secretKey = keyGenerator. generateKey();

I

byte[] key = secretKey. get Encoded();

/1 DESKey Spec

DESKeySpec dks = new DESKeySpec(key);

/1 Secr et KeyFactory

Secret KeyFactory keyFactory = SecretKeyFactory. getlnstance("DES");
/1 Secr et Key

Secret Key secretKey = keyFactory. generateSecret (dks);
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Java Java API 3.35
Cipher
3.3.5 Cipher
Cipher Java Cryptographic Extension JCE
Cipher
/1

public class Cipher
ext ends Obj ect

Cipher getlnstance()

I Ci pher
public static Cipher getlnstance(String transformation)

11 Ci pher

public static Cipher getlnstance(String transformation, Provider provider)
11 Ci pher

public static Cipher getlnstance(String transformation, String provider)

String transformation
Ci pher ¢ = Cipher.getlnstance("DES");

DES
Ci pher ¢ = Ci pher.getlnstance("DES/ CBC/ PKCS5Paddi ng") ;
String transformation “ / / "
Cipher
11 Ci pher
public final static int DECRYPT_MODE
11 Ci pher

public final static int ENCRYPT_MODE

11 Ci pher
public final void init(int opnode, Key key)
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L YU TI

/1 Ci pher

public final void init(int opnmode, Key key, AlgorithmParanmeters parans)

/1 Ci pher

public final void init(int opmode, Key key, AlgorithmParaneterSpec parans)
SecureRandom

/1 Ci pher

public final void init(int opmode, Key key, AlgorithmParaneterSpec parans,

Secur eRandom r andom)

/1 Ci pher

public final void init(int opmode, Key key, AlgorithmParameters parans,

Secur eRandom r andom)

/1 Ci pher

public final void init(int opmode, Key key, SecureRandom random

I Ci pher
public final void init(int opnode,
I

public final void init(int opnode,

/*

public final byte[] update(byte[]
/*

public final byte[] update(byte[]
/*

public final int update(byte[] input,
/*

public final int update(byte[] i
out put, int outputOfifset)

/*

public final int update(ByteBuffer
I

public final byte[] doFinal ()

Certificate certificate)

Ci pher

Certificate certificate, SecureRandom random)

Ci pher */
i nput)
Ci pher */
input, int inputOffset, int inputlLen)
Ci pher */
int inputOffset, int inputlLen, byte[] output)
Ci pher */
nput, int inputOffset, int inputlLen, byte[]
Ci pher */
i nput, ByteBuffer output)
Ci pher
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/1
public

/1
public

11
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final byte[] doFinal (byte[] input)

final byte[] doFinal (byte[] input, int inputOffset, int inputLen)

Ci pher
final int doFinal (byte[] output, int outputCOffset)

public final int doFinal (byte[] input, int inputOfset, int inputLen, byte[] output)

/1
public
out put,

/1
public

/1
public

ci pher.

/1
public

/1
public

ci pher.

I

final int doFinal (byte[] input, int inputOffset, int inputlLen, byte[]
int outputOffset)

final int doFinal (ByteBuffer input, ByteBuffer output)
Cipher
Ci pher
final static int WRAP_MODE

Cipher
init(Ci pher. W\RAP_MODE, secretKey); //

final byte[] wap(Key key)

Ci pher
final static int UNWRAP_MODE

init(Ci pher. UNVRAP _MODE, secretKey); //

public final Key unwap(byte[] w appedKey, String w appedKeyA gorithm int w appedKeyType)

int wrappedKeyType
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I
public final static int PRI VATE_KEY
I " "
public final static int PUBLIC_KEY
I " "

public final static int SECRET_KEY

I (1V)
public final byte[] getlV()

I JCE
public final static int get MaxAl | owedKeyLength(String transformation)

I
public final int getBlockSize()

/* i nput Len updat e doFi nal
*/
public final int getQutputSize(int inputlLen)

Cipher
/* Ci pher Al gori t hmPar anet er Spec */
public final static A gorithnParaneter Spec get VaxA | onedPar aret er Spec(String transformation)
/1 Ci pher
public final AlgorithnParanmeters getParanmeters()
Cipher
I Ci pher (exenption)
public final ExenptionMechani sm get Exenpti onMechani sm()
Cipher
I Ci pher
public final Provider getProvider()
/1 Ci pher

public final String getAlgorithm)

NullCipher Cipher
API NullCipher
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/1 KeyGener at or DES

KeyGener at or keyGenerator = KeyGenerator.getlnstance("DES");
/1 Secr et Key

Secret Key secretKey = keyGenerator. generateKey();

/1 Ci pher

Ci pher cipher = Cipher.getlnstance("DES");

I Ci pher
ci pher.init(Ci pher. WRAP_MODE, secr et Key);
11
byte[] k = cipher.w ap(Key key);
k
11 Ci pher
ci pher.init(Ci pher. UNVRAP_MODE, secretKey);
/1

Key key = cipher.unwrap(k, "DES", Cipher.SECRET_KEY);

11 Ci pher
ci pher.init(Ci pher. ENCRYPT_MODE, secretKey);
/1

byte[] input = cipher.doFinal ("DES DATA".getBytes());

/1 Ci pher
ci pher.init(Ci pher. DECRYPT_MODE, secretKey);
/1

byte[] output = cipher.doFinal (input);

3.3.6 CipherlnputStream

CipherlnputStream CipherOutputStream Cipher

/1
public class CipherlnputStream
extends FilterlnputStream

Q

81
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I

CipherlnputStream

I

public

I

public

I

public

I

public

I

public

I

public

11

public

/1

KeyGener at or

I

/1 Ci pher

Ci pher ci pher = Cipher.getlnstance("DES");
/1 Ci pher

ci pher.init(Ci pher. DECRYPT_MODE, secr etKey);
/1 Ci pher I nput St ream

Ci pherl nputStream cis = new CipherlnputStream new FilelnputStreamnew

I nput St ream Ci pher

Ci pher | nput St ream
public Ci pherlnput Stream(| nput Stream i s,

FilterInputStream

FilterInputStream

int read()
b. Il ength
int read(byte[] b)
I en
int read(byte[] b, int off,

int avail abl e()

I ong skip(long n)

mar k reset

bool ean mar kSupported()

voi d close()

Cipher
KeyGener at or DES

File("secret")), cipher);

I

Dat al nput St r eam

int

| en)

kg = KeyGenerator.getlnstance("DES");
Secr et Key
Secret Key secretKey = kg. generateKey();

Ci pher | nput Stream
Dat al nput Stream di s = new Dat al nput Stream(ci s);

Ci pher
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/1

String output = dis.readUTF();
/1

dis.close();

3.3.7 CipherOutputStream

CipherOutputStream CipherlnputStream

/1
public class Ci pherQutputStream
extends FilterQutputStream

Q

11 Qut put St r eam Ci pher Ci pher Qut put St ream
publ i c Ci pher Qut put St ream( Qut put Stream os, Ci pher c)

CipherOutputStream FilterOutputStream
FilterOutputStream

11 b. 1 ength

public void wite(byte[] b)

11 of f I en

public void wite(byte[] b, int off, int len)

/1

public void wite(int b)

/1
public void flush()
/1
public void close()
Q
3.3.6 3-19
3-19
I Ci pher
ci pher.init(Ci pher. ENCRYPT_MODE, secretKey);
/1
String input = "1234567890";
I Ci pher Qut put Stream
Ci pher Out put Stream cos = new Ci pherOut put Stream(new Fil eQut put Stream new

File("secret")), cipher);
/1 Dat aQuput St r eam Ci pher Qut put Stream

83
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Dat aQut put St ream dos = new Dat aQut put Strean(cos);

/1

dos. writeUTF(input);
/1

dos. flush();

/1

dos. cl ose();

3.3.8 SealedObject

SealedObject

I

public class Seal edObj ect
ext ends Obj ect

i mpl ements Serializable

d
/1 Seal edObj ect
public Seal edObj ect(Serializable object, Cipher c)
Serializable “ "
SealedObject DES
Cipher SealedObject
. Cipher getObject()
Cipher
Cipher Cipher
. Key getObject()
getObject() Cipher
v
Cipher getObject()

I
public final Object getObject(Cipher c)
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Key getObject()
/11
public final Object getObject(Key key)
/1

public final Object getObject(Key key, String provider)

/1
public final String getAlgorithm)
Q
3-20

3-20
/1
String input = "Seal edObj ect"”;
/1 KeyGener at or DES
KeyGener ator kg = KeyGenerator.getlnstance("DES");
11
Secret Key key = kg. generat eKey();
/1 Ci pher ci pher1
Ci pher cipherl = Cipher.getlnstance(key.getAlgorithm());
11
ci pherl.init(Ci pher. ENCRYPT_MODE, key);
/1 Seal edObj ect
Seal edObj ect seal edObj ect = new Seal edObj ect (i nput, cipherl);
/1 Ci pher ci pher2
Ci pher cipher2 = Cipher.getlnstance(key.getAlgorithm());
11
ci pher2.init(Ci pher. DECRYPT_MODE, key);
11

String output = (String) seal edObject. get Object(cipher?2);

3.4 java.security.spec javax.crypto.spec

java.security.spec javax.crypto.spec
KeySpec

3.4.1 KeySpec AlgorithmParameterSpec

KeySpec AlgorithmParameterSpec java.security.spec

1. KeySpec
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I
public interface KeySpec

KeySpec EncodedK ey Spec

X509EncodedK ey Spec PK CS8EncodedK eySpec

SecretKeySpec KeySpec

2. AlgorithmParameterSpec

I
public interface AlgorithmParaneterSpec

AlgorithmParameter Spec

I DSA

public class DSAPar anet er Spec

ext ends Obj ect

i mpl ements Al gorithnParamet er Spec, DSAPar anms

/1 DSAPar amet er Spec

publ i ¢ DSAPar anet er Spec(Bi gl nteger p, Biglnteger q,

p q g
/1 g
publi c Biglnteger get )
/1 p
public Biglnteger getP()
/1 o}

public Biglnteger getQ)

AlgorithmParameterSpec
API

3.4.2 EncodedKeySpec

EncodedK ey Spec

X509EncodedKeySpec PKCS8EncodedK ey Spec

DSAParameterSpec

Bi gl nt eger Q)

D SA Parameter Spec

EncodedK ey Spec
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X509EncodedK ey Spec PK CS8EncodedK ey Spec

/1

public abstract class EncodedKeySpec
extends Obj ect

i nmpl enents KeySpec

/11

publi c EncodedKeySpec(byte[] encodedKey)
/1

public byte[] getEncoded()

/1

public abstract String getFormat()

1. X509EncodedKeySpec

X509EncodedK ey Spec EncodedK ey Spec
X509EncodedK ey Spec X.509
/1

public class X509EncodedKeySpec
ext ends EncodedKeySpec

Q

/1 X509EncodedKeySpec
publi c X509EncodedKeySpec(byte[] encodedKey)

X.509
/1 X. 509
public byte[] getEncoded()
/1 " X. 509"
public String getFormat ()
Q
11 KeyPai r Gener at or DSA
KeyPai r Gener at or keygen = KeyPair Generator. getl nstance("DSA")
11 KeyPai r Gener at or
keygen.initialize(1024);
11 KeyPai r

KeyPair keys = keygen. genKeyPair();

87
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Publ i cKey publ i cKey

public byte[]

privat eKeyByt es

X509EncodedKeySpec
X509EncodedKeySpec keySpec
KeyFact ory

KeyFactory keyFactory

keys. get Public().get Encoded();

new X509EncodedKeySpec(publi cKeyBytes);

KeyFactory. getl nstance(" DSA");

keyFact ory. gener at ePubl i c( keySpec);

2. PKCS8EncodedKeySpec
PK CS8EncodedK ey Spec
PK CS8EncodedK ey Spec

public class PKCS8EncodedKeySpec
ext ends EncodedKeySpec

publ i ¢ PKCS8EncodedKeySpec(byte[]

PKCS #8

get Encoded()

public String get Format ()

PKCS8EncodedKey Spec
PKCS8EncodedKeySpec keySpec
KeyFact ory
KeyFactory keyFactory
Pri vat eKey
Privat eKey privat eKey

EncodedK ey Spec

PKCS8EncodedKey Spec
encodedKey)

keys. getPrivate().get Encoded();

new PKCS8EncodedKeySpec(pri vat eKeyBytes);
KeyFactory. getl nstance(" DSA");

keyFactory. generatePrivate (keySpec);



X509EncodedKeySpec PKCS8EncodedK ey Spec

3.4.3 SecretKeySpec

SecretKeySpec
SecretKey

/1 provi der

public class SecretKeySpec
ext ends Obj ect

i npl ements KeySpec, SecretKey

KeySpec
provider

DES Triple DES
d

/* key

public SecretKeySpec(byte[] key, int offset, int len,

/1
public SecretKeySpec(byte[] key, String algorithm

SecretKeySpec

/1

public bool ean equal s(Obj ect obj)
/1

public int hashCode()

SecretKeySpec
11
public String getAlgorithm)
11
public byte[] getEncoded()
11
public String getFormat ()
Q

RC2

11 KeyGener at or RC2
KeyGenerator kg = KeyGenerator.getlnstance("RC2"));
11 Secr et Key
Secret Key secretKey = kg. generateKey();
/1

byte[] key = secretKey.get Encoded();

of f set

.............. ° 3 Java 89

SecretK eyFactory

I en */
String al gorithm
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I

Secr et Key
Secret Key secretKey = new Secret KeySpec(key, "RC2");

3.4.4 DESKeySpec

DESKeySpec SecretKeySpec
DESKeySpec DES SecretKeySpec
DESKeySpec DESedeK ey Spec DES
PBEK eySpec PBE DESKeySpec
I DES
public class DESKeySpec
ext ends Obj ect
i mpl ement s KeySpec
Q
/* DESKey Spec key 8 DES */
publ i c DESKeySpec(byte[] key)
/* DESKey Spec key of f set 8 DES- EDE

publ i c DESKeySpec(byte[] key, int offset)

11

8
DES 8

public static int DES _KEY_LEN

DESKeySpec
1 DES
public byte[] getKey()
| * of fset DES

public static boolean isParityAdjusted(byte[] key, int
DES
public static bool ean i sWeak(byte[] key, int offset)

I

U
3.4.3 DESKeySpec
DES
/1 KeyGener at or DES
KeyGenerator kg = KeyGenerator.getlnstance("DES"));

11

/1
byt e[]

Secr et Key
Secret Key secretKey = kg.generateKey();

key

secr et Key. get Encoded() ;

(parity-adjusted)

of fset)

*/

*/
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API
3.5 java.security.cert
java.security.cert
Java Certificate
CRL
CertPath Java API
3.5.1 Certificate

Java 91

I DES Secr et Key
Secret Key secretKey = new Secret KeySpec(key, "DES");
DESKeySpec
11 DESKey Spec DES
DESKeySpec dks = new DESKeySpec(key);
11 Secr et KeyFactory DES
Secret KeyFactory keyFactory = SecretKeyFactory. getlnstance("DES");
11 Secr et Key

Secret Key secretKey = keyFactory. generat eSecret (dks);

DES “
DESKeySpec DESedeK eySpec

11 DESede
KeyGenerator kg =
11 Secr et Key
Secret Key secretKey =
11
byte[]

kg. gener at eKey();

key = secretKey. get Encoded();

/1 DESedeKey Spec DESede
DESedeKeySpec dks = new DESedeKeySpec(key);
/1 Secr et KeyFactory DESede
Secr et KeyFactory keyFactory =
/1 Secr et Key

Secret Key secretKey = keyFactory. generateSecret (dks);

Certificate

DES’

KeyGener at or. get | nst ance(" DESede") ) ;

“ DESede”

Secr et KeyFact ory. getl nstance(" DESede") ;

CRL
CertificateFactory

X.509 PGP SDS

Certificate
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I

public abstract class Certificate
extends Obj ect

i mpl ements Serializable

Q
Certificate 3

I

public abstract byte[] getEncoded()

I

public abstract void verify(PublicKey key)

I

public abstract void verify(PublicKey key, String sigProvider)
I

public abstract PublicKey getPublicKey()

Certificate

I
public abstract String toString()

I X.509 PGP SDS
public final String getType()

Certificate
I
public int hashCode()
I

publ i c bool ean equal s(Obj ect other)

Certificate ——X509Certificate

3.5.2 CertificateFactory

CertificateFactory

/* (Cert Path)
CertificateFactory */

public class CertificateFactory

extends Obj ect

Q
getlnstance()
/1 CertificateFactory
public final static CertificateFactory getlnstance(String type)
/1 CertificateFactory

public final static CertificateFactory getlnstance(String type, Provider

( CRL)

provi der)



RexE

urml.org.ch

........................................................................................................................................................ e 3 Java 93

11 CertificateFactory
public final static CertificateFactory getlnstance(String type, String provider)

CertificateFactory

/1 inStream
public final Certificate generateCertificate(lnputStreaminStream
/1 i nStream

public final Collection<? extends Certificate> generateCertificates(lnputStreaminStream

CertificateFactory

/* Cert Pat h I nput Stream i nStream */
public final CertPath generateCertPath(lnputStreaminStream
/* Cert Pat h I nput Stream i nStream */

public final CertPath generateCertPath(lnputStreaminStream String encoding)

/* Cert Pat h Certificate List */
public final CertPath generateCertPath(List<? extends Certificate>certificates)

CertificateFactory

/* (CRL) i nStream */
public final CRL generateCRL(InputStream inStream
/* i nStream CRL */

public final Collection<? extends CRL> generateCRLs(I|nputStream inStream

CertificateFactory

/* CertificateFactory CertPath */
public final Iterator<String> getCertPathEncodi ngs()
/1 CertificateFactory
public final Provider getProvider()
/1 CertificateFactory
public final String getType()
Q
3-21
3-21
/1 " X. 509"

CertificateFactory certificateFactory = CertificateFactory.getlnstance("X 509");
/1

FilelnputStreamin = new FilelnputStrean("D:\\x. keystore");

/1

Certificate certificate = certificateFactory.generateCertificate(in);

/1

in.close();
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3.5.3 X509Certificate

X509Certificate Certificate

/1 X.509 X. 509
public abstract class X509Certificate
extends Certificate

i mpl ements X509Ext ensi on

a
X.509
I not After
public abstract Date get Not After()
I not Bef ore

public abstract Date get NotBefore()

I
public abstract void checkValidity(Date date)

/1
public abstract void checkValidity()

/1 version 1 2 3

public abstract int getVersion()

/1 seri al Number

public abstract Biglnteger getSerial Number ()

/* Basi cConstraints (O D= 2.5.29.19) */

public abstract int getBasicConstraints()

KeyUsage
/* KeyUsage (O D = 2.5.29.15) bool ean */
public abstract bool ean[] getKeyUsage()
/* String (0D = 2.5.29.37)
Ext KeyUsageSynt ax OBJECT | DENTI FI ER  */

public List<String> get ExtendedKeyUsage()

/* I ssuer Al t Nane (O D= 2.5.29.18) */
public Coll ection<List<?>> getlssuerAlternativeNames()
/1 i ssuer Uni quel D

public abstract bool ean[] getlssuerUni quel D()
/1 X500Pr i nci pal
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public X500Princi pal getlssuerX500Princi pal ()

/* Subj ect Al t Nanme (OD=2.5.29.17) */
public Collection<List<?>> get SubjectAlternativeNanmes()
I subj ect Uni quel D

public abstract bool ean[] get Subj ect Uni quel D()
I X500Pr i nci pal
publ i c X500Princi pal get Subject X500Pri nci pal ()

DER

/1 DER tbsCertificate
public abstract byte[] get TBSCertificate()

/1

public abstract String getSi gAl gName()
/1 ab

public abstract String getSi gAl gO D()
/1 DER

public abstract byte[] getSi gAl gParans()

I signature
public abstract byte[] getSignature()
u
3-22

3-22
11
FilelnputStreamis = new Fil el nput Streanm("D:\\Xx. keystore");
I KeySt or e
KeyStore ks = KeyStore.getlnstance("JKS");
11
ks.l oad(is, "password".toCharArray());
11
is.close();
11 X. 509
X509Certificate x509Certificate = (X509Certificate) ks.getCertificate("alias");
I Si gnature

Si gnature signature = Signature.getlnstance(x509Certificate.getSigAl gName());

3.54 CRL

CRL
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CA CRL CA

CRL

I (CRL)
public abstract class CRL
ext ends Obj ect

Q
CRL

/1 CRL
public String get Type()

CRL

/* CRL CRL true
public abstract bool ean i sRevoked(Certificate cert)
/1 CRL

public abstract String toString()

CRL

false */

isRevoked()

Q
CRL 3-23

3-23
I " X. 509"
CertificateFactory certificateFactory = CertificateFactory.getlnstance("X 509");
I
FilelnputStreamin = new Fil el nputStrean("D:\\x. keystore");
I
CRL crl = certificateFactory.generateCRL(in);
I
in.close();

3.5.5 X509CRLEnNtry

X509CRLEnNtry

1 CRL

public abstract class X509CRLEntry
ext ends Obj ect

i mpl ements X509Ext ensi on

Q
X509CRLEntry
1 CRL

publ i ¢ bool ean equal s(Obj ect other)



/1 CRL CRL
public int hashCode()

DER

/1 CRL Entry ASN. 1 DER
public abstract byte[] getEncoded()

/1 X509CRLEnt ry revocati onDat e
public abstract Date getRevocati onDate()

/1 X509CRLEnt ry userCertificate
public abstract Biglnteger getSerial Number ()
11 CRL true

public abstract bool ean hasExtensions()

Object

11 CRL
public abstract String toString()

Java 5 X509CRLEntry

11 X509Certificate
public X500Principal getCertificatelssuer()

3.5.6 X509CRL

X509CRL CRL X.509 CRL

/* X.509 ( CRL) CRL
*/

public abstract class X509CRL

extends CRL

i mpl enents X509Ext ensi on

d

X509CRL

/1 CRL

public bool ean equal s(Obj ect other)
/1 CRL CRL

public int hashCode()

X509CRL

11 CRL version
public abstract int getVersion()

DER

3

Java

null

(CA)

97
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I CRL ASN.1 DER
public abstract byte[] getEncoded()
I CRL DER CRL t bsCert Li st

public abstract byte[] getTBSCertList()

/1 CRL thisUpdate
public abstract Date get Thi sUpdate()
/1 CRL next Update

public abstract Date get NextUpdate()

/1 CRL

public abstract String getSi gAl gName()
I CRL oD

public abstract String getSi gAl gO D()
1 CRL DER

public abstract byte[] getSi gAl gParans()

1 CRL signature
public abstract byte[] getSignature()

X509CRLEntry

I serial Nunber CRL

public abstract X509CRLEntry get RevokedCertificate(Biglnteger serial Nurmber)
I CRL

public abstract Set<? extends X509CRLEntry> get RevokedCertificates()

Java 5 X509CRL X509CRLEntry

/1 CRL
public X509CRLEntry get RevokedCertificate(X509Certificate certificate)

CRL
/1 CRL
public abstract void verify(PublicKey key)
/1 CRL

public abstract void verify(PublicKey key, String sigProvider)

X509CRL
/1 X500Pr i nci pal CRL
publ i c X500Pri nci pal getlssuer X500Pri nci pal ()

Q
3-24
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3-24

/1 " X. 509"

CertificateFactory certificateFactory = CertificateFactory.getlnstance("X. 509");
/1

FilelnputStreamin = new Fil el nputStrean("D:\\x. keystore");

/1

X509Certificate certificate = (X509Certificate) certificateFactory.generateCertificate(in)
/1

X509CRL x509CRL = ( X509CRL) certificateFactory. generateCRL(in);

/1

X509CRLENntry x509CRLEntry = x509CRL. get RevokedCertificate(certificate);

/1

in.close();

3.5.7 CertPath

CertPath CertPath
X.509 PGP
CertPath Certificate CertPath
CertPath

/1

public abstract class CertPath
ext ends Obj ect

i mpl enents Serializable

Q
CertPath

/1
public abstract List<? extends Certificate> getCertificates()

/1

public abstract byte[] get Encoded()

/1

public abstract byte[] getEncoded(String encodi ng)
/1

public abstract Iterator<String> get Encodi ngs()
CertPath

11 Certificate X. 509

public String getType()

CertPath



publ i c bool ean equal s(Obj ect other)

public int hashCode()

public String toString()

CertificateFactory
CertificateFactory certificateFactory

FilelnputStreamin

CertPath certPath

in.close();

" X. 509"

CertificateFactory.getlnstance("X. 509");
new Fil el nput Stream("D:\\x. keystore");

certificateFactory.generateCertPath(in);

CertPathBuilder

javax.net.ssl

javax.net.ss|

TrustM anagerFactory
HttpsURL Connection

3.6.1 KeyManagerFactory

KeyM anagerFactory

public class KeyManager Factory
ext ends Obj ect

KeyM anagerFactory

KeyManager Fact ory

public final static KeyManagerFactory getlnstance(String algorithm

*/

getlnstance()

CertPathValidator

KeyManagerFactory
SSL Context
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11 KeyManager Fact ory
public final static KeyManagerFactory getlnstance(String algorithm Provider provider)
11 KeyManager Fact ory
public final static KeyManagerFactory getlnstance(String algorithm String provider)

/1 KeyManager Fact ory
public final static String getDefaultAl gorithm)

/1 KeyManager Fact ory
public final void init(KeyStore ks, char[] password)
/1 KeyManager Fact ory

public final void init(Manager FactoryParanmeters spec)

/1
public final KeyManager[] getKeyManagers()

KeyManagerFactory
/1 KeyManager Fact ory
public final Provider getProvider()
/1 KeyManager Fact ory
public final String getAlgorithm)
d
3-26

3-26

11 KeyManager Fact ory

KeyManager Fact ory keyManager Factory = KeyManager Factory. getl nstance(" SunX509");
/1

FilelnputStreamis = new FilelnputStrean("D:\\x. keystore");

11 KeySt or e

KeyStore ks = KeyStore.getlnstance("JKS");
/1

ks.load(is, "password".toCharArray());

/1

is.close();

11 KeyManager Fact ory

keyManager Factory.init(keyStore, "password".toCharArray());

3.6.2 TrustManagerFactory

TrustM anagerFactory
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/*

KeyStore / */
public class TrustManager Factory
extends Obj ect

u
TrustM anagerFactory KeyManagerFactory getlnstance()
/1 Trust Manager Fact ory

public final static TrustManagerFactory getlnstance(String algorithm

/1 Trust Manager Fact ory
public final static TrustManagerFactory getlnstance(String al gorithm Provider provider)
/1 Trust Manager Fact ory

public final static TrustManagerFactory getlnstance(String algorithm String provider)

11 Trust Manager Fact ory
public final static String getDefaultAlgorithm)

KeyM anagerFactory

/1

public final void init(KeyStore ks)

/1

public final void init(ManagerFactoryParanmeters spec)

I
public final TrustManager[] getTrustManagers()
TrustM anagerFactory
/1 Trust Manager Fact ory
public final String getAlgorithm)
/1 Trust Manager Fact ory
public final Provider getProvider()
u
3-27

3-27

/1 Trust Manager Fact ory

Trust Manager Fact ory trust Manager Factory = Trust Manager Fact ory. get | nst ance(" SunXx509");
I
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FilelnputStreamis = new Fil el nput Strean("D:\\x. keystore");

11 KeySt or e

KeyStore ks = KeyStore.getlnstance("JKS");
/1

ks.l oad(is, "password".toCharArray());

/1

is.close();

11 Trust Manager Fact ory

trust Manager Factory.init(trustkeyStore);

3.6.3 SSLContext

SSL Context

/* SSLENngi ne
*/

public class SSLCont ext

ext ends Obj ect

Q
SSL Context getlnstance()
11 SSLCont ext

public static SSLContext getlnstance(String protocol)

/1 SSLCont ext
public static SSLContext getlnstance(String protocol, Provider provider)
/1 SSLCont ext

public static SSLContext getlnstance(String protocol, String provider)

/11
publi ¢ final void init(KeyManager[] km TrustManager[] tm SecureRandom random

I Server Socket Fact ory
public final SSLServerSocketFactory get Server Socket Factory()
I Socket Fact ory

public final SSLSocketFactory get SocketFactory()
SSL SessionContext Java API
/ SSL SessionContext
/* SSL SSL */
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public final SSLSessionContext get Server Sessi onContext ()
/* SSL SSL */
public final SSLSessionContext getClientSessi onContext()

SSLENgine Java API
SSLENngine
/1 SSLEngi ne
public final SSLEngine createSSLEngi ne()
/1 SSLENgi ne

public final SSLEngine createSSLEngi ne(String peerHost, int peerPort)

/ SSL
/1 SSL
public synchroni zed static void setDefault(SSLContext context)
1 SSL

public synchronized static SSLContext getDefault()

/ SSL
I SSL SSLPar anet er s
public final SSLParamneters getDefaultSSLParameters()
I SSL SSLPar anet er s

public final SSLParameters getSupportedSSLParaneters()

SSL Context

/1 SSLCont ext

public final String getProtocol ()
/1 SSLCont ext

public final Provider getProvider()
a

3-28 KeyMangagerFactory TrustmanagerFactory
SSL Context  SSL SocektFactory

3-28 SSLSocketFactory

| **

* KeySt ore

*

* @ar am keySt orePat h
* @ar am password

* @eturn

* @hrows Exception

>/

private static KeyStore getKeyStore(String keyStorePath, String password) throws Exception {
/1
FilelnputStreamis = new Fil el nput Stream keySt or ePat h);
/1

KeyStore ks = KeyStore.getlnstance("JKS");
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11
ks.load(is, password.toCharArray());
/1
is.close();
return ks;
}
/**
* SSLSocekt Fact ory

* @ar am password
* @ar am keySt or ePat h

* @aram trust KeyStorePath
*
* @eturn
* @hrows Exception
*/
private static SSLSocketFactory getSSLSocketFactory(String password, String
keySt orePath, String trustKeyStorePath) throws Exception {
/1
KeyManager Factory keyManager Factory = KeyManager Factory.getlnstance
("SunXx509");
KeySt ore keyStore = getKeyStore(keyStorePath, password);
keyManager Factory.init(keyStore, password.toCharArray());
/1
Trust Manager Factory trustManagerFactory = TrustManager Factory. getlnstance
("SunX509");
KeyStore trustkeyStore = getKeyStore(trustKeyStorePath, password);
trust Manager Factory.init(trustkeyStore);
/1 SSL
SSLCont ext ctx = SSLContext.getlnstance("SSL");
ctx.init(keyManager Factory. get KeyManagers(),trustManager Factory.
get Trust Managers(), null);
SSLSocket Factory sf = ctx. get Socket Factory();
return sf;

HTTPS HTTPS

3.6.4 HttpsURLConnection

HttpsURL Connection HttpURL Connection
HttpsURL Connection HttpURL Connection
/* HttpsURLConnecti on Ht t pURLConnecti on https */

public abstract class HttpsURLConnection
extends Htt pURLConnecti on
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a
HttpsURL Connection

SSL SocketFactory
/* https URL SSLSocket Factory */
public void set SSLSocket Factory(SSLSocket Factory sf)
/1 SSLSocket Factory

public static void setDefaultSSLSocket Fact ory(SSLSocket Factory sf)

SSL SocketFactory
/1 https URL SSL
publ i c SSLSocket Factory get SSLSocket Factory()
I SSLSocket Fact ory

public static SSLSocketFactory get Defaul t SSLSocket Factory()

I
public abstract Certificate[] getLocal Certificates()
I
public abstract Certificate[] getServerCertificates()

Principal Java API HttpsURL Connection
I
public Principal getLocal Principal()
I

public Principal getPeerPrincipal()

I
public abstract String getCipherSuite()

HostnameVerifier Java API

HostnameVerifier

I Host naneVeri fier

public static HostnameVerifier getDefaultHostnaneVerifier()
I Host naneVeri fier

publ i c HostnameVerifier getHostnameVerifier()

HostnameVerifier

/1 Host naneVeri fier
public static void setDefaultHostnameVerifier(HostnaneVerifier v)
/1 Host naneVeri fier
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public void setHostnameVerifier(HostnameVerifier v)

d
3.6.3 SSL SocketFactory HttpsURL Connection
3-29

3-29 HTTPS
11 URL
URL url = new URL("https://ww.sun.com ");
11 Ht t psURLConnecti on
Ht t psURLConnecti on conn = (HttpsURLConnection) url.openConnection();
/1
conn. set Dol nput (true);
/1
conn. set DoQut put (true);
11 confi gSSLSocket Factory()
/1 SSLSocket Fact ory
confi gSSLSocket Factory(conn, "password", "D:\\x.keystore", " D:\\x.keystore ");
/1
InputStreamis = conn. getlnputStream();
11 Ht t ps content Length -1
int length = conn. get ContentLength();
/1
/1
is.close();

HTTPS
3.7
Java JCE
Java Cryptography Extension Java JSSE Java Secure Sockets Extension Java
JAAS Java Authentication and Authentication Service Java
JCE JSSE
Provider Security
Java 6 9 Provider Security
DES
56 128

java.security javax.crypto
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Key SecretKey PublicKey PrivateKey
Key
/
KeyGenerator SecretKeyFactory
KeyPairGenertor KeyFactory /
Cipher CipherlnputStream CipherOutputStream
Sinature
Mac
M essageDigest DigestinputStream DigestOutputStream
KeyStore

java.security.spec javax.crypto.spec

java.security.cert CertificateFactory Certificate

CRL

javax.net.ssl HTTPS

Java
Java Java



