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A picture is worth more than a thousand words.
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1. Expressiveness

A set of facts is expressible in a visuallanguage if the
sentences (i.e., the visualizations)in the language express all
the factsin the set of data, and only the facts in the data.

2. Effectiveness
A visualization is more effective than another visualization
if the information conveyed by one visualizationis more

readily perceived than the informationin the other
visualization.
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Maximum
Number
Yisualization Data of Data Example Example
Technique Dimensions Values Data Type Use-Case Application Chart
Pie chart 1 ~10 Categorical Use to compare values Proportion of
of a dimension as application
proportions or protocols.
percentages of
the whole.
Bar chart 1 ~50 Categorical Use to show the Number of —
frequency of the bytes trans- y
values of a dimension terred per o
or the output of an machine.
aggregation function. |
Each bar represents a =
value. The height of the | -
bar represents the e e e
frequency count of
the value.
Line chart 1 ~50 Ordinal, Use to show the Mumber of =
interval frequency of the values blocked ' .
of a dimension or the connections VST —
output of an aggrega- per day. * S~/

tion function. The height

of data points in the
chart indicates the
counts. The data points
are connected by lines to
help display patterns or
trends.
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Maximum

Mumber
Visualization Data of Data Example Example
Technigque Dimensions Values Data Type Use-Case Application Chart
Stacked pie 2 ~10 times 5  Categorical Use to compare Based on -
values of two dimension the role of - -
as proportions or machines, -
percentages of each identify the ' '
whole. percentage of - -
protocols -
used to
connect to
the machines.
Stacked bar 2 ~50times5  Categorical Use to show the fre- For each
quency of values or destination
the output of an port, identify E
aggregation function the role of E —
for two dimensions. The the machines
chart represents one involved in the
dimension as the bars. traffic. The
The second dimension role is deter-
is represented as subdivi- mined by the
sions in the bars. protocols the
machine was
using.
Stacked line 2 ~50 times 10 Ordinal or Use to show the Number of
interval for frequency of values attacks per day
each of the or the output of an across multiple
data series aggregation function locations.

for multiple dimensions.
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Maximum

MNMumber
Visualization Data of Data Example Example
Technique Dimensions  Values Data Type Use-Case Application Chart
Histogram 1 ~50 Ordinal or Use to indicate the Distribution of
continuous shape of the distribu- number of logins
tion of values. over period of
a day. P
Box plot 2 ~10 Continuous, Use to show distribu- Distribution of - 13
categorical tion of values. The packet size in ; -
categorical dimension  traffic. ) o
can be used to split L
into multiple box
plots for comparison.
Scatter plot 2ord Thousands  Continuous, Use to examine Show communi-
for each continuous how two data cation patterns of
dimension. dimensions relate or machines by plotting ‘
to detect clusters and the endpoints along
trends in the data. with the destination
ports they accessed.
Parallel n Thousands  Any Use for visualizing Analyzing firewall y ';‘
coordinates for each multidimensional data  rulesets to show L
dimension. in a single plot. for each rule :
Compare relative Up to 20 what traffic is 0

frequency per

dimension and
relationships across

dimensions.

dimensions.

affected.
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Maximum

Mumber
Visualization Data of Data Example Example
Technique Dimensions Values Data Type Use-Case Application Chart
Link graph 2or3 Without Any, any Use for visualizing Identify the impact
aggregation: relationships among and extent of a S=
1000 values of one dimen- compromise by
sion and across multiple  visualizing commu-
dimensions. nications of the
compromised
machine after
the attack.
Map 1 100 Coordinates, Use to display data Number of i
any relative to a physical trouble tickets
location. per state.
Treemap n 10,000 Categorical, Use to visualize Assess risk by
any hierarchical structures visualizing severities
in data. Enable com- and criticalities
parison of multiple of vulnerabilities
dimensions at once. per machine.
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