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[Abstract]  With the continuous integration of intelligent vehicle and vehicle networking technology , vehi-
cles are developing towards intelligence and networking. As the complexity of in-vehicle network (e.g. CAN net-
work ) increases and the way in which vehicles are connected to the outside world increases, the cyber security risks
faced by automobiles have risen dramatically. As an important barrier to protect vehicle network security, intrusion
detection system can effectively detect external intrusion and abnormal vehicle behavior. Firstly, the security proper-
ties of the in-vehicle network are introduced, and the network security issues of the ICV, the vulnerability of the
in-vehicle CAN network and the attack modes on it are analyzed. Secondly, the status quo of research on vehicle
CAN network intrusion detection methods in recent years is summarized. Finally, several open questions are pro-
posed for the future development of the in-vehicle network intrusion detection system.
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