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shiro O0OOOO

gobbgoobbuoobbgooobuoobboobobooobbuoobob bbb uoobbuoobbd
odddddggooooooooooad

obboooobobgoobood

0000
P /B
Nerver

= A e 1
{” Nginx v Appl
4 L

W ]

App2

100000000000 /OOOOO ServerJ00O0 8080 DODODOODO Appl ODOO 9080 00 App2 OO 10080 OO

2000 Nginxk OOOO0OO0OOO0OOO nginx.conf 0O server OOOOOOO

Java U0 ':7.':3"
1 server {
2 listen 80:
3 server_name localhost;
4 charset utf-  8;
5. location ~ ~/(chapter23-server)/ {
6 proxy_pass http:  //127.0.0.1:8080;
7 index /;
8 proxy_set_header Host $host;
9 }
10. location ~ ~/(chapter23-appl)/ {
11. proxy_pass http:  //127.0.0.1:9080;
12. index /;
13. proxy_ set header Host $host;
14. }
15. location ~ ~/(chapter23-app2)/ {
16. proxy_pass http:  //127.0.0.1:10080;
17. index /;

1/ 23



Q000

AXLAAO

ki&% - B8
uml.org.cn

P v 1% 6 Javad 3 B H

18.
19. }

20, }

proxy_set_header Host $host;

O 00 http://localhost/chapter23-server

0 0O  http://localhost/chapter23-appl

http://localhost/chapter23-app3

goooon

OO0O00ddd http:/llocalhost:8080/chapter23-server

o o o o 0

Nginx 0000000000000 0O0OO0O0ODOOO0

HEERERN

MySQL.

PRNE Lt

SeTrver

O

W ]
Appl

1i00ggogd

2000 Appl/ OO App2 OOOOO Client 000000

Ooogd Mysql
Oooood

7= ) T

Client

/00 Server JUODOO0ODOO0ODOO0ODOODODOODODOOO

goboggoobooogd

HP /B

Server

i H
App2

Memcached/Redis obbogoobobgoobobooooogd

Kedis

Server

http://localhost:9080/chapter23-appl
http://localhost:10080/chapter23-app3 [

MySQL L0000

/00 Server JOOOOOOODOO

% 5
Client

I H
Appl

W
App2
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OO0 Redis UOOODOOOOODOOO /OO Server DOOOOODODOOOOODOO Redis U0OQOOOOOOOOO

ggogodg
POM Core
X ¥
Client
Server Appl App2

4 shire—example—chapter23—appl
2 shiro—example—chapter23—app?
+— 2 shiro—example—chapter23—-client
H— E_' shiro—example—chapter23—core

|

+— 2 shiro—example—chapter23—pom
IJ'!— 4 shiro—exam ple—chapterZ23—server

10 shiro-example-chapter23-pom ddddddooooooooooooobooooooboboobooobobobooooon
shiro-example-chapter23-server O
Java 00 'if?
1 <parent>
2 <artifactld>shiro-example-chapter23-pom</artifactid>
3. <groupld>com.github.zhangkaitao</groupld>
4 <version> 1.0 -SNAPSHOT</version>
5 </parent>
211 shiro-example-chapter23-core OO0 000 shiro-example-chapter23-server [ shiro-example-chapter23-client
shiro-example-chapter23-app* Jddddooooooooooooda
30 shiro-example-chapter23-server Oo0o0oooooooooooooonod
411 shiro-example-chapter23-client gdddddddddddddddUudUuUuug g
50 shiro-example-chapter23-app* gooodoooooooooooobooooooooon
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shiro-example-chapter23-server OO0O0O00O0000 @ shiro-example-chapter23-server Oooooooooooo

shiro-example-chapter23-pom 00

0 pom.xml [0 packaging OO0 pom OO0O0O0O pom OD00000O0O0OOOOOOOOOOOOOOOODOODOOOO

parent JO00O0O0O0O0O0OOOO0O shiro-example-chapter23-server 000
Java 00 4

1. <parent>

2 <artifactld>shiro-example-chapter23-pom</artifactld>

3. <groupld>com.github.zhangkaitao</groupld>

4 <version> 1.0 -SNAPSHOT</version>

5 </parent>

O00000oOoooooon
shiro-example-chapter23-core 00

00O000000000000O0O0oooon
Java 00 5

public interface RemoteServicelnterface {
public Session getSession(String appKey, Serializable sessionld);

Serializable createSession(Session session);

public void deleteSession(String appKey, Session session);

1

2

3

4. public void updateSession(String appKey, Session session);

5

6 public PermissionContext getPermissions(String appKey, String username);
y

}
000000 cCcrRuDOOODOOO key DOOOODOOOOO0ODODOOOOODODOOOOOOO

shiro-example-chapter23-server OO0O000000 shiro-example-chapter23-client O00oooon

00000 com.github.zhangkaitao.shiro.chapter23.core.ClientSavedRequest oooon

org.apache.shiro.web.util. SavedRequest 000 shiro-example-chapter23-app* O0D0000o0oooooooooon
OO000000O000OO0O0oOoad shiro-example-chapter23-server 0000000 0OO0ODoOOoDoOoooon
SavedRequest OO0 URL OO schema://domain:port 0000000000 SavedRequest [I100 ClientSavedRequest
000 schema://domain:port gbootuodoodooboodouooodooooooouoonood

Java OO0 &4

1. public String getRequestUrl() {
2. String requestURI = getRequestURI();
3. if (backUrl!'=" null ) {//1
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4. if (backUrl.toLowerCase().startsWith( "http://" ) || backUrl.toLowerCase().startsWith( "https:/I" ) {
5. return  backUrl;

6. } else if (lbackUrl.startsWith(contextPath)) { /112

7. requestURI = contextPath + backUrl,

8. } else {//3

9. requestURI = backUrl;

10. }

11. }

12. StringBuilder requestUrl = new StringBuilder(scheme); 114
13. requestUrl.append( It );

14. requestUrl.append(domain); 115

15. 116

16. if ("http" .equalsignoreCase(scheme) && port != 80) {

17. requestUrl.append( ":").append(String.valueOf(port));

18. } else if ("https" .equalsignoreCase(scheme) && port != 443){
19. requestUrl.append( ":").append(String.valueOf(port));

20. }

21. 1

22. requestUrl.append(requestURI);

23. 118

24. if (backUrl== null && getQueryString() != null ) {

25. requestUrl.append( "?").append(getQueryString());

26. }

27. return requestUrl.toString();

28. }

29.

1000000000 successUrl DO0OO0ODODOOOODODODOOOOO http:// O https:// OO0OOODOOO0OODOOO
ooooooooodnd

2000 successUrl DOOOOOODOODOOODOOO

3000000 successUrl DOOOOOOO requestUrl OOOOOOOO successUrl OOOOO requestUrl OOOO0O

ooogo

5000 wurl OOO schema OO http O https O
60 000nOn
/Joddoooodoooodogn

8000 successUrl ODOOOOOODOOOOOO

ounbbbbbbbbbDbOoDoDooooooon

shiro-example-chapter23-server 0d

gooogooo
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User App

Role

ooggnd

OO (sys_user)

0O HEN HRN HRN

id bigint OO OO0
username varchar 100 goo
password varchar 100 aad

salt varchar 50 0

locked bool oooogn

OO (sys_app)

0 O HEN 0 0o

id bigint od oo

name varchar 100 good

app_key varchar 100 OO0 keyooog
app_secret varchar 100 goood
available bool gooo

O (sys_authorization)

0d 0d g g

id bigint o0 oo

user_id bigint ooon

app_id bigint oooad

role_ids varchar 100 ooon

OO doodouooodoouodoodoooodooootdouooodoonood role_ids [ [

OO0 00000o0o0o0o0o0ooooooooon key(app_key) O0OOOOOO app_secret OO app OO0 server OO0

OO0000 app key ODOODOOOOO app ODOOOOOODOOOO app_secret UUOUOO app UOUOOOOOOOOO
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Oo0oOo0odobbd oobuoodb 000 Web DOOUOO OOO avallable OODOODOOOOOODOOOO OO false
Joboooobbouoobbouooobuooooon

o ooobogooobd app Uboooboogoon app Uogooon

O/00 SQL
ooooo
sql/ shiro-schema.sq|l goood

sql/ shiro-data.sq|l gooooo

0O

00000 com.github.zhangkaitao.shiro.chapter23.entity J00dddooooooooao

DAO

00000 com.github.zhangkaitao.shiro.chapter23.dao god DAO OOoono

Service

00000 com.github.zhangkaitao.shiro.chapter23.service OO0 Service DOOOOO OOOOOOO CRUD OOO
ooooo

Java 00O

1. public interface AppService {

2. public Long findAppldByAppKey(String appKey); /[ OO appKey 00O Appld

A
iyt

Java 00O

public interface  AuthorizationService {
// D0 AppKey 0000 O0OO0OO
public Set<String> findRoles(String appKey, String username);
// D0 AppKey 00000000 OOO

public Set<String> findPermissions(String appKey, String username);

}
OO AppKey ULOUOOOOODOOOOLODOOOOOOOOOOLOOOOO

S

UserRealm

Java 0O 8

1. protected  Authorizationinfo doGetAuthorizationinfo(PrincipalCollection principals) {
2. String username = (String)principals.getPrimaryPrincipal();
3. SimpleAuthorizationinfo authorizationinfo = new SimpleAuthorizationinfo();
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authorizationinfo.setRoles(

authorizationService.findRoles(Constants. SERVER_APP_KEY, username));
authorizationInfo.setStringPermissions(
authorizationService.findPermissions(Constants. SERVER_APP_KEY, username));

return authorizationInfo;

SO

}

000000 AuthorizationService 00 findRoles/findPermissions 0000 AppKey OOOOO0DOOOOOOOOOOO
O0oood

ServerFormAuthenticationFilter

-

Java 00O 54

1. public class ServerFormAuthenticationFilter extends FormAuthenticationFilter {

2. protected  void issueSuccessRedirect(ServletRequest request, ServletResponse response) throws Exce
ption {

3. String fallbackUrl = (String) getSubject(request, response)

4. .getSession().getAttribute( "authc.fallbackUrl" );

5. if (StringUtils.isEmpty(fallbackUrl)) {

6. fallbackUrl = getSuccessUrl();

7. }

8. WebUtils.redirectToSavedRequest(request, response, fallbackUrl);

9. }

10. }

oooodoooodoooodoooodoooogoogo Session OO0 authc.fallbackUrl T Opoood

odoodoooodoooodod Server OO successUrl OO0OOO0OO0OOOOOOOOO

MySqlSessionDAO

O0o0o0ood Mysql OO0O0O0O0OO0OO0OOO0O0OOOO0OOOOOO Redis/Memcached 00

MySqlSessionValidationScheduler

O0000 Redis OO0OODDOOOOODOO DBOOOOOODODOO  SessionValidationScheduler guoobogdgot DB U

goooood

RemoteService
Java [0 W

public class RemoteService implements RemoteServicelnterface {
@Autowired private  AuthorizationService authorizationService;

1
2
3. @Autowired private  SessionDAO sessionDAO;
4

8/ 23



”(f(f(ff;\ \VRGES P 013 ¢ & Tva 5 B #

5. public Session getSession(String appKey, Serializable sessionld) {

6. return sessionDAO.readSession(sessionid);

7. }

8. public Serializable createSession(Session session) {

9. return sessionDAO.create(session);

10. }

11. public void updateSession(String appKey, Session session) {

12. sessionDAO.update(session);

13. }

14. public void deleteSession(String appKey, Session session) {

15. sessionDAO.delete(session);

16. }

17. public PermissionContext getPermissions(String appKey, String username) {

18. PermissionContext permissionContext = new PermissionContext();

19. permissionContext.setRoles(authorizationService.findRoles(appKey, username));

20. permissionContext.setPermissions(authorizationService.findPermissions(appKey, username));
21. return permissionContext;

22. }

23. }

OO000 HTTP OOOOODOOODOOODOOODOOODOODOODODOODODOODODOODOOODO Session 0O OOO0OO
O AppKey ODOOGOOOO0O /OOOOOODOOOOOOOOOO0OOO0OOOOOO0OOOOO0OO0OOOO0O0OO0O IP OO0
000 spring-mvc-remote-service.xml goodooooooogg
Java 00 WF

1. <bean id= "remoteService"

2. class = "com.github.zhangkaitao.shiro.chapter23.remote.RemoteService" />

3. <bean name=  "/remoteService"

4. class = "org.springframework.remoting.httpinvoker.HttplnvokerServiceExporter" >
5. <property name= "service" ref= "remoteService" />

6. <property name= "servicelnterface"

7. value= "com.github.zhangkaitao.shiro.chapter23.remote.RemoteServicelnterface" />
8. </bean>

Shiro OO0OO spring-config-shiro.xml

000 shiroFilter 0O 0O filterChainDefinitions gooodoooooooooooooood
Java U U 4

1. /remoteService = anon

OO0 userReam O0O00O0O0O0OO0OOO0OOOODOO0ODOO0ODOOODOOODOODODOODOOOO
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oboooooo

100000 ngnix JO0OOOOO0OOOOOOO0O

2000000000000

http://localhost/chapter23-server/ [

admin/123456 OO

30000000 ggd CRUDUOUOOOOONO KEYUO OO doodoooooooooddooodg KEY OO GG
Jdoddodggogdgd
by IS

Bz 48 $R Bz HKEY B e e

HuhARE S | 645haflf-3T70a-453a8-a8e0-993Ta590cF0

bhTdabbb—bacl-47dd-aThl -95T1easa0f33 | B2k MEx

AFF-1 Bdbbabl2-3T0a-d3as—abel-995eTab90c£0 bbTdakbbi-bael-d47dd-aThl -95T]1eadalfss Eﬁ;ﬁ ﬁlﬁﬁ
APP-2 Bdbhabl 3-3T0a-d3a8—ale(-993eTab90c£0 bbhTdabbi-basl-47dd-aTbl -95T1eadalf3s Eﬁgﬁ ﬂﬂ_ﬂﬁﬁ
A0 000000000000000000000000000000000 KEYODDODOOOOOODOOO /00000
0000
i
B H HF AR B{E
EPJI:.‘*EE%% admin ﬁ%{%@ﬁ I‘?iﬁ ﬂﬂﬁﬁ
APP-1 admin HEEER, AFPITER B MEE
APP-2 admin MR SRR, APPIEIER fzpr MR
A APP2 v
;%Fm admin ¥
AETFE. B EER
APP1IEER
APP2EIE 5 |
(F{EshiftEL%k)
e
shiro-example-chapter23-client 00O

Clent DO0ODO0O0ODOO0DDOODODDOODODDODODDOODOODOOO
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Jobboooobbooobbooobbtooobboobobonod

000000 spring-client-remote-service.xml

Java 00O 5.0

1 <bean id= "remoteService"

2 class = "org.springframework.remoting.httpinvoker.HttplnvokerProxyFactoryBean" >

3 <property name= "serviceUrl" value= "${client.remote.service.url}" />

4. <property name= "servicelnterface"

5 value= "com.github.zhangkaitao.shiro.chapter23.remote.RemoteServicelnterface" >
6 </bean>

client.remote.service.url J0d0d0d0ooooooooood properties O0O0O0O0O0O0O0O0OOOOOOOOOOO
remoteService 0O0O0O0O0O0O0O /OO0O00O0OO0OOOO

ClientRealm
Java 0O 54

1. public class ClientRealm extends AuthorizingRealm {

2. private RemoteServicelnterface remoteService;

3. private  String appKey;

4. public void setRemoteService(RemoteServicelnterface remoteService) {

5. this .remoteService = remoteService;

6. }

7. public void setAppKey(String appKey) {

8. this .appKey = appKey;

9. }

10. protected  Authorizationinfo doGetAuthorizationinfo(PrincipalCollection principals) {
11. String username = (String) principals.getPrimaryPrincipal();

12. SimpleAuthorizationinfo authorizationIinfo = new SimpleAuthorizationInfo();
13. PermissionContext context = remoteService.getPermissions(appKey, username);

14. authorizationinfo.setRoles(context.getRoles());

15. authorizationlnfo.setStringPermissions(context.getPermissions());

16. return authorizationinfo;

17. }

18. protected  Authenticationinfo doGetAuthenticationinfo(AuthenticationToken token) throws  Authentic

ationException {

19. /O000oooad

20. throw new UnsupportedOperationException( "ooogooooot);
21. }

22. }

ClientReam 0O0O0O0OOOO0OOOOOO0OODOOOOO0OOODOOOODDDOOOODDLDDOOOODDLDDOOODOO
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doGetAuthenticationInfo

RemoteServicelnterface OO0o000 appKey ODOOOOOOON

ClientSessionDAO

Java 0O U

=

o g = e O s [

[EEN
=

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

I...I-
R
]

public class ClientSessionDAO  extends CachingSessionDAO {

private RemoteServicelnterface remoteService;

private  String appKey;

gobbooobboobobuooobbuooobbuoobbuooobbd

public void setRemoteService(RemoteServicelnterface remoteService) {

this .remoteService = remoteService;

}
public void setAppKey(String appKey) {
this .appKey = appKey;
}
protected void doDelete(Session session) {
remoteService.deleteSession(appKey, session);
}
protected void doUpdate(Session session) {
remoteService.updateSession(appKey, session);
}
protected  Serializable doCreate(Session session) {
Serializable sessionld = remoteService.createSession(session);
assignSessionld(session, sessionld);
return sessionld;
}
protected  Session doReadSession(Serializable sessionid) {

return remoteService.getSession(appKey, sessionld);

}

Session U0 OUO0O0OO0OOOOOOOOOOOODOOOO

ClientAuthenticationFilter

-_:-" '-[r

Java [0

1. public class ClientAuthenticationFilter extends AuthenticationFilter {

2. protected boolean isAccessAllowed(ServletRequest request, ServletResponse response, Object mapp
edValue) {

3. Subject subject = getSubject(request, response);

4. return subject.isAuthenticated();

5. }
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6. protected boolean onAccessDenied(ServletRequest request, ServletResponse response) throws Exce
ption {

7. String backUrl = request.getParameter( "backUrl" );

8. saveRequest(request, backUrl, getDefaultBackUrl(WebUtils.toHttp(request)));

9. return false ;

10. }

11. protected void saveRequest(ServietRequest request, String backUrl, String fallbackUrl) {
12. Subject subject = SecurityUtils.getSubject();

13. Session session = subject.getSession();

14. HttpServletRequest httpRequest = WebUltils.toHttp(request);

15. session.setAttribute( "authc.fallbackUrl" | fallbackUrl);

16. SavedRequest savedRequest = new ClientSavedRequest(httpRequest, backUrl);
17. session.setAttribute(WebUtils. SAVED_REQUEST_KEY, savedRequest);

18. }

19. private  String getDefaultBackUrl(HttpServletRequest request) {

20. String scheme = request.getScheme();

21. String domain = request.getServerName();

22. int port = request.getServerPort();

23. String contextPath = request.getContextPath();

24. StringBuilder backUrl = new StringBuilder(scheme);

25. backUrl.append(  ™//" );

26. backUrl.append(domain);

27. if ("http" .equalsignoreCase(scheme) && port = 80) {

28. backUrl.append( ":").append(String.valueOf(port));

29. } else if ("https" .equalsignoreCase(scheme) && port != 443) {

30. backUrl.append( ":").append(String.valueOf(port));

31. }

32. backUrl.append(contextPath);

33. backUrl.append(getSuccessUrl());

34. return backUrl.toString();

35. }

36. }
ClientAuthenticationFilter ODobooooooooooono  authe DOOOOOOOOO0O0OO

1000000000 backurl OOO0ODOOOOODOOOOO
20000uoooooooooooooooooon server OO0

000000 goooogogogoogood backUrl OO ODOO0OO0OO0OOO0OOO defaultBackUrl OO OOO successUrl OO0

ClientShiroFilterFactoryBean

Java 00O 58
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1. public class ClientShiroFilterFactoryBean extends ShiroFilterFactoryBean implements  ApplicationConte
xtAware {

2. private  ApplicationContext applicationContext;

3. public void setApplicationContext(ApplicationContext applicationContext) {

4. this .applicationContext = applicationContext;

5. }

6. public void setFiltersStr(String filters) {

7. if (StringUtils.isEmpty(filters)) {

8. return ;

0. }

10. String([] filterArray = filters.split( "),

11. for (String filter : filterArray) {

12. String[] o = filter.split( "=");

13. getFilters().put(o[ 0], (Filter)applicationContext.getBean(o[ 11));

14. }

15. }

16. public void setFilterChainDefinitionsStr(String filterChainDefinitions) {

17. if (StringUtils.isEmpty(filterChainDefinitions)) {

18. return ;

19. }

20. String[] chainDefinitionsArray = filterChainDefinitions.split( ),

21. for (String filter : chainDefinitionsArray) {

22. String[] o = filter.split( "=");

23. getFilterChainDefinitionMap().put(o[ 0], o[ 1));

24. }

25. }

26. }

10 setFiltersStr DO OOOOOOOOOO filterName=filterBeanName; filterName=filterBeanName OO0l

00000000 applicationContext 00 fiterBeanName OO0 Bean DO0G4OGQO4OOd Map OO

20 setFilterChainDefinitionsStr goooooooooooo® url=filterNameZl[config],filterName2;
url=filterNamel[config],filterName2 " O0o0o0oooooo

Shiro OOOOO spring-client.xml

OO0o0ooooono shiro DOOOOOOOO0OOOOOOOOOOOOOOOO Shiro DO0OOO0O0OOOOOOOOO
Java [0 4

1. <context:property-placeholder location=

2. "classpath:client/shiro-client-default.properties,classpath:client/shiro-client.properties” />
OO000O0O0O0O0dd properties O0O0OOO client/shiro-client-default.properties gooooooooooon
classpath:client/shiro-client.properties goouooootdouon ouoouoouooood goooouodoodn
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00

Java 00 3

1 <bean id= "remoteRealm" class = "com.github.zhangkaitao.shiro.chapter23.client.ClientRealm"” >
2 <property hame= “cachingEnabled"  value= "false" />

3. <property name= "appKey" value= "${client.app.key}' />

4 <property name= “remoteService"  ref= "remoteService" />

5 </bean>

appKey O 00O ${client.app.key} OO0 0OOOO00OO0ODOOO0O properties OO O0O0O0O0

—

Java 0O 14

1 <bean id= "sessionldCookie" class = "org.apache.shiro.web.servlet.SimpleCookie" >
2 <constructor-arg value= "${client.session.id}" />

3 <property name= "httpOnly"  value= "true" />

4. <property hame= "maxAge" value= "-1" />

5 <property name= "domain" value= "${client.cookie.domain}" />

6 <property name= "path" value= "${client.cookie.path}" />

7 </bean>

Sessionld Cookie [ cookie DOUOODODO0O0OOUOOOOOODOOOOODO

Java U0 &

1 <bean id= "sessionDAO"

2 class = "com.github.zhangkaitao.shiro.chapter23.client.ClientSessionDAQO" >
3 <property name= "sessionldGenerator” ref= "sessionldGenerator" />

4. <property name= "appKey" value= "${client.app.key}" />

5 <property name= “remoteService"  ref= "remoteService" />

6 </bean>

SessionDAO [0 appKey DO OO0 $fclientapp.key} OO0OODOODOOODOOODOOOO

Java [ [ W

1 <bean id= "sessionManager"
2 class = "org.apache.shiro.web.session.mgt.DefaultWebSessionManager" >
3. <property name= "sessionValidationSchedulerEnabled" value= "false" /> // 0000
4 </bean>
O0dddddoooooooooao sessionValidationSchedulerEnabled=false W
Java 00 W
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1. <bean id= "clientAuthenticationFilter"

2. class = "com.github.zhangkaitao.shiro.chapter23.client.ClientAuthenticationFilter"

OO0D0O000O0O0O  ClientAuthenticationFilter obouoobbouooobggd

oooooooogn

/>

Server JOQODUOODOOOOOOO

Java OO 58
1. <bean id= "shiroFilter"
2. class = "com.github.zhangkaitao.shiro.chapter23.client.ClientShiroFilterFactoryBean" >
3. <property name= "securityManager” ref= "securityManager" />
4. <property name= "loginUrl"  value= "${client.login.url}" />
5. <property name= "successUrl" value= "${client.success.url}* />
6. <property name= "unauthorizedUr!" value= "${client.unauthorized.url}" />
7. <property name= “filters" >
8. <util:map>
9. <entry key= "authc" value-ref= "clientAuthenticationFilter" />
10. </util:map>
11. </property>
12. <property name= “filtersStr"  value= "${client.filters}' />
13. <property name= “filterChainDefinitionsStr" value= "${client.filter.chain.definitions}" />
14. </bean>
ShiroFilter OOO0O0O0OOO  ClientShiroFilterFactoryBean 000 loginUrl OOOOOOO successUrl OOOOOOOO

OO0 0000 00O unauthorizedUrl

filterChainDefinitionsStr gobbooobbooobooobbuooobbuoobbod

0000 client/ shiro-client-default.properties

I'.'I
e 7
]

Java U U
1. #0000 appKey
2. client.app.key=
3. #0000 URL OO
4. client.remote.service.url=http: /llocalhost/chapter23-server/remoteService
5. #0DO OO
6. client.login.url=http: //localhost/chapter23-server/login
7. #U0000U0O00OO0O0O0OOoOOn
8. client.success.url=/
9. #00000O0OO0O0
10. client.unauthorized.url=http: /lllocalhost/chapter23-server/unauthorized
11. #sessionid 00O
12. client.cookie.domain=
13. #sessionid 00O
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14. client.cookie.path=/

15. #cookie 00O sessionid 00

16. client.session.id=sid

17. #cookie OO rememberme OO
18. client.rememberMe.id=rememberMe
19. #0 OO name=filter-ref;name=filter-ref
20. client.filters=

21. #0000 OO url=filters;url=filters
22. client.filter.chain.definitions=/**=anon

OO00000000 client.app.key 0O client.filters [ client.filter.chain.definitions [

shiro-example-chapter23-app* ad
00O shiro-example-chapter23-pom 00O
Java 00 54
1 <parent>
2 <artifactld>shiro-example-chapter23-pom</artifactld>
3. <groupld>com.github.zhangkaitao</groupld>
4 <version> 1.0 -SNAPSHOT</version>
5 </parent>
[0 0O shiro-example-chapter23-client 0
<dependency>

<groupld>com.github.zhangkaitao</groupld>
<artifactld>shiro-example-chapter23-client</artifactid>
<version>1.0-SNAPSHOT</version>

</dependency>

OO0000 client/shiro-client.properties

OO shiro-example-chapter23-appl

Java [ [

1. client.app.key=645ba612-370a-43a8-a8e0-993e7a590cf0
2. client.success.url=/hello

3. client.filter.chain.definitions=/hello=anon;/login=authc;/**=authc

clientapp.key [ server DO OUOOO OOOOOOOOO client.filter.chain.definitions 00000000 oood /hello O

goobd
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00O shiro-example-chapter23-app2

Java [0
1. client.app.key=645ba613-370a-43a8-a8e0-993e7a590cf0
2. client.success.url=/hello
3. client.filter.chain.definitions=/hello=anon;/login=authc;/**=authc

0 appl OO0 clientapp.key [0 server 00000 0OOOOOOOO0O
0000 /hello OOOOOO

client.filter.chain.definitions

web.xml
Java [0
1. <context-param>
2. <param-name>contextConfigLocation</param-name>
3. <param-value>
4. classpath:client/spring-client.xml
5. </param-value>
6. </context-param>
7. <listener>
8. <listener- class >
9. org.springframework.web.context.ContextLoaderListener
10. </listener- class >
11. </listener>
OO0O00O0O00 Shiro OOO client/spring-client.xml []
Java U U
1. <filter>
2. <filter-name>shiroFilter</filter-name>
3. <filter- class >org.springframework.web.filter.DelegatingFilterProxy</filter- class >
4. <init-param>
5. <param-name>targetFilterLifecycle</param-name>
6. <param-value> true </param-value>
7. </init-param>
8. <[filter>
9. <filter-mapping>
10. <filter-name>shiroFilter</filter-name>
11. <url-pattern>/*</url-pattern>
12. <[filter-mapping>
OO0 ShiroFilter O OO0
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oo

shiro-example-chapter23-appl

Java U U

1. @Controller

2. public class HelloController {

3. @RequestMapping ("/hello” )

4. public  String hello() {

5. return  "success" ;

6. }

7. @RequestMapping (value = "/attr" , method = RequestMethod.POST)
8. public String setAttr(

9. @RequestParam  ("key" ) String key, @RequestParam (“value" ) String value) {
10. SecurityUtils.getSubject().getSession().setAttribute(key, value);

11. return "success" ;

12. }

13. @RequestMapping (value = "/attr" , method = RequestMethod.GET)
14. public  String getAttr(

15. @RequestParam  ("key" ) String key, Model model) {

16. model.addAttribute( "value"

17. SecurityUtils.getSubject().getSession().getAttribute(key));

18. return  "success" ;

19. }

20. @RequestMapping ("/rolel" )

21. @RequiresRoles ("rolel" )

22. public  String rolel() {

23. return  "success" ;

24. }

25. }

shiro-example-chapter23-app2 OO0O00Ooogd role2 O0OOO @RequiresRoles("role2™) oooooooog 204

ooooooodd

0

10000000 nginx

10000 http://nginx.org/en/download.html Oo0o0oooooond  windows O0O0O0O
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200000  conf/nginx.conf OO0o0o000 server DOODOOOOOO

Java 00
1 location ~ ~/(chapter23-server)/ {
2 proxy_pass http:  //127.0.0.1:8080;
3 index /;
4 proxy_set _header Host $host;
5. }
6 location ~ ~/(chapter23-appl)/ {
7 proxy_pass http:  //127.0.0.1:9080;
8 index /;
9 proxy_set_header Host $host;
10. }
11. location ~ /(chapter23-app2)/ {
12. proxy_pass http:  //127.0.0.1:10080;
13. index /;
14. proxy_set_header Host $host;
15. }

300000 nginx.exe OO Nginx O0OO

OO0O0O000 nginx OO shiro-example-chapter23-nginx 00000 nginx-1.5.11rar OO0

200000

100000 shiro-example-chapter23-core 0000 shiro-example-chapter23-core 00000 mvninstall 0O core
Oo0d

20000 shiro-example-chapter23-client OO0Oodd mvninstal O00O0O0O0OO

3000 Server OO

[J shiro-example-chapter23-server O0000 mvnjettyrun O0O00OD00O0O0O
http://localhost:8080/chapter23-server/ Jo0o0ooooood ngink OOOOOO0OOO
http://localhost/chapter23-server/ O

4000 App* OO

[0 shiro-example-chapter23-appl [0 shiro-example-chapter23-app2 O0ooddd mvn jettyrun OOOOO0O0O
0 http://localhost:9080/chapter23-appl/ [0 http://localhost:10080/chapter23-app2/ Oo0oooooood nginx [
OO0O000000  http://localhost/chapter23-appl/ [0 http://localhost/chapter23-app2/ [

sgyugoood
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2000000000000 admin/123456 gd
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10000000000  http://localhost/chapter23-appl/hello gogoggo

hello appl.

HEEE

20 0O 0O O O O http://localhost/chapter23-appl/login?backUrl=/chapter23-appl O 000000 ooaoad
http://localhost/chapter23-appl O000ooooOo oooooooooooooon Oooooooooooo Server
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30o0ooooooooooooboooooooooon http://localhost/chapter23-appl/hello Oooooon

hello appl.
P admin®F
T rolel AE
g Brole?RAE

WEXERMT

o | & | RELERY
RN & H T
g, | & | HRLER |

A00000 admin OOOOOOOOO rolel/role2 O0O0OOO0O server JOO0O rolel JOOOO role2 ODOOOODO
000

50000 http://localhost/chapter23-appl/hello O00000Oog  key=123 O0O0OOO
http://localhost/chapter23-app2/attr?key=key O0dd0d00d0ooooooooooao

hello appl.
PP adminEF
“E:ﬁﬁrnl 2R
R Brolel 6

wELWEEE
8. | fB: | RELEREM
3 Eaary - R

Be. | fE: 123  FEReEEN

O00 app2 OO OOOOO role2 OOOOOO rolel OOO
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