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Shiro U [
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N\
Authentication Authorization

» Primary Concerns
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Authorization O 00000000 O0O0O0OO0OOOO0OO0OOOOOO0OOOOOOOOOOO
Oooodond oodod gdoooooodoogood Oooodoodogod
Oooodoooooogdn

SessionManager O UO0O0O0OO0OO0O0OO0OOD0OO0OOO0OOOOODOOOOOOOOOOO
Oooodoodooggod JavaSE U040 o0oogon Web OO OO
Cryptography O 00000000 0ODOOO0OO0OOO0OO0OOO0OODOOOOOOOOO0O0O
Web Support O Web O0OOOOOODOOOOOO Web 0O 00O

Caching OO OOO0OOODODODOODOODOOOODOOOO /[0O000000ooooog
Oooo

Concurrency Oshiro DOO0O0OO0O0DOO0O0OO0OO0OO0OODOOODOOOO0OOO0OOOO
OoooDoooooad

Testing D OO0OOOGOd

RunAs 0 000000DOOO0OOOODODOOOODOOODOOODODOOODOOO

RememberMe 0000000 0O0O0OODOOOO0OOODOOOO0OODODOOOOOO
HEN
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200 U O O[O

22 0O0OOO
1. <dependencies>
2 <dependency>
3 <groupld>junit</groupld>
4 <artifactld>junit</artifactld>
5. <version> 4.9 </version>
6 </dependency>
7 <dependency>
8 <groupld>commons-logging</groupld>
9 <artifactld>commons-logging</artifactid>

10. <version> 1.1 . 3</version>
11. </dependency>
12. <dependency>

13. <groupld>org.apache.shiro</groupld>
14. <artifactld>shiro-core</artifactld>
15. <version> 1.2 . 2</version>

16. </dependency>

17. </dependencies>

O 0O junitd common-logging [ shiro-core O0O0OOO

23 00O /O0O
100000 ooooog  /ddd shiro.ni O

Java 0O &
1. [users]
2. zhang= 123
3. wang= 123

D000 indOooooon [users]00000O0OO zhang/123 [0 wang/123 [

2000000 com.github.zhangkaitao.shiro.chapter2.LoginLogoutTest []

Java 00O &4

1. @Test

2. public void testHelloworld() {

3. /[1 OO 0O SecurityManager O000000 Ini DOOO0OODO SecurityManager
4. Factory<org.apache.shiro.mgt.SecurityManager> factory =

5. new IniSecurityManagerFactory( “classpath:shiro.ini" );
6. /[2 0000 SecurityManager OO0 OO00O00 SecurityUtils

7.

org.apache.shiro.mgt.SecurityManager securityManager = factory.get
Instance();

8. SecurityUtils.setSecurityManager(securityManager);
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9. //3 000 Subject O0OOOO0O /O00D00O0 Token ODOOOODO /OO0
10. Subject subject = SecurityUtils.getSubject();

11. UsernamePasswordToken token = new UsernamePasswordToken( "zhang"
123" );

12.

13. try {

14. /4 OO0O00O0oooaa

15. subject.login(token);

16. } catch  (AuthenticationException e) {

17. /5 0000000

18. }

19.

20. Assert.assertEquals( true , subject.isAuthenticated()); // 000000
0 O

21.

22. //6 OO0

23. subject.logout();
24. }
25.

2100000 new IniSecurityManagerFactory OO0000 mdOOoOoOoOooon
SecurityManager OO0

2200000 SecurityManager O OO0 SecurityUtils DO0OO0OO0OO0OOOOOOO0O
HEN

23000 SecurityUtils OO Subject DOODOOODOOOOOOOOO0O web OO QOOO
Oooodoooooodoogood Token OO OO0 /OO0

24000 subjectlogin 0000000 OO0OOOOOO  SecurityManager.login 00O 0O OO
0 O

250 00000000000 AuthenticationException Joooooodn

[0 O DisabledAccountException O OO0 O OO OLockedAccountException OO OO0 4Odd O

UnknownAccountException 0O 0O0OO0O0OOO ExcessiveAttemptsException OOO0O0OOO
0 00O OlIncorrectCredentialsException 0000000 0OExpiredCredentialsException 0O [

oot goobbooobbuooobuooon ‘OO0 /g
Oo0O "™mog “0cbbodg " p'odb "0bboboodobobbuoooooo

260000000 subjectlogout ODOOOOOOOOO  SecurityManager.logout 0O OO
00

oooodooooboobougood

10000000 /Jooooooogg /O0gd
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2000 Subjectdlogin ODOO0O0O ODOOOOOOOOO  AuthenticationException 0O 0O O
Oo00o00ooooooooooooog

300000 Subjectlogout OOOOOOO

googogoogo
100dg /ooooob mdddoo Doboboobbbboboon oooooooood

200000 Token DOOOOOOOO /OOOOODODOOOODODODDODODODOOOOOO /
OO /00o0o0ooon

3.0 [

3.1Shiro DO O OOOO
Dooodoog iffelse DODOODODOO

Subject subject=SecuriryUtils.getSubject();
If(subject.hasRole( “ admin” )){
/o0

}else{

/oo

}
googogoogo java D00 O0QO0OoOoooOoon

@RequiresRoles( admin” )
Public void hello(){

/oo

}
JSP/GSP O0O0O0O JSP/GSP O0U0OUOUOOUOOooogd

<shiroLhasRole name= admin” >
<l--O0QOO —>

</shiro:hasRole>

3.2 000

ougodobogouogogd

100 mOOOO0OOOO0OOOoOooOOoOoog shiro-role.ini [

Java 00 &4
1. [users]

2. zhang= 123 ,rolel,role2
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3. wang= 123 ,rolel

Oodn “0tuo =00 ,00 1000 2ro0dodoooooonoouodoooooon
OO00000 Ream ODOOOOOOOOOOO Shiro OO0 OO0O -O0000O0O0O0O0
D000 Shiro OOO0OO0O0OO0OOD0OOO0O0OO0OO0OO0OODOOODOOO0OOOOOOO
2000000 com.github.zhangkaitao.shiro.chapter3.RoleTest []

Java 00O :.4

@Test
public void testHasRole() {

login( “classpath:shiro-role.ini" , "zhang" , "123" );

Assert.assertTrue(subject().hasRole( "rolel" ));

1

2

3

4. [/ ODOO0D0OO000O rolel
5

6 // OO0O00000 rolel and role2
7

Assert.assertTrue(subject().hasAllRoles(Arrays.asList( “rolel" , "ro

le2" )));

8. // ODOOD0OO0O0O rolel and role2 and Irole3

9. boolean [] result = subject().hasRoles(Arrays.asList( "rolel" , "role
2", '"role3" ));

10. Assert.assertEquals( true , result] 0);

11. Assert.assertEquals( true , result] 1)D;

12. Assert.assertEquals( false , resulf] 2]);

13. }

Shiro OO0 hasRole/hasRole O0OOO0OOOOOOOOOONO 00 oooooog
hashAnyRole O ODOODOD0OOOOOOOOOO0ONO

Java 00O a4

1. @Test (expected = UnauthorizedException. class )

2. public void testCheckRole() {

3 login( "classpath:shiro-role.ini" , "zhang" , "123" );
4 [/ 0000000 rolel

5. subject().checkRole( “rolel" ),

6 // ODOOO0OO0O0O rolel androle3 oooood

7 subject().checkRoles( “rolel” , "role3" );

8. }

Shiro O O O checkRole/checkRoles [0 hasRole/hasAllRoles O OOO0OOOOOOOONO
000000 UnauthorizedException 0O 0[O

googodooootb bouobodoob oot uobouobuoobobuobooon
ool bbb obbobuobuobobuobouobod []
oooogooonod
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3.3 Permission

Juooottd

oo “gobobugooobod ID” Do bouooooogad
Jooobodooobggd “ o000 /00 /mooooo * pobobboooo “ 8700
Oo0o /oo/ioon

100000000t
Java OO :.4

1. subject().checkPermissions( "system:user:update” );

Oooood * system:user I1“ update™ O O

2000000000
ini 0000
Java 00O ,,.4

1. role4l=system:user:update,system:user:delete

oooogooon

Java 00 4
1. subject().checkPermissions( "system:user:update” , "system:user:.delete

")

OO0o0oOoO00d * systemuuser 1 “ update™ “ deleteC 000 O0000OOOMO

nJodoooodd 400 systemiuser OO0 update O delete OO0
Java OO q.-J
1. role42= “system:user.update,delete"
Joboouoogoon
Java 00 f

1. subject().checkPermissions( "system:user:update,delete” );

00 “ system:user.update,delete [T "system:user.update, system:user:.delete" Oo0on

ooobgooooooao

30 000ddougn
ini OO
Java 0O B4

1. rolebl= “system:user.create,update,delete,view"
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ouogouoogg
Java 0O 0O ;,4

1. subject().checkPermissions( "system:user:create,delete,update:view" );
Oo0oodod * system:user [ “ createl “ updatel] “ deleteX “ viewI OO OOOGOOOOd
0o

ndO00o00o0ddono 500 systemwuser OO0OOO0O
Java 00 ,.4

1. role52=system:user:*
goodddooobooooodd
Java OO0 X

1. role53=system:user
gooodogog

Java 00 B
1. subject().checkPermissions( "system:user:*" ):

2. subject().checkPermissions( "system:user" );

00 “ system:user:* [T “ system:user.create,delete,update:view Ooooodododoo
Oo0d

4000000 gdgd
ini OO
Java 00O o

1. role6l=*:view

goooodddon
Java 00 if
1. subject().checkPermissions( "user:view" );
Oo00oooodno “viewWlOOOOOOOOOOOO “ "system:user:view 0000

“ roleb=**view OO0 0O OO

suugougon
SsAiuugogonn

ini OO

Java 0O 4

1. role7l1=user:view: 1

OO0 user O 10000 view OO
oooododod



Java 0O 0O :-4

1. subject().checkPermissions( "user:view:1"

52000000000
ini OO
Java 00 :.4

1. role72= ‘"user.update,delete:1"

OO0 wuser 0 10000 update [ delete OO O

goooodddon
Java OO ,4
1. subject().checkPermissions(

2. subject().checkPermissions(

s3uugugonn

ini OO

Java 00 ‘H

1. role73=user:*: 1

oo uwser 1000000000
oooododod

Java 0O if

1. subject().checkPermissions(

w:l" ),

s400uguogonon

ini OO

Java 00O ;'-4

1. role74=user:auth:*

o000 wser 0 1000000000
ougodoogo

Java 00 B4

1. subject().checkPermissions( "user:auth:1"

550000000004
ini 00O
Java 00 ol

1. role75=user:*:*

"user:delete,update:1"

"user.update:1"

"user:update:1"

);

"user:delete:1"

"user:delete:1"

"user:auth:2"

);
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o0 wser 0 1000000000
googogoogo

Java 00 5.5

1. subject().checkPermissions( "user:view:1" , "user:auth:2" );

600 Shiro DO0OOODOOOOOOOO

O “ userview T1 0O 0O “ userview:* 1 [0 * organization [0 O O “ organization:* [T [

“ organizaton** D 00O0O0OODO0OO0O0OOOOOOOOOO

OO0 * user*000 00O “ user.delete 0 user.delete 'O 000 * user.delete:1 0* user*:1 ”
OO0O00dd * userview:l [ user OO0 “ userview[l * userview:l1 OO * 000000
OO0*xd0dooodoo ooo * *xviewddO “ system:userview OO0OOO “ **viewd”
Oooddoodbooodoooooodo *oogd

70 WildcardPermission

oooouogoggn

Java 00 i
1. subject().checkPermission( "menu:view:1" )i

2. subject().checkPermission( new WildcardPermission( "menu:view:1" ));

Joogodobooobobougoood

guuoon

oboobodooobdgoobuoobbgad gobouooooudg gooobd
oooodod oooobobogoobggd ooobgooobggoobgad

ooobgobooobobudgbod Joboobtugbgobotoobobuobuobd

gooobotoboboobotoobtoon Oo0o0o0ood sql DO00ooobbobooooon
ooootoobobogdn



QOO0 _ ki - zmE
- AO uml.org.cn

3.4 U000

@ [ Subject } isPermitted*/hasRole*

Security Manager

Ooooo

1000 OO SubjectisPermitted*/hasRole* OO0 OoOd OO0 SecurityManager OO
SecurityManager O QOO O0OO Authorizer O

20 Authorizer O0O0OO0OO0OODOOOOODOOO isPermitted( “ userviewl 1) 0000

PermissionResolver OO0 OO0 40OOOOOO Permission [ [ [

0udoooonoooobood Realm 00 Subject O0OOOO /O0000O00OO
oo /aod
471 Authorizer OO0 Realm OO0 /O0000D0D00O0O0O0OOOOO0O0O Reaim 00O 00O

[0 ModularRealmAuthorizer 0OO0O0OO0O0OO0O0O ODOOOO isPermitted*/hasRole* [0 00O true
OO000 false OO4OdOOOO

ModularRealmAuthorizer 000 Realm O0O0OOO

100000000 Realm ODOODOOOOO  Authorizer O

2000000 Authorizer OO OO0 OGOQOOGOGOQd isPermitted*/hasRole* O OOOOO0O
3000000 Ream DOOOO0OO0OO0OO tuedOOO0O false O

OO0 Ream OD0OOODOOOOOOMO AuthorizingRealm OO OOO0O
1.100000 hasRole* OO OO OO Authorizationinfo.getRoles() OOOOOOOOOOO

1200000000  isPermitted( “ userwview] ) 00O PermissionResolver [O0O00OO
OO00OoO0gnO Permission OOOOOOO  WildcardPermissionResolver OdQogdogno
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000 WildcardPermission [

20 O O Authorizationinfo.getObjectPermissions() OO0 Permission 0O OO O OO 0O
Authorizationinfo. getStringPermissions() O0ooooooon PermissionResolver [0
O Permission OO0 O0OO0OO0OO0OO0OO0OO0OO0O OOO RolePermissionResolver OOO0OO0O
goooodoooooodboogdood [

300000 Permission. implies(Permission p) odoouoooon oouoooon
O trued 00O false O

3.5 Authorizer [] PermissionResolver []
RolePermissionResolver

Authorizer DO OOOOODO OOOOOOOO ShiroAPI ODOOOOOODOOO OOODOO
0000 /Doooooooooonod Javadoc O SecurityManager 00O 0O Authorizer 0O

OO0 0000 ModularRealmAuthorizer OO0 Ream OOOOOOO PermissionResolver
Oo0o0ooooogg Permission [0 0O OO RolePermissionResolver O00oooood
Oooogogg

Ooooddon ini OO0 Authorizer OO0
Java OO :-4
1. authorizer=org.apache.shiro.authz.ModularRealmAuthorizer
2. securityManager.authorizer=$authorizer
00O ModularRealmAuthorizer 0O 00O AuthorizingSecurityManager oooouood
Ooodood ream DOUOO0OO0OOO0OOODOOOO setRealms() U OO OO OOOOOO

OO0 authorizer OO OO ModularRealmAuthorizer doo0odoooddoodgoodgt

0O ModularRealmAuthorizer [0 permissionResolver DO OO0O0OO0OOOOO  Realm [0

000 PermissionResolverAware OOooodn

Java 00O &4
1. permissionResolver=org.apache.shiro.authz.permission.WildcardPermission

Resolver

2. authorizer.permissionResolver=$permissionResolver

00 ModularRealmAuthorizer [0 rolePermissionResolver OO 0O0OOOOOOODO Realm
OO00000 RolePermissionResolverAware Ooooood

Java 0O 4
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1. rolePermissionResolver=com.github.zhangkaitao.shiro.chapter3.permissio
n.MyRolePermissionResolver

2. authorizer.rolePermissionResolver=$rolePermissionResolver

HEN

10 ini O OO shiro-authorizer.ini []

Java OO &

1. [main]

2. #0O 00O authorizer

3. authorizer=org.apache.shiro.authz.ModularRealmAuthorizer

4. #0000 permissionResolver

5. #permissionResolver=org.apache.shiro.authz.permission.WildcardPermissio
nResolver

6. permissionResolver=com.github.zhangkaitao.shiro.chapter3.permission.Bit
AndWildPermissionResolver

7. authorizer.permissionResolver=$permissionResolver

8. #0O OO rolePermissionResolver

9. rolePermissionResolver=com.github.zhangkaitao.shiro.chapter3.permissio
n.MyRolePermissionResolver

10. authorizer.rolePermissionResolver=$rolePermissionResolver

11.

12. securityManager.authorizer=$authorizer

Java 00O o4

1. #000 reaim 0O0OOO0O securityManager.authorizer 000000000  setRealm
s OO realms 00O authorizer 00000 Realm OO permissionResolver 0 rolePe
rmissionResolver 0

2. realm=com.github.zhangkaitao.shiro.chapter3.realm.MyRealm

3. securityManager.realms=%realm
00 securityManager [ realms OO OOOOOO OOOOO SecurityManager.setRealms
OO 0O reams 0O O O authorizer OO OO O Realm O O permissionResolver []

rolePermissionResolver OO OOO0OOO IniSecurityManagerFactory OO0 IniRealm O
Oo000000oooooooooooooog Permission O 0000

20 0 0 BitAndWildPermissionResolver [1 BitPermission

BitPermission O0OU0O0OO0O0OO0OO0OOODOOOOOONO

odooodoo +00o00dd +000d +d00 iboo+do0d0oo +000 gooooun
0000 10000000 o00ltbo2000d0noon oolot4 0o dond 0100 1 8 O
OO00000 10000 +user+1l0 ODOOOO wser JOODO /OOOODO

Java 00O &

1. public class BitPermission implements Permission {
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2. private String resourceldentify;

3. private int  permissionBit;

4. private String instanceld;

5. public  BitPermission(String permissionString) {

6. String[] array = permissionString.split( "W+ ),

7. if (array.length > 1) {

8. resourceldentify = array[ 1];

0. }

10. if (StringUtils.isEmpty(resourceldentify)) {

11. resourceldentify = B

12, }

13. if (array.length > 2){

14. permissionBit = Integer.valueOf(array| 2));

15. }

16. if (array.length > 3){

17. instanceld = array|[ 3];

18. }

19. if (StringUtils.isEmpty(instanceld)) {

20. instanceld = .y

21. }

22. '}

23.

24. @Override

25. public boolean implies(Permission p) {

26. it (/(p instanceof BitPermission)) {

27. return false

28. }

29. BitPermission other = (BitPermission) p;

30. it (I( ™" .equals( this .resourceldentify) || this .resourceldentif
y.equals(other.resourceldentify))) {

31. return false ;

32. }

33. if (!( this .permissionBit == 0] ( this .permissionBit & other.perm
issionBit) = 0)){

34. return false ;

35. }

36. if (I( ™" .equals( this .instanceld) || this .instanceld.equals(othe
r.instanceld))) {

37. return false ;

38. }

39. return true ;

40. )}

41. }

Permission O 0O 0O OO boolean implies(Permission p) Jodoodoooonon
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Java [0 4

1. public class BitAndWildPermissionResolver implements PermissionResolve
r{

2. @Override

3. public  Permission resolvePermission(String permissionString) {

4. If (permissionString.startsWith( "+ )N {

5. return new BitPermission(permissionString);

6. }

7. return new WildcardPermission(permissionString);

8. }

9. }

BitAndWildPermissionResolver OO0 PermissionResolver OO0 O0OO0OOOOOOOONO
O T00ddoodgood BitPermission [ WildcardPermission [

30 00 MyRolePermissionResolver

RolePermissionResolver O000000ooo0ouogoooood

Java 00O 4

1. public class MyRolePermissionResolver iImplements RolePermissionResolve
r{

2. @Override

3. public  Collection<Permission> resolvePermissionsinRole(String roleS
tring) {

4. if ("rolel" .equals(roleString)) {

5. return  Arrays.asList((Permission) new WildcardPermission( "me
nu:"));

6. }

7. return null

8. }

9. }

Joogodoboooogoogd rolel0OO0OOOO * menuw*dddd

A0 000 Realm

Java 00O d

1. public class MyRealm extends AuthorizingRealm {
2. @Override
3. protected Authorizationinfo doGetAuthorizationInfo(PrincipalCollect

ion principals) {

4. SimpleAuthorizationinfo authorizationinfo = new SimpleAuthoriza
tionInfo();
5. authorizationinfo.addRole( "rolel" );

6. authorizationinfo.addRole( "role2" );
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7. authorizationinfo.addObjectPermission( new BitPermission( "t+userl
+10" ));

8. authorizationinfo.addObjectPermission( new WildcardPermission( "u
serl:*" ),

9. authorizationinfo.addStringPermission( "+user2+10" );

10. authorizationinfo.addStringPermission( ‘user2:*" )i

11. return authorizationinfo;

12. }

13. @Override

14. protected Authenticationinfo doGetAuthenticationInfo(Authentication
Token token) throws  AuthenticationException {

15. /[ O com.github.zhangkaitao.shiro.chapter2.realm.MyRealm1. getAu
thenticationinfo Oo0oooon

16. }

17. }

OO0O0000 AuthorizihngReaim 0O0OOOO Realm OO0 OOOO AuthorizingRealm OO

HEN

AuthenticationIinfo doGetAuthenticationInfo(AuthenticationToken token) oooooood
Oooog

Authorizationinfo doGetAuthorizationIinfo(PrincipalCollection principals) oooooood

Oo0o0oogono
O0dooo0dooooooooooooooooooooooooooooooood O
[1 Authenticationinfo [ Authorizationinfo O OO0 Javadoc OO OOOOOOO

00000000 JdbcReam ODOOOOOOOOO
1000 sqgl/ shiro-init-data.sql OOO0OO0O0OO0OOOOO
2 0O [ [ shiro-jdbc-authorizer.ini [] O O [] [] O O [ []

jdbcRealm.permissionsLookupEnabled

O tue DOOOOOONO

oooodooooboobouoogd “ +userl+100 00 INNOOODODO OOO IniRealm
Oo0odod mReam 0O new OO D ODODDODODOODOODODOOOOOOO

WildcardPermissionResolver 000 obooooooooon oooooooo ooood
Joooodoooonooouoouoogon permissionResolver 0O 000

s

Java 0O
1. public class AuthorizerTest extends BaseTest {
2.
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&, @Test

4. public void testisPermitted() {

5. login( "classpath:shiro-authorizer.ini* , "zhang" , "123" );

6. /[ OOO0OD0O0O0 user:.create

7. Assert.assertTrue(subject().isPermitted( "userl.update" ));

8. Assert.assertTrue(subject().isPermitted( "user2:update" );

9. // DO0O0O00o0ooooooaaa

10. Assert.assertTrue(subject().isPermitted( “tuserl+2" ), // OO0
U

11. Assert.assertTrue(subject().isPermitted( "+userl+8" ), /[ OOO
U

12. Assert.assertTrue(subject().isPermitted( "tuser2+10" )); // OOO0O
[

13.

14. Assert.assertFalse(subject().isPermitted( "tuserl+4" 1)), /[ O OO0
0d

15.

16. Assert.assertTrue(subject().isPermitted( "menu:view" )); // OO MyR
olePermissionResolver ooooogno

17.  }

18. }

oooobogobooobobouoobouon OO0D0O0000 bhasAnyRole/isPermittedAny [

Joogodobooobobougoood shiro 0000 NOTOANDOOR DOOO OO
oo oobooouood AuthorizingRealm O O0O0O0O0OO0O
0d

401 INI U L

4.1 OO0 SecurityManager

0000 Shiro OOOOOOOO Shiro OOOOO SecurityManager OO0 QOOOoOdon
0000000 ooooooooon J0ddddddooooooooooooog [
[0 Shiro OO0 SecurityUtils 0000000000000 0OOOOO

OO0 Shiro OOOO POJO OOODOOOOOOOOO loC 0000 DOO0O0O0O0OO loC
OO0000000 Shiro O0OOO securityManager OOOOO Shiro OOOOOOOO public
O00000000Oo0O @ setter OO0
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100 Java OO 00O

[0 com.github.zhangkaitao.shiro.chapter4.NonConfigurationCreateTest 00

Java 0O

1. DefaultSecurityManager securityManager = new DefaultSecurityManager
0;

2. /[ 00 authenticator

3. ModularRealmAuthenticator authenticator = new ModularRealmAuthenticator
0;

4. authenticator.setAuthenticationStrategy( new AtLeastOneSuccessfulStrateg
y0);

5. securityManager.setAuthenticator(authenticator);

6.

7. /[ OO0 authorizer

8. ModularRealmAuthorizer authorizer = new ModularRealmAuthorizer();

9. authorizer.setPermissionResolver( new WildcardPermissionResolver());

10. securityManager.setAuthorizer(authorizer);

12. // OO Realm

13. DruidDataSource ds = new DruidDataSource();

14. ds.setDriverClassName( "com.mysql.jdbc.Driver" );
15. ds.setUrl( "jdbc:mysql://localhost:3306/shiro" );
16. ds.setUsername( “root" );

17. ds.setPassword( "),

18.

19. JdbcRealm jdbcRealm = new JdbcRealm();

20. jdbcRealm.setDataSource(ds);

21. jdbcRealm.setPermissionsLookupEnabled( true );

22. securityManager.setRealms(Arrays.asList((Realm) jdbcRealm));

23.

24. /[ O SecurityManager 000 SecurityUtils HRNRRRNRNEN

25. SecurityUtils.setSecurityManager(securityManager);

26.

27. Subject subject = SecurityUtils.getSubject();

28. UsernamePasswordToken token = new UsernamePasswordToken( “zhang" , "123
");

29. subject.login(token);

30. Assert.assertTrue(subject.isAuthenticated());

31.

32.

210000 INI OO0 shiro-config.ini [

Java 00O &

1. [main]
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2. #authenticator

3. authenticator=org.apache.shiro.authc.pam.ModularRealmAuthenticator

4. authenticationStrategy=org.apache.shiro.authc.pam.AtLeastOneSuccessfulS
trategy

authenticator.authenticationStrategy=$authenticationStrategy

securityManager.authenticator=$authenticator

#authorizer

© 0 N o O

authorizer=org.apache.shiro.authz.ModularRealmAuthorizer

10. permissionResolver=org.apache.shiro.authz.permission.WildcardPermission
Resolver

11. authorizer.permissionResolver=$permissionResolver

12. securityManager.authorizer=%authorizer

13.

14. #realm

15. dataSource=com.alibaba.druid.pool.DruidDataSource

16. dataSource.driverClassName=com.mysql.jdbc.Driver

17. dataSource.url=jdbc:mysql: //localhost:3306/shiro

18. dataSource.username=root
19. #dataSource.password=
20. jdbcRealm=org.apache.shiro.realm.jdbc.JdbcRealm

21. jdbcRealm.dataSource=$dataSource

22. jdbcRealm.permissionsLookupEnabled= true

23. securityManager.realms=%jdbcRealm
oot loC Ob0dooodoodoouoooogod
10000 =0oood OO0O000 public OOOOOOOOO
20000 .0od =0 Oo0odd setter DOOOOOMO

30000 000 =s0ood oo setter JOOOOOOO

2.200 Java 00O 0O com.github.zhangkaitao.shiro.chapter4.ConfigurationCreateT est [

Java 00O 4

1. Factory<org.apache.shiro.mgt.SecurityManager> factory =

2 new IniSecurityManagerFactory( "classpath:shiro-config.ini" );
3.
4. org.apache.shiro.mgt.SecurityManager securityManager = factory.getinsta
nce();
S.
6. /[ 0O SecurityManager 000 SecurityUtils O0ooond
7. SecurityUtils.setSecurityManager(securityManager);
8. Subject subject = SecurityUtils.getSubject();
9. UsernamePasswordToken token = new UsernamePasswordToken( "zhang" , "123

")
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10. subject.login(token);
11.
12. Assert.assertTrue(subject.isAuthenticated());
OO0O0000 ShiroINIl OOOOOOOO  securityManager 00O
1 0 O O 0O O o o o o o o o O securityManager O 0O O O

org.apache.shiro.mgt.DefaultSecurityManager 0000 SecurityManager OO OdOoQdodn
D000 inmOO0OO00000 * securityManager=SecurityManager OO0 00000000

securityManager OGO QOO0 0OO
20 IniSecurityManagerFactory 000 securityManager OO0 OO0Oddoon ini 0 OO0
OO0O000d *“ classpath: O O0O0O" fleODOOOO O wlDOOOOOOOOOOO

ooogogd

300000 SecuriyManager OO0 OO0 O0OOOoOOOOn

OO0o0oood shiroINl DOOOOODOOOOOOO0O loC/DI OO0 oooooooo
0000 securityManager OO0 OOoooodon

4.2 INI U U

int DO0OO0O0OO00O Java OO properties Okey=value OO0 OO OO0O0O key/value OOO0O
OO0 key OO0OO0O0ODODO0OOOOODOOOOODODODOOOO INIOOOOO

Java O[O YNy

1. [main]

2. #0000000  securityManager gogouao

3. securityManager=org.apache.shiro.mgt.DefaultSecurityManager

4, 0OOoO0

5. securityManager.realms=$jdbcRealm

6.

7. [users]

8. #UUUOOOO /OODOOOOODDOOOOO =00000 1000 2
9. username=password,rolel,role2

10.

11. J[roles]

12. #00000O0O0O0O0LO0O0O0OO0OO0O0O0O =00 1g0gog 2

13. rolel=permissionl,permission2

14.

15. [urls]

16. #00 webO OO OO weburl O0oooooo wl= OO0 [OO]J00O0O0
17. /index.html = anon

18. /admin/** = authc, roles[admin], perms] “permissionl” ]
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[main] O O

0000000 securityManager O0OQOOGO0O0OOOO
Oooog

Java 00 ;,4

1. securityManager=org.apache.shiro.mgt.DefaultSecurityManager

OO000000 public OOODO0O0OO0OOOODOOOOOOO

o setter 00O

Java [ -

1. dataSource.driverClassName=com.mysql.jdbc.Driver

2. jdbcRealm.permissionsLookupEnabled= true
00000 jdbcRealm.setPermissionsLookupEnabled(true) OJoooooooooooo
000

gogdnd setter UU

Java [ ;;.4
1. authenticator=org.apache.shiro.authc.pam.ModularRealmAuthenticator
2. authenticationStrategy=org.apache.shiro.authc.pam.AtLeastOneSuccessfulS
trategy
3. authenticator.authenticationStrategy=$authenticationStrategy

4. securityManager.authenticator=$authenticator

00000 securityManager.setAuthenticator(authenticator) ooooooad

gOoodgd setter OO

Java 00O
1. securityManager.authenticator.authenticationStrategy=%$authenticationStr

ategy

googogoogo setter [0

byte OO setter OO
Java O[O :-4
1. #base64 byte []
2. authenticator.bytes=aGVsbG8=
3. #hex Dbyte []
4. authenticator.bytes= 0x68656¢c6¢6f

oo Basee4d UUOUOULOOOOO Ox dooon
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Array/Set/List setter 00O
Java 0O 0O ;,4
1. authenticator.array= 1,2,3

2. authenticator.set=$jdbcRealm,$jdbcRealm

gooood “0 ™ol

Map setter [ [
Java 00O ,,4
1. authenticator.map=$jdbcRealm:$jdbcRealm, 1: 1 ,key:abc
O0000 map=key OvalueO keyOvalueOO OO ODOODOODODOO0OOOoOO0O0OOOO
ooodoodobooodood

Oo00o /oood

Java 00O 4
1. realm=Realml

realm=Realm12

2

3

4. authenticator.bytes=aGVsbG8=

5. authenticator.bytes= 0x68656¢c6¢6f

gougougoggn

Dooooooodon shiro-config-main.ini [

[users] OO
O0000 /000ooooboooo “00b0 =00000 1000 200boobooooooo
Java OO BF

1. [users]

2. zhang= 123 ,rolel,role2
3. wang= 123

OooOooooono /ooooooobobogod

[roles] OO

Jo0oodooooooodon ‘00 =00 1000 2’00d
Java OO Bf

1. [roles]

2. rolel=user:create,user:update

3. role2=*
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OO0000000ooooooooon rolesO00000000O0OOOOO
[urls] OO
OO0 wlOOOODODoOoooooooooa “urlEl 00 [00 0000 [0D oo

Java 00O 4
1. [urls]

2. [admin/** = authc, roles[admin], perms]| "permissionl” ]

Ooo0oog web OOOOO



